S PR A = | S
(P 175 T 42 A+ 52 4%)

L A BATEZWMRXOREFIHTRIUEITEK
B = B & & F

C N N TAME (R TR

2 R N wpTAZ

woF & HIRT I, HAR BEARTR

2021 55 A 18 |



s %: MF1932133
®LEHAM: xxxx Fxx ] xx H

IRl L



Deep learning framework operator
stability test technology based on
differential testing

by

Jun Lv

Supervised by

Professor Zhenyu Chen, Assistant Researcher Chunrong Fang

A dissertation submitted to
the graduate school of Nanjing University
in partial fulfilment of the requirements for the degree of
MASTER OF ENGINEERING
in

Software Engineering

Software Institute

Nanjing University

May 18, 2021






I N I e e | S 1o s i i B W WL

A AT ESMNRXNEEFIFETFRIESHEKR

IAEME (REIEMB) Hk 2019 BMEARL: F

wEHIF (L. BAR) ¢ HRRT HIK, FAER MEHAR

MmO

WTAFSR, B IR 7 ST EORAE H 325 BRI S RN ™ A S 1
BCR, WFFEN LB A IS X VR T2 STHE SR B AL, I 1 KRR S HE LR
{2 TR 2 S ME LR S0 DA IS TR BRI ) 26, R IR 2 S A
THAZMELIATSTIIE, FAEEAENRS, HHIXMATEE R R
WA T X S R AR B IR A i o DR A e) s A iR B 27 S -
R T A H BT i 55 I SR R ) TR

BT EAER, G668 FNAFZES MIKARAE, ASCH BT 250
BT B AE T EOR, SN RE LI KRG F A A
My R AT R BT, SR BN REE ST E. REZOERBE S
B, M B RN ZaMABRA . B S5 E e
St E T IR TR I 2 A DO RE, SIS [R] 25 SO BRI B 5 5% 5
T BAB B BTG Fh 7 32 A0 SE Ak, IR TR K E RV IR 0 Fh 7,
7 - R SIS KR TTRG TR T A2 S oRIg IR 11 ST M\ Bl R 01 3R 1k
R B e %, FEXTIR B3 T 030 2 S A et 1 s 22 40 s B B
T I3 T 250, JOsR AT R i A I ZE 0 F i, IR S
R S S A

AR AR R G 0 M PEAE TensorFlow1.9.0. PyTorch1.3.1. Caffel.0 fEZLH
i WA CPU M GPU i 7= AR EME . 2553 ] conv2d. avg_pooling.
sigmoid. tanh. softmax B F{EN[FHEZE. FHRBHELEREAER, HMES
SEI%, AH&RBIFHFRENE; max_pooling. relu. leaky relu B 1A G HE
8. PRIEERIVE—E, BARFIIEN. A, &7 GPU a7
THIFE MRS T CPU. XRAR RS BRI 7 BT IE M T RE S

KRB R E, ZML BRI, AR, MR K R



M R KA R A it O A % E A 4K

THESIS: Deep learning framework operator stability test

technology based on differential testing
SPECIALIZATION: Software Engineering
POSTGRADUATE: Jun Lv
MENTOR: Professor Zhenyu Chen, Assistant Researcher Chunrong Fang

Abstract

In recent years, as deep learning technology has continuously produced break-
through results in areas such as autonomous driving and image recognition, researchers
have gradually increased their attention to deep learning frameworks, and a large num-
ber of deep learning frameworks have emerged. However, due to the continuous update
of the deep learning framework and the diversity of operating hardware environments,
deep learning operators have multiple implementation forms and operating environ-
ments, and there is a phenomenon of instability in operations, and this unstable factor
will also exist in the deep learning model built using these operators. Therefore, how
to analyze the stability of deep learning operators has become a problem that needs to
be studied and solved urgently.

Based on the above background, combined with the characteristics of operator
testing and differential testing, this paper proposes a deep learning operator stability
analysis technique based on differential testing, and gives the corresponding system
implementation. The system uses an oriented fuzzing test plan for development and
design, and the oriented target is a specific differential evaluation value. The core mod-
ule of the system consists of operator and seed management, seed queue management,
mutation strategy, and differential testing modules. The operator and seed manage-
ment module is responsible for the addition, deletion, modification, and searching of
operators and seeds, and real-time synchronization of file resources and corresponding
database records; the seed queue management module sorts seeds by priority, and uses
simulated annealing algorithm to eliminate some seeds to prevent seed queues Contains
a large number of invalid and redundant seeds; the mutation strategy module is respon-

sible for selecting some disturbance functions from the disturbance function list, and
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generating test cases for the selected seeds; the differential testing module performs
differential testing based on the test cases and records the differential exceptions trig-
gered during execution , And feedback the differential testing result to the seed queue
management module.

This article uses this system to analyze and evaluate the stability of common op-
erators in the TensorFlow1.9.0, PyTorch1.3.1, and Caffel.0 frameworks in the CPU
and GPU operating modes. The results show that conv2d, avg_pooling, sigmoid, tanh,
and softmax operators have different calculation results in different frameworks and
platforms, which do not have good stability; max_pooling, relu, leaky relu operators
are stable and consistent in different frameworks and platforms, with good stability. In
addition, the stability of the operator in the GPU operating mode is slightly better than
that of the CPU. This shows that the system has the ability to analyze the stability of

deep learning operators.

keywords: Deep Learning Operator, Differential Testing, Fuzzing, Mutation Strategy,
Simulated Annealing Algorithm
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GG H T HOIA R B [ et e, SEsfakabmi, &
B RIS ER D W IR E S KNSRI RIsRsE, BHET
FVERA N T2 5 IR AT A T 25 SR A5 B 2 K B

WEME MR 2 —EHHNE, TEIRE L TR
Ao TR 27 > A I gt A 51~ 3= 220 3 max_pooing A1 avg_pooling [31],
max_pooing 45 E M Z N B B RAE, FFRZEIR T NI T AT R,
IO B BRI T AR SR A2 A RE T s ave_pooling 4G E AL AZ N TTER
HPEME, IFZER TN rA TR, MR 2 AL e

LA KRB AN ERE T, WESY SIHEZEROE R R T B &
XAR %, Has GASE MEE 2 v Ll i P A B9 5 U5k, B0 R AL
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4: ReLU. Sigmoid. tanh, Hr Sigmoid t#FRIE S Bl thk, o N
(0,1), ReLU W& REUE H B FHEIRUIE KA, 7T LA RO TR B 2 TR
SRBB R IR

TR S ME QRS TS B R A & 2 IR B[ S, [, B Rh R
7 S HEZR XN A1 B S B LA S 7 AAFAEZE 5, B0 TensorFlow F1 PyTorch
HG B T A\ 5K 1Y B E 7 AN —2L, TensorFlow 24 NHWC, PyTorch A
NCHW, Hrf N {3 batch, H /{3 height, W {3 width, C {{3& channels, [5—
T F AN FR L STHEZR A (UM N B A — 20 g N ERsE
W ALETT AWML Yok N4EE R, B NS T KA PE R
BE, BTN REOR T 2 — FhOL R IR B A, ET
B MECE A ST AT REYE . WA R EE(F- & (CPU. GPU) £ RIZEE
T CERTT AR E R (32]. REMAMSE FIENZERZHEERET
MR AZIOME R — o RIS T3 B X R B I B R 2 20, A
TR AR P 28 S~ I 7 32 K o R 22 o MY U7 3%, IR 7 H g N\
TR GRS =, DARIE AR SEELT U 2 5o

2.3 EH

7= 53 I3 i AR 1) 00 o N\ 20 7 1 2 RE A () S B oA & — o R
Fre BB, SRR AT = A AT AR B — R e R A A A
7=, REMHIBIEE S BRBUR A AR SR H AT ) — R A (3310 18
A2 MU REHRI W I RE s RECFAESR HEAREEEHE BAAZ T
SEAFIRR P PRROS B2 R B (H

77 M1 (Differential testing) [A H fa] B 5 T S e, R FH 400 Joi tho s ofe e )™
72 (3410 22 MLlH W SE it /7320 - MRt H AR v O S A AREL, 2 A
B2yt SRR i BRG KR R N B N 2 RS [T R
REFP iR, MERAEREE PRI R R G FAEER, Ffricss
(3510 AT Z M Z B B e F 2R AR I R A N s L SR
ANEARENZIEIN 5, A2 AT S, X e T 2200, A
N ERAMAINN R R GAAAED R, IF TN IR iR e =0
M i TR 1T, AHARE 5, ARG T FS I EIEH, TH
AR TS, T AR E R TR, ATl RSN T H W22
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PG IO, BRSBTS E 20, BOllZ ROIRE 2 S H
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220 WA RIPE /U2 TR B, Hh Rt e S e L) B R e L 25
R, RGBSR R, LM R A R AT SRR
M, [ SRR R 2k, R R B R ARERELLEE . K
AR LB AR ARG, B/DENE ERYTIR T [36]. R S AU S B T
TERURRE, AR SR R o 2 AR — 2T A Rl TETX BT H =AY
BrEoR, A &5 MERTTIERI LS. 42 I 8eR B[R] B AP s LN 7]
A, T IR e — MR [RIEth  SE BT 22 0 I O TR R 2 )
B REED T BRI K

2.4 Django

Django & Adrian Holovaty f{] Simon Willison &+ Python 4g 5 19T EIH o
T Django >k Ff MVC AT, 159 A 1 /b i A it o] A 5
TH, BARMEEG. 80T AR sl AR R E R R, Django JF
RAVA T T E 76 1 R AT AT AR E Ml 2 H A2
AR K B W33 T % [37]1. Django 1 i AR T & JEAE A "Don’t Repeat
Yourself” A, FLLH B AT ] 5 AT AT F4R M o

Django & M) MTV #:0H1 MVC [y 82— 2, 20 BAR R ik 2
[FIFARE & o o M SRR (Model), =B BL 55 0 52 -5 i 122 2 Ti) Y Tl 5
KA T RN (Template), 7 57{E SR html FLE: V KR ULIA (View),
ERMTOIITiE A, 5824 Model A1 Template 2 [A] (YA [381 1141 Django ik
HA URL 5 kcd R DU SR &K 20 AP, B2 JE M A0 Ry
PRI o

Django Xf =itk R BLAE AT R BSR40 PostgreSQL. MySQL.
SQLite. Oracle, Jf HilZR 28l FERY M A e, 25— Y A APL
Django NHBGE MR I AT (ORM), - AT LI T [ % 52 S8 BRI A 1 2 2% H
BEATBRGTAERAE, ORM fEiX Z )58 AR RERGVEH], - A0 e AR Hhm] LA
TR ER I 7 O B R g T S A B AR 391
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2.5 Docker

Docker /& T4 22 BTN HIFFBCEG . B Aavé i H SR
FHEREUHCR, R Ay, HFMFEERE R S5 ERIAE,
FERNE T BN LML, AR EBRERZEMMELL, F2lh TR
FrHIPRIELL , (15 Docker RJ LASEHEHEFRE 2 A [ HY LAl it [40].

Docker 8 it Linux [ 44 25 [0 LA K Linux #%/0H 1 B9 5T 75 2 pL ] 01 25
v, SRR Linux SCRHA] DAGIE#E 2 DA, XL 21 Docker 1817 4E
Linux REEHHYJEE, EIAHATAH Windows ~f-5 T HJ Docker #ff:, {HILSZ
1t Windows R4t gL HH Y Linux N AZHIEAT [41]. Linux By 44 25 A L6 58 4
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Docker [ =M EAM & A FAR . A4s G, Docker Gl tl& i nlizfT
ARG, WEET Linux RFHE; Docker 48453 T Docker S5 5015, /& Hi%:
GBI HRBI S, B RS R, AaEIASH; CEFERRESE. B
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Docker [ F MW I 50h: W HRS a5 g i 4 s an AE 8 Frsite
B BATE MK TR 5 8RS ZHLEE, A4 2 502 2 HAh T4
B BRI, AR e RIS PaaSCI-5) [42]. J#iL Docker H]
DA TF &« BER MRA B M R . ) DAL R e JCA R T AR A 2B P2 2R
i, Docker FEFIMLAA: 1) EHTHEER %L, BT EITERELIRIEH,
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—FEWAT NS AR, JFEHAMANZ BIEATH, ok, BT EA
A E I R AR I 55 B .

2.6 RE/NZE

AEFEMHE T EARLIA RN AN TR, FHRBR LI 28
IR LHGEAT T E AR EeIha 7R SIHE SRR A R
MR Z AN R A R BEE M BHBT HIRE IR 7%, N —RKE
TR EENEH LAEARTRE ISP R E e IR E A BRI i A ey i B 2
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JB, bR E TR BRI B B B MEREYGEE R 5 ID
MG 128 TR A O AF i A2 AT A SR R e S IURL 7 SO kAT — 2
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VB, RIS SCPE R GEANEEs TP 5 B2 ORFF R BR A 4% HR X R Y 5%
PRSI M BR . A RGeS I L SE B e LSRR Jl
FENEE A RGEHIE OL T SEEUE R L SCH R I8 e . X R S g A s B
& 4-4ff7R.

1 {
2 "id": "o001™,
3 "name™: "Sigmoid",
4 "mode™: "GPU",
5 "pelongFramiork™: "TensorFlowl.9.0™,
6 "owner"™: "userOl™,
7 "des": "SigmoldFEARNNGR ML PSR R BEOE R 4, HeEg e BN (0, 1,
8 "fileinfo™: {
9 "name": "Sigmoid.py",
10 "location™: "/mnt/data/Ope/™
11 }
12 }
L A . N N
K 4-3: - ECE json ARATCIFELE
1. import importlib
2
3 IR VIR
4 :param framl: 57T 1
5. :param fram2: 51 2
6 sreturn: XM RANEF
7
8 def obtain_operator(self, framl='computer.pytorch.convl_gpu',
9. fram2="computer.tensorflow.convl_gpu'):
10.
11. self.framl = importlib.import_module('computer.%s.%s_%s"' % (
self.frameworkl, self.interfacel, self.model))
12. self.fram2 = importlib.import_module('computer.%s.%s_%s"' % (
self.framework2, self.interface2, self.mode2))

] 4-4: FshaAS IR O A

TR 8 27 > M AR A M o R 587 LS B B AR ARG S B B A
B BE, PR AL LA Al AL HR > 5 F R formeas_p iy H ZHL T
A HEHh, BT Ajax SR IE RO T ICIEEAT ORI MR, TR
HIi8TE Dom i ] (5 From 2B 5 U T TR T 4808/ Bl il o = 2
A E R T IR e, ORI AR P AL LR B SO A s e, H
FEANSEINAN I 4-SPR ;s WHRFER > B SR BUT P SR B BB, W A T T
AERE P I I 2 SO0 SO 44 AN SCPE A B A2id A T DL G SR 3IE, FE 484
MVEHI R 2 500, 8RR SCPE AR RIS R eI A 28 BB 1, X R A% O S8
BN 4-6F7R
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1. def user_directory_path(instance, name):
2. if isinstance(instance, Operators):
3. return os.path.join(instance.fram, name)
4. if isinstance(instance, Seed):
5o return os.path.join('seeds', instance.name, name)
6. class Operators(models.Model):
7. name = models.CharField(default="", max_length=30)
8. fram = models.CharField(default="", max_length=20)
9. mode = models.CharField(default="", max_length=5)
10. # PIHBRARE R, B L B A B A2
11. file = models.FileField(upload_to=user_directory path, default="")
12. des = models.CharField(default="", max_length=300)
K 4-5: FFA7hk R sh 4 AR S22
1. @csrf_exempt
2. def upope(request):
3 if request.method == "GET":
4. return render(request, "upope.html", {"form": form})
5 else:
6 # NFE IE I ZE A VLR
7 pattern = r'[a-zA-Z]+(\d+(\.\d+)?)?/[a-zA-Z][a-zA-Z0-

9]+(_[gcIpu\.py)$’

8. # IETFIBES R LI 3k 2O VL PG

9, fileloc = '%s/%s' % (data['fram'], data['file'].name)
10. if re.match(pattern, fileloc):

11. if getopebyfile(fileloc):

12. return

13. models.Operators(**data).save()

14. return redirect("/upope/")

K 4-6: HrE ARG AR AL PR 2 DA SE IR

ARG E IR B EARE L, FAE R BaRiii. &
PRACFRA . PRIETR ) AT i form.as_p g4 H 2L 7 A, A Dom i A
Form & AP SSL BRI T BRAE . Bt B o 20 5 6 A 242 Al o A S B
TS B, ARESCNIE 4-THR; IZRACERRCER 155612 98 GET 1§
>R, $2H Form FEFAPRF4@ 5088, SRJ5 B TS O # v _EAL 21300 &R
GEFFIRIL BRI, HX A OARS SEEL N & 4-8F7R

W E AR B, ARG A LI T BRSO R B
ey T ERUSEMERERE. My LA TE IR B,
ST ST fp sl sfp J7 #0R SO L2 AR 88, BV Se Bl sCi: B2 TEE.
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ilo

2. def user_directory_path(instance, name):

3. if isinstance(instance, Operators):

4. return os.path.join(instance.fram, name)

5o if isinstance(instance, Seed):

6. return os.path.join('seeds', instance.name, name)

7o

8.

9. class Seed(models.Model):

10. name = models.CharField(default="", max_length=15)

11.

12 img = models.ImageField(upload_to=user_directory_path, default="")
K 4-7: R & PR SAFAEAZ D SE B

1. @csrf_exempt

2. def seedupload(request):

Jo if request.method == "GET":

4. form = SeedForm() # ¥JUAIL form Xf 4

5o return render(request, "seedupload.html", {"form": form})

6. else:

7. form = SeedForm(request.POST, request.FILES) # A(IEfL4: form X%

8. if form.is_valid():

9. data = form.cleaned_data

10. models.Seed(**data).save()

11. return redirect("/seedupload/")

12. obj = dict()

13. obj['error'] = "¥&H 4RI

14. return HttpResponse(json.dumps(obj))

P 4-8: Fifty-E PEATHE AR AL A DS

BE— AT ARG R E, esh, F O R TSR A MR RS SR
BUSCHE RGN A5 2 T3 R 2D 3R A

4.2 #FRATEIBIRLR

P TN 7 BA S BEAT 5 2 2 | 2 b AT AL B AR U b v 2
e Rl I 5, SEE N S 2 22 2 BOAL I B e DU R 119 R0 AR RS SE B A
& 4-917K . generate_seed_corpus K& [ Hx H s fir A 300, i it AEHp
CorpusElement 2= SEFE T, FISLBIE S5 HIRYFH-F- 8N4 seed corpus.

Ty BAAE FREE AN Algorithm 4.1k B A IAEER S A AL,
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1. def generate_seed_corpus(corpus_dir):

2 for path in to_import:

3 inputs.append(import_testcase(path))

4 seed_corpus = []

5o for input in inputs:

6

7 input = input.astype(np.float64)

8 new_element = CorpusElement(data=input, parent=None)

9 seed_corpus.append(new_element)

10. return seed_corpus

11. class CorpusElement(object):

12. def __init_ (self, data, output=None, coverage=None, parent=None,
count=0, find_time=0, speed=0):

13.

K 4-9: by HALEAZ DA

MR NG AL B A A 16 R RS FEPATRI B M R A 'S, 5
PN VNG ot v ) s o L A 7 PO 2 e 9 U AR K B
I, AR R ZE D PG AR . ARRZE 0 PR AL S5 R B R A A A
U BTS2 A BAS o 2 SR B T A A i 2R 556 9 35 U300 3 P 431
SR EREROIEG T fJa. ARG ML B 250 % B 2 50
ST AR RSN AL E , [FIRS O T B 1R R A FIA W e R 18 AR H
DURESERACELSR . b7 BAS & I BAPUR K BE Gt —

Fpr A E B R R R HE s R 2 DUSGR KRR R, R B
IR BT A R AT AR e A N B 2 e I A T 22 0 A5 2
FARZ I ZE 3 PIAGT 5 R o Ty BA SRR AR 22 03 PP Ak 45 SR e R R SE BT R BA A1

Mo E BRI REIE I G NS L BL, R ARSI R HE AR
MR B E 0 REIEER, LB ST RaafTaE R, R
HEINEMA 4-17m. B APFIUs iz a rlsd fh e gt B € LR+
PESEHBAF, X I ARAS SN 4-10[17R

successDiff Num

PriorityVal =| diffVal — t tVal 4-1
riorityVal =| diffVa argetVal | « totalGeneratedNum (4=

- AAPUAR K SR BE A 2D LI B A o™ A R AR e B SR , AEAUIAR K
FRZ RN Algorithm 42078 S03% B LR E P T OIIR RE L LA KA P B K
HBIREL IR E NP IS ASIE A7, FFX R BET it sh & = 2
A Al bR RO SR TR AR R PR R, AN T 0 4RSI 28
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Bk 4.1 Fp-rPABE LR

Input:
initInput - Initial input
targetDif fVal - Target differential test threshold

Output:
seedQueue - Optimal corpus that causes difference anomalies
crashlnput - A set of crash input
report - Fuzzing report

crashlnput «— @
seedQueue « initInput
while true do
seed «— SELECT(seedQueue)
seed’ «— MUTATION(seed)
dif fVal < DIFFERENTIAL_TEST(seed")
if dif fVal > targetDif fVal then
seedQueue «— seedQueue + seed’
end if
if Trigger crash then
crashinput « crashlnput + seed’
end if
distance «— EVALUATE_SEED(seed’, dif fVal)
14:  seedQueue < SORT_INSERT (seedQueue, seed’, distance)
15: end while

R AL R s

—_ =
- O

_ =

S, A A E R BER IR AR S s 4 R B A e, SRR 1 1T Metropolis 1
W, XA ETTR A 4-20r, H AT ORI UHE, T 308
AT .

AT

Pgject =€ T (4_2)

4.3 THRREZIER

A SR A A TR R R A 2 AR RE . AT
N EHNI R, AT I3 KB 7 R sh. R
B AN A B R A HH 7 R sh 4 erase_bytes(F 7 #EFR L) in-
sert_bytes(“Z 17 {fi A$L3)). change_bytes(5£ 17 L AFHL3)). repeat_bytes(F 5 H A
s, FREEIs S mE 4- 11075 R 604G erase_bits(HLRFHERR

$uBh)~ insert_bits(FLAF Il A L)) change_bits(tLF AL B)). repeat_bits(ELAF



50 FME FMIRITSEI

1. import heapq

2. class SeedPriorityQueue(object):

3. def __init_ (self):

4. self._queue = []

5o self._index = ©

6. def push(self, seed, priority):

7o

8. BFIH (priority, index, item) JEZZH)K

9. priority heappush ERiAF/NHE, /- THEONERHE
10.

11. heapq.heappush(self._queue, (-priority, self._index, seed))
12. self._index += 1

13. def pop(self):

14. return heapq.heappop(self._queue)[-1]

15. def gsize(self):

16. return len(self._queue)

17. def empty(self):

18. return True if not self._queue else False

P 4-10: Fh-rHLosBA AL

HEB, RS INIA 4-12fr758 ;. HASEIE) S white_noise(F]
WERTHLEN). change_ascii(ascii A5HLZ), HMEALBISLILANIE 4-13F7R,

AR S R AR IR AAT AL S B 2 S 2l bR B8] S0 BRUHE 2l R RO P 0047 42
5. ARG R BOEUT T MCMC R ESEE. Sl sl By 3 it
HEF R HEPARIE B PR BRI A SR, L P s B AU S
SRR LASIC Bl B B IR IR BOIRAT o P03 R e B 5 e 25 AHE ) R L
SIZRREALGEI — B R, SRR EET 230 4-3 [8] BER e % [A) B el dE 40Kt
Bt AL IR 10 Bl R ROV D AR TR AL S (P O S Bl sl e Horp kL o k2 3 B3R
i~ FEALGE A SR R HE P R 85 . p B E LSEL ARG SE
Rl ISR 0.4 SR EORIUT 2 J5 2o Rh -3 74 A el 1) 5F:
HARVGERBHL B RSN T IR A S KM AT R IR e sh iR 2. B4, A2 i
JERRPEF T S A BT E 0 R RBPR SR, SR Ak E S R R
ORI AZ AT LR AL e, AR 2 20 e T IX—0H, W5 T
MR RIS 4-4, ot P(seed ) ZORFhFill A 22 70 S IR
IR ES &

Puteer = min (1, (1 - p)™1) (4-3)
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Bk 4.2 P AOGR KR
Input:
seedQueue - Seed priority queue
L - Maximum number of seed mutations
Output:
seedQueue’ - Optimal corpus that causes difference anomalies

1: while true do

2 seed «— SELECT(seedQueue)

3 for i in range(1, L+1) do

4 seedTemp = initTemp

5: seed’ «— MUTATION(seed)

6: ATemp = Evaluate (seed’) — Evaluate(seed)
7 seedTemp += (ATemp > 0)? 1:-1

8 if seedTemp > 0 then

9 Probability continues and updating seed

10: end if

11: if Evaluate (seed’) < 0 then
12: seedQueue += (seed’)

13: end if

14:  end for
15 Return seedQueue
16: end while

1. def mutate_erase_bytes(data):

2 .

3 BEATLEE R -

4 :param data:

5o :return:

6 W

7 num, location = list_to_byte(data)

8 if len(num) ==

9 return data

10. idx = random.randrange(len(num))

11. num = num[idx:random.randrange(idx, len(num))]
12. data = byte_to_list(data, num, location)
130 return data

K 4-11: TR s A se

SRR S K 73 R RE AR A AT BEATL Y SRS R 0 1 A (8 P
TAWER PSRBT R, BEPLPE SR AT B i 2 B AL B 3 o
BodtArAg e PP AT B AT e 28 ol A e 1 R i o B MILIE S o 2 S SR AR
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1. def mutate_change_bit(data):
2. e
3. BEHLELAE bit
4. :param data:
Sc ‘return:
6.
7. num, location = list to_byte(data)
8. num = bytearray(num)
9. if len(num) > 0:
10. idx = random.randrange(len(num))
11. num[idx] ~= 1 << random.randrange(8)
12. num = bytes(num)
13. data = byte_to_list(data, num, location)
14. return data
4] 4-12: HAFCE AR LB
1. def mutate_white_noise(data, a_min=0.0, a_max=1.0, sigma=5):
2.
3. ISl S
4, :param data: FFARSFEUE
5. :param a_min: M RNAE
6. :param a_max: Mgpi RS
7. :return: R JEH
9. data_size = []
10. data_size.append(len(data))
11. element = data[@]
12. data_size.append(len(element))
13. element = element[0]
14. data_size.append(len(element))
15 noise = np.random.normal(size=data_size, scale=sigma)
16. mutated_data = noise + data
17. mutated_data = np.clip(mutated_data, a_min=a_min, a_max=a_
max)
18. return mutated data

P 4-13: RIS RS LB

BT R B BRSO rh O R T 2 SR PGS T sl R B A
R A8 S s A3 . I3 R 5 SRR MLve DI 3 bR K500 R 384T
PeBh AR A A ] i e et A et B8 s A R A 2 M 91 A=

D4

AL B AR R GRS 22 0 RSN =2 I 4 R 2 e

R A ok, (AP o RS Sh A B A S 7 =K
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1
k
P(seed) *

Mutate Degree(seed) = (4-4)

4.4 E55MN

7 BEE R EER LR T 22 0 W R B2 b, AEARERP P BT
XA EZD BIE, I n] DLl S 1 7 s E 20 BIE : X ] — 52T
KIEMZ L, Z0 MGG Z 0 2R BUE MK BV MR . B2 AT 2%
B E R E N Z o BUE . HXT A TR AN 250 4-50R. SLEe ik
HIZDBEFE— 2, ARIE SRR T Eh A

>, DiffVal (i)

n

220 AR T B T XS A SR AT 20 PP A HO R AR
RN TN 4- 14577 2200 85 A% 2200 PEAl 5 5O R AT 20 D R R fe K220
B PR ZESME. 2R EH Wl E, Hrh iR &
R ZE (B 27 R0 R et A O B 2 B T 3R ZE (L 4 B B KB R M3
ZE M E 7R AR R Sk B A TR BT R ZE(E R P RIE, S e iR B A 2 E R
TR K R TR 2 W Y DB B R B i H AR PR s b 2 TR
R o PP P e R i B B AR B T S AR SE RN ] 4-15F78 o
AN ZRGE BRI R FH KA S B Ul F B 22 50 Al 25

2 MBS, — IS I a] e — Fel 2 FhEn R e, N
T AESE RGN BT MR 2200 St SR, AR BT SRl BN %
FORFR R, 1 FOREMERREMERY . 2 FR P E S ERY, 4%
NS AR ME SR, 8 FNEE R E AR, AR E D
SR RTEMAM R R E 1, BOAE 0, & 4-16X1%3R ikt T Tt — 24
Vi TR T AR S R BICE o M RS AR 27
PEAE A AT AR E N

ZE 0 MG R A AFREE R 2, M55 sty da . M nliE
AL i O I A I AT 55 S AR AR R LA A A I E % G o I 55 S5 2RI R
HIEEHE BRIREL Irldds, R ERABE T R wfrra. Al
BUHBIEL AR PIES ik =0 i OIS, GRRE T aeit a2k

targetVal =

ar, © Top 5% DiffVal (k =1,2...n) (4-5)
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Al [aas
> EEE
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ENER
H H EEN
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"J [%ED
ot HoESR BB SRR
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PRI
K 4-14: Z i s S E
1. #SIATRE 5
2. def dis_mhd(Tensorl,Tensor2):
3. if len(Tensorl) == len(Tensor2):
4. return sum([abs(Tensorl[i]-

Tensor2[i]) for i in range(len(Tensorl))])
HIOCEEE B
def dis_eu(Tensorl,Tensor2):

if len(Tensorl) == len(Tensor2):

0o N o ou

return sum([(Tensorl[i] -

Tensor2[i])**2 for i in range(len(Tensorl))]) ** (1.0/2)

K 4-15: FEEZ R 2 firb e BRGUrR sHaAase Bt

2 S B EEAE OO I B T Rl i A D 22 0 S N P 491 ) A2 il
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BARMER, dfN FHEZ S XS e hr . PrfE i ik LU E =
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@ OperatorTesting x °
<« C A& F®2 | shedixtnet:40662/result/2ID=3 w o Q
i

HFEA FMEREL

1L 49. 142. 486. ] [ 53. 214. 248. ] [ 56.125 138. 248. ] .. [ 0.15. 69. 1[ 0. 15. 69. 1 [ 0. 15. 69. 1] [ 0. 142. 246. ] [ 52. 140.003357 I

248.1( 52.128. 246.] .. [10. 35.75 247.5 ][ 10. 35. 249. 1 [ 13. 32. 249, ] [ 76.293381 148.285721 246. ] [ 45. 149.000488 246. ] [ (
[32.157.642853 245. ] ... [ 8. 45. 248.1[ 7. 39. 248.1[ 9. 34. 248. 1] ... [[ 0. 144. 229. ] [ 0. 142. 231. ] [ 0. 143. 234.] ... [ (1. (4.
74.44635 166.589417 251.26825 ] [ 22. 125.535767 251.928467] [ 1. 59. 247. 11 [[ 0. 139. 230. ] [ 6.321899 137.750488 217.071533] ¢ I3 [s. ]
[ 96.428467 227.142822 240.785645) ... [ 44.714356 152.714355 253.714355] [ 44.357178 152.357178 261.367178] [ 0. 59.25 [s. & (3. (I3.
246.25 1] [[ 0. 138.642822 231.642822] [ 0. 136.642822 235. ] [ 10.178589 208.6073 229.214355] ... [ 66.053528 176.053528 ¢ ¢ [ [ 1.
254.571411] [ 66. 177. 255. ] [ 0. 59.25 246.25 1 ¢ (6. 6. 6. Is.
2 I s.
(2065358384041
SPLCIEZR L
[ s s
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5.1.1 MWK B#r
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2% 5-1: PEREE A

REGIME REHINMRIEEREL

CPU: Intel® Core™ 17-9700K CPU @ 3.60GHz x 16

R EH GPU: GEFORCE GTX 1080Ti(11GB) * 2
RAM: %% DDR4 3600 64G £4% (16G*4)
BRIERS Ubuntu 20.04.2 LTS
Python envs anaconda3 version:5.2.0-Linux-x86_64
HIRE mysql version:8.0.23-Oubuntu0.20.04.1 for Linux on x86_64
Docker docker version:20.10.5, build 55¢c4¢88
pU X chrome version:89.0.4389.114(1E i A) x86_64
Django django version:3.1.2(Python3.6.10)

5.2 IheetEmit
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