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Abstract

With the development of mobile phone operating systems, the Android operating
system occupies 71.93% of the mobile phone market and the applications developed
on the basis of the Android system have alse soared year by year.The large number
of Android mobile applications and rapid iteration of applications have promoted the
development of Android mobile application testing. The mainstream testing methods
include mobile application automated testing and crowdsourcing testing. mobile appli-
cation automated testing can test applications quickly and efficiently at low cost, but
due to the serious fragmentation of the Android system, its test results cannot meet the
ideal requirements. Crowdsourced testing is conducted with the help of crowdsourced
workers, which enables applications to be tested in different models and different sys-
tem versions. However, due to the different professional abilities of crowdsourced

workers, the test results are quite different.

In this context, this thesis proposes a human-machine collaborative guidance tech-
nology for mobile application crowdsourcing testing, which is compatible with the ad-
vantages of automated testing and crowdsourcing testing.It uses automated test results
to guide crowdsourcing workers to conduct tests and improve their testing capabil-
ities. At the same time, it can test uncovered windows by leveraging the power of
crowdsourced workers to improve window coverage. This system includes automated
test data processing module, Android static analysis module, Android boot module and
server module.Firstly, the automated test data processing module can analyze the auto-

mated test results of mobile applications, and extract the information of non-repetitive

il



exceptions and path tested on different models as the basis for the recurrence of the
exceptions. Secondly,The Android static analysis module conducts static analysis on
mobile applications by using static analysis tools to obtain the jump paths of all Win-
dows of applications. By comparing it with the automated test results to find out the
windows that are not covered in the automated test, and guide crowdsourcing workers
to test them. The Android boot module is embedded in the application as a plug-in.
During the test, the crowdsourced workers select the event to be tested by clicking
the exception recommend button or uncovered recommend button, and use the path
guidance button to quickly locate the location of exception or uncovered windows.The
crowdsourcing workers click the buttons to request services.The server uses the Spring
Boot framework and Mybatis to realize the functions of user login, task recommenda-

tions, path guidance, and test results reporting, which makes the system more scalable.

The system has been tested on the Mooctest platform.This system selected 10 open
source mobile applications in GitHub, and conducted a 20-minute integration accep-
tance test on 10 Android devices by setting up 4 sets of experiments.Analysis of the
results submitted by users shows that the system has significantly improved the effi-
ciency of workers’ testing of exceptions and the number of exceptions found. In terms
of window coverage, the system achieves full coverage of window paths, effectively

making up for the lack of automated testing.

Keywords: Automated testing, crowdsourcing testing, static analysis, human-machine

collaboration
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HAHEZE [21]. OkHittp FH L HAM Y R ZAHEZCA R 20 . 156, OkHitp it =
Socket 4%, Wl RIR 55 g BT KUK, [ I R R, R B i SR
HER . REFE LA R4k, OKHtp STt I AE TR, IR W%
TLEPIHAE, R T A Y R

KEAG T HAEEE AR T AAEAR MR R P A, A 0 2518 2K
HAViR SR HEE SR, RN IAEZE AT DA b3k (m) 8

2.1.2 CrashHandle
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LA Android APP R4t fRiv 3G W3S, Java Exception 5% #11 Native Signal &
L, YRR, REE @A R R IR RHEHE R T kA
MP, ZIEEAZNBEET. 556, RGBT ERMLY., FEmdRkM, Android
FR A 38 T 2 TG 55 1 L AR 2 AR T 2k 5% Android APP (45T 3 I R 52
SR R S [22]. _BdE BOR AR TN AT AR i AR i R AR R
ERAUTAANGEFEN AT B, BHFATRE 2 Al 2Ok T3, X
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2.1.3 FloatingActionButton

FloatingActionButton +& Support Design Library J& /15 | A F— #9424 [23],
W — N RETE R EREAE UL Z B EIRR, FTRAR TG 7 (8 Fa K S s T8
H AT aer A&
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2.2.3 Spring Boot

Spring Boot ;& H Pivotal [ PATE 2013 4EFF IR & . 2014 4F 4 A &M —14
AR B 4 BT IR i R AE S [27]. Spring Boot 1Y H HY A T 8/ MMV IT A Y
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2.2.4 MyBatis
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2.2.5 MariaDB

MariaDB % #2457 H 22 45 MySQL 1646 A\ Michael Widenius = 5H %,
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Gk FRARTHIHESRE
Z5% ANINN
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B ELA A ARAL TR B
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2 5% ANTRIWN
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U 5]
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3 TG
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[ WIAZ S LA

2. B R E

34 RGEMEFIEIT
341 REGRME

RERMEE RGN SRR, BB REWAHB Y. ZEGEHE
ik, ATDMER AT R [39]. ARGM RS EMEMEZ 3R, &
4t 244 Android 5 | AR, AR ST i R AR B S I AL PR
RS AT AL PRI S TS A R BB 53

ARG ElFR g R AR T A @, A FE AR Android
ML, X R A, TERA 5| ALY Android APP 1L OkHittp3 Ay 9] 24 HE
B R 55 v SR AR INAE |5, IrA 1 K45 R A JSON-RPC A& T, DA
R g BRI e R R EEARE T AFHLA . BG5S i i i 2 Spring Boot
FFRAESE, ZAESRH AT, %A AR, i XML A& &R, 7l
PAEFRATSE P s iE 475 H ¥ % . Spring Boot jifi i #4% MariaDB (45 , PA
WebSocket [TER A VB T AFRMEH P8k . A mfERE . RE A mHEE.
BARHER . S5R EIERE D, MARE T AT RIEA, ARG HEEEMIHRR,

ARG LM T H B S A5, @ HR A AR Android APP 45 75
V-5, AIASKISHAEA A By Bl biAEs R, L4 R A json iYTEFF
e R G . k55 s W aE ot B S g ab B e, 3k Dy SO DARE X DL D
R LRBOEh R EREGER, RikRE KM RE LTI B SR,
g R ERE S . FE, REETFEMHESS 7 TH Gator XF Android APP #17
AT, SRR AT ER S A S AR S R AT FEX, MR e &, R H
A P R E B, R S B EIR e . RGN 3
BLfi ] MariaDB %4 % F Linux 24530, MariaDB 4 % 7] AR 37 =9 1
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TR, HEF R AR IR TS . Linux SO 3= BRAFAE B Sh AL IR A RS
A A A T A Y F A SR o

Androidi&&
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RIRIRSS RUBHMAFE GatorfsHi T &

2
BmE 4’

MariaDB FileSystem

K 3.3: RGZEMIA

342 4+1 i EEE

“4+17 MUK, BDBARALIE, JFRALE . JERERLIA . iR A AL R [40]
& H Philippe Kruchten 742, @XT R ARLEMHITINE, BRI
o TS [R) BEAG AR A AN [R] B A I T e, SRS [ | H AR Al A3 (2
lo XK, E328 800, A SCFEX 7 MU E 24708

(1) ZHEME

BT AR SRR R MIIRETR K, RIRGIR LS S L H ks, A&
ARG AR AE3.4f7 78 . FloatingActionButton J2 A9, T\ JH 5| F4d (- 3)
AEIN 5L . UserService 28 3218 HI R SC L FO&sk 2, User @ 15

25



B RARRAIRE R

H.3%, UserService i 141 ] User 236528 H 5 B RAFEAIEEIE . EdgeService
& SCIL SR B A R 7 5 VT2, RS B SE R 2l 1T Edge 2k
SO, Edge ZRPrEf R B B a4 AL S Edge(Auto) A4
Mrab PR Gator L[A]4bFEF5.3) . PathService 2125172, 515 E LA Edge 28
(P T 2R [m] 45 i i HEA TR Y. . BugService 282 Aok Ab PEAR 0 TN $E 22 1) I 1 45
R, M5 B A Buglnfo [TE X2 B 5 um, I i BugService 254140 H .

BEE J|

FloatingActionButton

B | I v i

UserService EdgeService PathService BugService

| | .

User Edge Buglnfo
+id : Long +id : Long +appKey : String
+name : String +sourceNode : String +appVersion : AppVersion
+pwd : String +targetNode : String +bugBaselnfo : BugBaselnfo
+email : String +eventHandlers : String +bugOperateStep:bugOperate
+status :int +eventType : String Step
tnumber - Integer

Edge(Auto) Gator

] 3.4: ALK

(2) FRME

TE AR AR BRI AAETT L5 N ERSAHZ, E3.SPR, REMIT A
MR AN = )2 TR ET, FE22 Android w5 | @RI g5 .
A ) ZEHEAE Bughunter f w455 5 L 2474128 FloatingActionButton, S35k
K 42 Camera, 24 i I #k 2% CrashHandler % . {5155 @452 H, Controller
SRR, FERXT RIS SR TR, AR GG A AT . Service
JE g5 )z, s Controller |24 HIPATIE S L1A, 2 RGEHIHZ L. Dao )2
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FESRE A R B, A5 B SQL 15 AT S B L PR AR <L,
BERAE A, [} Service 2 A S . Model £ i 248 HI 21 Y SO0
4, wrapper WINIEX Model £ SLARR EAT FEERE , AR WY AY 32 2098
Ao util WHAERF TR, IPRIEE BB RGNS . Bllafr )= 5
Y2 MariaDB £l FEAN SO R S8, MariaDB 32 B2 X 75 ZE0 UE Y 53 15
B BISE R RE R BN AR = A B A T A, ST RS
RN B AR A S AT R A T
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| WEBER |
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I |
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I |
| Controller |
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| |
|
: | PathController | | UserController | | BugController | |
| |
| |
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1 1 a I
| - |
: Service model :
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| |
| 8 | |
! PathService | UserService | | BugService | !
I —»= wrapper :
|
| |
| |
| |
| a |
| 5 \ !
: Dao :
| H |
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I |
| |
e e e e e e e e e — J
e I
" N |
| e \
|
: MariaDB File System |
|
|
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[ 3.5: FF AL
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Pyl R AL, ARG LRI M B A R G, FRRE N
FETEAFR ) B NAEAE DA R B AL A W 2 A 5 P R G ) T S
PEREMI AT [41]. ARG P IENES.6r7R . #ES0Hr TA Gator #iZ
FEFRAR AR 55 A, AEXS Android APP Jp#fr5g Ui LA HTTP iy 20R 2 A ik
BRGNS . BN TR MAZ RS, RG240 5 3 AL i
AL . ARETAEHARK Android ¢4, i1l Android APP A5 |3
EFARVT R RGNS a1 o S5 sme e AR B AL R G s Ak, RS54
MR S Y o 1 SRR AR 55 o RS A A 06 T 9 /¢ MariaDB $di 2, fEfR
ERSCH 22 4 PR A [ ) SCAEAS Rt B AT B A T RS AR I . AR B i A v 5 22
R 51, 1i  F I B F fef E = R 55 o, DASE PR Xk ] P R SR A T g B
PR T I B

YERE )

<<server>>

<<server>>
BEAIRSE RAIRSHE /]

torsas HTT ’ <<server>>
atorgac HiRERS S
awTE | || =0 | fmmmmmmmmm oo |
R MariaDB
BEnelist

| |

| I

| |

| I

| I

| I

| 1

| I

—OKHTTP—#~ | :
| FEERE BEME |

brower | = HiEabE 1
I

: |

| I

0 1

| I

| 1

| I

| |

<<server>>
— =HSE
B MR LR | s
<<server>> _
madmmse | | 00 | L —m— ! BEESE

——HTTP—]
SNEE
MitFE

%] 3.6: Py PHLALIA
(4) PEREALIA
PR E MR T R RERrE, FERR RGN I AN F DR, DA
PR, AAR. WESESMI [42]. ARGWHBEMEIES. TR . 4R
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B RGHRRO TSR
H5EAS B SN EE RAL PR, R A PRESRAE AL . AR5 R B
SOMHTUERE, ST R SEXT Android APP HEATES M ATAL Y, AR5 FH-IFALEE
SR A S M AL PEEE R BEATHORT, KFHES S RAE AL . R 55 2B 2 A
SRR LRERE, B AR S5HR d fle o5 BERE SRR AL, AR 55 ERRE A A A ] 1
FroefEatRs R AESCH e P S O o i A 2k m] 32 R

R J

e S | seomme | | mewe | | EOEA MariaD8

—startTask() store() o
-t return()
[ return() : : :

startTask()
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jar
QO
«
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c
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e =
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1 \
-
-
o S
c 2
3 o
S 3

& 3.7: FEREALA
343 HEEIRT

AR AR 28 GE T L 194 5030 12 0 A R ) 25 T o R e 4 9
A Y] MariaDB £idfs 11 R G775 AL 8da iy 77 30, MariaDB %
PR T P 2 AR B AR T DA 2 R GO BB AT, SCRp 2 AR, R R
RE A TE, R T RERITOR [43]. RERR2F AR, [Hit
AR PR BOT 25 TR R R TR, PO R BA e gt [
T ERAE TR

AR GURE BT W B A7 i R T2 B R B R (edge). IR EE
(user)., 7 {5 .3 (node) . A4 AR % (app_bug_info). i i} {7 8. 7% (app_version_info).
B {4 (bug_device_info) 55 . ARG 1 L A K R BT AN I3 8
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bug_device_info edge node
id @ int(11) id : bigint(100) P id:int(11)
bug_id : varchar(255) message :vgrchar(ZSS) window : varchar(255)
avail_memory : varchar(255) type_exception : app_key : varchar(255)
device_brand : varchar(255) varchar(255) type : varchar(255)
network_type : varchar(255) source_node : varchar(255)
providers_name : Farget,node :varchar(255)
varchar(255) image_url : varchar(255)
resolution : varchar(255) event_handler : varchar(255)
system_language : varchar(255) event_type : varchar(255)
system_version(255) app_key : varchar(255)
system_model : varchar(255) data_type : int((11)
total_memory : varchar(255) number : int(11)
user_id : varchar(255) weight : int(11) .
create_time : datetime
'Y
1 T1
1 app_bug_info
user bug_id : varchar(255)
edge_id : varchar(255) app_version_info
bug_describe : varchar(255)
id: int(11) 1 * | c_time : datetime i 11
create_time : datetime ™1 current : varchar(255) id :int(11)
email : varchar(255) priority : varchar(255) name :vgrchar(ZSS)
name : varchar(255) screenshot_adr : varchar(255) app_version : varchar(255)
pwd : varchar(255) status : varchar(255) dev!ce_bran_d :varchar(255)
status :int(11) type : varchar(255) device_version : varchar(255)
tele_number : varchar(255) user_id : int(11)

info_flag : int(1)
app_version_id : varchar(255)

4] 3.8: SRR AR

MPEEBRMEFELERE X —MXR, A —THPREH -
AT AR P E B RS R E R — X2 X R, — DA 2%
MAAZER, ARG R AN — MR P EE. WG RBANEEEERES
Xf—KF, —PNHAGE RN — KR, — A B 2 AN S5
WHEEEEMEEEREZNZ XA, — Tﬁffnquﬁﬁ/\@lj —A
IR, Z AN B Y G B R AT ﬁﬁﬁ%xz—ﬁgﬂég, — A OB,
Z MGG R, — D IERGE R N—A N . 38T R D6 H FHE E 3R (user).
HEFE 3R (edge). T RIEEF (node). ML R (app_bug_info). LW I E
Z% (app_version_info), #4£5{5 EH 3 (bug device info) HEAfTIEAIN4H .

3122 M FHE E R (user), FEZHPRAEMEARG T ARG R, QilRss. i
%, B HIEEEE, DAMEXTARE T AT S L, iR RSN Zett.

30



WEE RERRASRE R

%‘%‘ 3 12 Ha}:(/flihu\%% (user)

B PR BRI L]

id int 0 HIFid, ok
create_time datetime NULL LelpEinaLE]
email varchar NULL k45

name varchar NULL 4

pwd varchar NULL B

status int 0 R
tele_number varchar NULL FH=

33 HMEFEF E3R (edge), HIDAFEA R A . R85 A Al AR A
HEEE, FEFEAREE. REEH. BAA. Bisa. #EViHL.
A, L M L F R AL, Mk, A A e . Hor
AR EEE data_type FBORIX Ay, O%Fﬂi%iﬁ@, 1 7R 1E H Bt AR AU
2 Fon R AR . source node fCFEE LG 5, target node 2 HARTT A, 4
M R YE event_type, Bl 10515, BBEM source node i A target node,
M TE s — IR {5 13 S DSBS R e w9, R B E 1
KN, IRAESAAF BRI 4T TOPN BfE B THERE .

7% 3.13: HEFAE E 3 (edge)

B >y BRI B

id bigint 0 AR id, T2
message varchar NULL REAA
type_exception varchar NULL HHER
source_node varchar NULL &

target node varchar NULL ERiy=

image url varchar NULL BRIV ) bk
event_handler varchar NULL HFR
event_type varchar NULL fil & =t
app_key varchar NULL M3
data_type int 0 {5 B H
number int 0 R
weight int 0 En
create_time datetime NULL LElF=einglE

FE3 1429 A5 B (node), FIRAFRERF NN F 35 A8, REFEAY
SRR WA FRFIZEAL, a2 A e T DA SRA R D R, R
AR T ARLZWER, ITREE N ERER.
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2 3.14: 75 545 2.3 (node)

T B R BRI Bt

id int 0 %0 id, J25
window varchar NULL REP=C
app_key varchar NULL N4 Fk
type varchar NULL 2

3152 MIXEER K (app_bug_info), HIRFFMEAE T ARYMIAZR, 15
TBOAHEREE id, GUORHA . QR iy R EE . fodedk. BlEHL
MR LA 7 id, BRI AR id. Hor edge_id JRICSFHERE B id,
T B R AR, 21%R1IME . bug_decribe. priority Hl type
e KBTS 7 H R BB fiid , info_flag RARCHL, HRIRICESE
SOX (R RS IEL R A TR AR B 7 15 S

% 3.15: XG55 (app_bug_info)

B PR BRI B

bug_id int 0 MRS id, 35
edge id varchar NULL WA G B3 id
bug_describe varchar NULL ZE A
c_time datetime NULL ke ]
current varchar NULL E L IREDSN PSS
priority varchar NULL Loedk
screenshot_adr varchar NULL AR ok
status varchar NULL Py

type varchar NULL &t

user_id int 0 HFid
info_flag int 0 bRa& L
app_version_id datetime NULL M A id

223.1652 W {5 5.3 (app_version_info), A7 Android APP {5 B A1
7B FAUE R, FEFEA N HARR. WA %% B R

$°%&U%&%ﬁﬁﬁwijwamm,%%ﬁ%ﬁ@lkm&%ﬁﬁoi
FERA REEE A I id, TR, AR RS R
NPER, REIES . RGEA. RGHARE NSRS E. bug id 2EEAEINR
AR RGN, RS A X R BT E I, avail_memory NI )%
WA BT A, IR AR5 HR 6 T 5 14047 Android APP
LRSI
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2 3.16: W {5 E.5% (app_version_info)

B PRy BRI A

id int 0 %7 id, e
app_version varchar NULL N 24 FR
app_version varchar NULL . A
device brand varchar NULL A i
device version varchar NULL R HRA

2 3.17: %X 5515 E 3 (bug_device info)

B B! BRIMA e

id int 0 ey id, Fo
bug_id varchar NULL s E id
user_id varchar NULL I id
avail_memory varchar NULL " /N
device brand varchar NULL 7% i
network_type varchar NULL Bl
providers name varchar NULL o) 2 AL T
resolution varchar NULL SRR
system_language varchar NULL REET
system_version varchar NULL R A
system_model varchar NULL ARG
total_memory varchar NULL BN

3.5 AEING

AR FE TR RET RSP GBI HUW R T AL, PA
ZG R R T RS SRR SREM A, IR FAE Ak =
AT R GETE R IET A, H VAR 7 200 R G I Bt TR . ok, adad
RGBT AR, FRE . SR . PB4
AFRIAEE, X RGETRA DT B, Wl SR 5 5 B 7R Bl AR 2 1R
BRI iR e e R P 5 Bed T TR N 4
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BUE REEdiit5seE

4.1 Bt BIELIER R T
4.1.1 HatWABIELERRIFR IR T 55T

S AT 3 A BB H AR T 58 & B 24k I i TR %f Android APP
PEAT A BN G028 . B T TN B s RS R TR L, 4R
BOL i w5 5, FIRORAE B sl A - Ay e G e, 51
WLANE R . 3T A eiid e LRI, B AR A 15 R
XPHIEA TR, RS

412 BHatWABELEERSE

El4. 10 A b A B R . B Bh Ak HAZE SR A TSON i T =X
FEREAESCHE, ParseJson 28 H X ILAFATARAT , 783 Dy a7 b 4 10 U T E 1
AR BN RE B . Edge R T AR Bud FEFn 8 e, VA
DbDao H [ 77 R E A 20 B %2 . ScreenshotHandler 5 H T Ab 2 H )
AT R = A B B R, AR D SR i S S, e R O T
FryE. DbDao Fl Db 28 T4 %, #1780 EERI B A

BRI J
ParseJson Edge DbDao
- +dbDao : DbDao
+parseJosn : ParseJson +db : Db
+readJsonFile()
+query()
+modify()
+insert()
+delete()
ScreenshotHandler
Y
+handle() Db
d :string
ection : string
|:string
+++++ :string
password : string
getConnection()

4.1 B Sl aAt PR
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DU RGETEART S S
4.1.3 BAzhitlit iR R ERIFE
4.2 B s A R A PRAR R ] N B3 T SO B 1Y E )
AR S, ik ParseJson ZEAFHT BT Y 1Y Buglnfo £, FEHELEAiG 5 R
FEdrs abh, AN A E AT ScreenshotHandler 257 handle 534, & A5G
MBI R AP BUS AR R, R RGE 1 S A B AR

SRR E RIS )

| Screen Shot | |
Handler

mirg | | sowmze | [ pameson | | sugnforze.|

read——"

[ = returm — — -

] 4.2: F S Ak PRSIy 1]
414 HatWABHRGERER KR

K14.3 32 B Zh AL AEE R A BRASH b FH T2 H json SCEFRIAAS . 7R
AE 0 SO FRBOS WS, PA utf=8 FTE A BRI T, 2 5 PHESF
FrEp, Rz AR bl 2 523 ilid JsonArray J5 fromObject 7y vA R 7
fififE JsonArray XJ 4, HT 52 )i .

Kl4.4,2 H SIS RA B e F] TP B A5 . @t b e,
KT A 3K1G jsonArray X4, AU 3 LR AT 77 L P2 BU £cds
F By, fF5 taskld, deviceld. bugCategory S84 i #2145 EL DA & pid. type.
content S5 IR S5 I EL o

Fl4.5:2 H 3L RS R AL BT b T AR B 1 AR 1% 2 BE MM PIL. Image
B3, G HEEUE SCE, il Draw 5 vARE SE TN S ARG abed SHTR
BFRERITER 4 DSAMALE, Z e+ e BiE 8 n] PASE B i init, &ERFET
(125 FRAE S AR B
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/ /B json3 {4
public static String readJsonFile(String fileName) {
String jsonStr = "";
try {
File jsonFile = new File(fleName);
FileReader fileReader = new FileReader(jsonFile);
Reader reader = new InputStreamReader(new FileInputStream(jsonFile), "utf-8");
int ch = 0;
StringBuffer sb = new StringBuffer();
while ((ch = reader.read()) !'=-1) {
sb.append((char) ch);

fileReader.close();
reader.close();
jsonStr = sb.toString();
return jsonStr;

} catch (IOException e) {
e.printStackTrace();
return null;

}

}

Pl 4.3: H B IHREE RAL PSR- S B

for (inti=0;i < jsonArray.size(); i++) {

//BHIREEE THARRRE

JSONObject jsObject = jsonArray.get)SONODbject(i);

String taskld = jsObject.getString(“taskId");

String deviceld = jsObject.getString("deviceld");

String bugCategoryld = jsObject.getString("bugCategoryld");
String applLabel = jsObject.getString("appLabel®);

String packageName = jsObject.getString("packageName");
String preActivity = jsObject.getString("preActivity");

String currentActivity = jsObject.getString("currentActivity");
String nextActivity = jsObject.getString("nextActivity");
JSONODbject buglInfo = jsObject.get)SONODbject("bugInfo”) ;
String pid = bugInfo.getString(“pid");

String type = buglnfo.getString("type");
if('type.equals("E")&&!type.equals("W"))

{

continue;

}

String component = buglInfo.getString("component”);
String content = buglInfo.getString("content");

String time = buglInfo.getString("time");

String screenShot = buglInfo.getString(“screenShot");

Kl 4.4 HEALIRE R AL BB -5 json SCIF:
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/] FIFFE R XX E

im = PILImage.open("D:\\"+apk+"\\"+picpath)

draw = PILImageDraw.Draw(im)

// B THRIE

draw.line([(a, b), (c, b), (¢, d), (a, d), (a, b)], width=14, fill="blue")

// REFRCE R

im.save("D:\\"+apk+"\\" + z+picpath)

/] BEREBRENSERE

cursor.execute("update edge set image_url=%s

where id=%s","http://172.19.240.240:8080/" +apk+"/pic/"+z+picpath,str(id))

K 4.5 bl g R A B - AR E B

4.2 Android #ESHTERIFM LTS
4.2.1 Android 5o HrERIET

H1 T Android RGEMRAZ M TFIL RIIEFIT A&, (EFFHE 7 4 R AT
Ko, T E SE IR T BN BERSIE Android APP ) FIr AT ALIRIES G2 B0IE, Bl
AL MG R B At 7 Aba B Se R B S A 00, ARG

B LA Gator X} APP 4TS 4, 1@ X PR wEAT 1 DEAr 1 B A 1 11 Bk
Fef5 S, MUHST DFRHLIA, Jmid S A S g R T X, R R
FrmifEE .

4.2.2 Android B2 ST E

4.6k Android #7554 Bk & . WTGClient 252 %} Android APP 7
TR, IR A O L (F BT RS S B R AE SO . Node
KD RE MR G PR eh R, REra i 045 8 AT S B AR B Bdi e . Edge
FINTIRENLZ LLXT B Wb R as R S S e R, KR 2 55 Bds AR A7 2 B
JFEH1 . DbDao 3T xHEdE EATE A, Db 7T HIE 18

423 Android B HTBLERITR: B

4.7 )2 Android ES MG E . A D175 B4 42 Android APP, 2
Jaidt a7 THEJAS) Gator X #2%2 APP #HATES T, Keatrgi R T4
FEAESCE . AR, I Biid s Node Z5H1 Edge ZEXHM 45 S #4743 47, Node
FHTHRBTA % 0, Edge XA THEEA MM ARERZFEE, RaR2HE
(PRI AE R A 72 B 2 v
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AndroidBSHHTEE

WTGClient
+main()
Y A
Node Edge
+dbDao : DbDdao +dbDao : DbDdao
+addNodes() +addEdges()
DbDao Db
+driver : string
+db : Db + connection : string
+url : string
# iuser:string
+query() +password : string
+modify()
+insert() .
+delete() +getConnection()

K 4.6: Android FAS B2 &

SO ITERITFE

BAR [ caor | Node | sisese
submit app
execute
|- ——return" =7~
submit file

- —— - retun==——========

T -

execute
e il return = = ===t - - = —————— -
store L

e e return=— === == —mmm S m e m————— -

& 4.7: Android FAS A AR BRI
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4.2.4 Android SO HTIRBRR K EAE

14.8)2 Android AP ip TR L 5 B ng RS . gy =22
MR CIEPFRS I G R E R, BRSO R, M EAFREFER
BEATAr ), FRE activity . type S{EE., BJEAAE IR .

4.9/ Android S Hribisl rh T RBOR 8 25 B2 A . FE iz
BT, T2 % F4FE ) %545 sourceNode 7 f5i il targetNode 7 fi . ZCHS )
HiRE ik SQL Arif) s 4 b 215 CAFAEXT W sourceNode Fil targetNode, 75
FAENAFA TR, 25 AFEAE, WIERHIZBE 120 H sh Akl R S5 s 4, W)
TERF AR A AR T T e e A B

// BHRNEOER
while((line = bufferedReader.readLine())!=null){
// SIREBRAER
if(line.startsWith("Current Node")){
String[] s1 = line.split(™:");
String[] s2 = s1[1].split("\\[");
if(s2[0].equals("LAUNCHER_NODE"))
{

activity = "Launcher?;
type = "LAUNCHER";
continue;

telse{
String[] s3 = s2[1].split("\\]");
String[] s4 = s3[0].split("\\.");
if(s3[0].endsWith("Activity")){
type = s2[0];
activity = s4[s4.length-1];
telse{
continue;
}

}

}

% 4.8: Android E S B H- 1 1 3R HL
4.3 Android 5| SEREYFEM I T S53CH
4.3.1 Android 5|&S#ER1%T

Android 5| AR @ 1 7E Android APP_EAIASE AU 7 2R BT
Y, DR P AR i e 5 SR (IR D) Android APP FIERY o iZARLHR AR
EHRA I R A AR T, FERGR R S RS A EL AR D) e an il
IR SRR . RESAEMEE . RS, WIKEER FHRSEIRe, 1207
(SR B TR b 1 3 2 0 o A oty e R S

S BT PR MR 7 o S R 2 AR RISV, AR Tk
B AR BT BT ] e A E e Bl e U R 5 AR T
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/] PR RAREBERE
String sgl = "select * from edge where source_node=? and target_node=?";
ResultSet resultSet = null;
resultSet = db.query(sql, source_node,target_node);
if('resultSet.next())
{
String sql2 = "insert into edge(message,type_exception,source_node,target_node,image_url,"
+ "event_handlers,event_type,app_key,data_type,number,weight,create_time)"
int result = db.insert(sql2, "*,0,source_node,target_node,"",event_type,"",
Edge.apk,0,0,1,"2019-10-10 17:20:05");
if(result==1)
{
System.out.printIn(“ok");
}
}

] 4.9: Android {5 M BER- R 7 5 B AR AR

N, SIS HREEA TS0 . SR AR ST e, ZORARE T A
AT BRI . 1A, HIE ARG AR s & K A RSB, L
SR, AR T LTGRO I B SR R PRAE
A 5t 2 Bl AR 55 st A 151 R

4.3.2 Android 5| S#EREHE

K4.1052 Android 5| 58882 K . BugHunterActivity 25235028, Tl
WRIIRA TAE, A BT, FFEEFE. BE OnbE R BiRSFEIIRE.
ScreenShotListenManager ;& Wi W72, 11575 2 I T DA SCES SR T, X B = 22 iR Wy
B, Camera J&5& ] T-#IUFF#E I 1 #Y2E . CrashHandler 2852 H € X4
X, RGNS A ST ) IR S5 i AGRAR B ¥ . SystemUtil 252
HTHRRARGEFEER, B RGRA ., FHLALS . MZIRASSE . FloatingActionButton
FERMRIRER) E LR, %Ki T OkHttpRequest JER KRR, 4232k
S N, SEAT(E R .
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Android3 | SAEBRKEE J
BugHunterActivity
+buttion : FloatingActionButton
+manager : ScreenShotLlistenManager
+onCreate()
Y Y Y
ScreenShotlListenManager FloatingActionButton CrashHandler
+edgelnfo : Edgelnfo +util : System Util
+camera - Camera
+startlisten() +Login()+RecommendPath() +sendAppCrashReport()
+RecommendBug()
+Hint()
+Camera()
Y
Y A
Camera
OkHttpRequest SystemUtil
+camera()
+getCurrentActivity() +sendOkHttpRequest +getSystemlanguage()
+getSystemVersion()
+getSystemModel()
+getDeviceBrand()
+getNetworkType()

K] 4.10: Android 5| FA¥iHL 2 &
433 Android 3| SHEHRIAAEE

K4.11/2 Android 5| S A5 Il 7 |8 . Android APP iz 47Ht, 1 418 i BugHunter-
Activity ZEPATHIUEA Y, #d ScreenShotListenManager 21 startListen J5¥2%
HATEE MWy, 24 Camera 2811 camera J7 4R B, WIFAA TR, . Crash-
Handler 282 H & LRI ALEEZE , Y RGE H IR, handlerException J7 5 4F
24T, Frilid SystemUtil KK ARGE DG, FFRGE B LA SR B A1
EIRS 0. At TN #AE FloatingActionButton 28 Hh i Jy 1 fifi g 145 | '3
B O TINRAT 4%, Krp oy 4@t OkHttpRequest 2 [a] Il 45 it & 718 K15
FEARBUME LY, e B i 45 51 R g5 At TN
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Android3 | SAESRITFE J

BugHunterActivity Scree[nShotLlsten |Camera | | CrashHandler | | SystemUtil | | Floaéll:ﬁéi‘tlon | |OkHttpRequest

—start liste -
amer.
-returr:_—.:l]
[ — —return™ ~ ~ H

: operate

——

eques
—return= =

Kl 4.11: Android 5| S 7 &
4.3.4 Android 3| SRR RE

K]4.12/2 Android 5| S5l H T & T R ACAS o X FR A% T Screen-
ShotListenManager 251 newlnstance J5 {45 W T4, 2488557 504 A& A= 1 A
GEAEH RIS B BRI BE o

K14.13:2 Android 5|FAe8 T B e OB ARG . 240 A TP AR
P RA g, WA ShPATIZAE, #d H HRBCEEumE R, Bl
A R APTE DA N R A5 B, AF4 Android APP jiit g i . i fm
B 5T HLRSE B — R A2 s 15 18] 45 ik 55 3 -

4.14,2 Android 5| A A H T A6 3 R FREBU B (R A S . S44 json /2
SR B, address SR, file J& 75 B AL U, callback M1 [0 {5
Ko OkHttpClient J& & AT KRS, 76 R H A G B SC R S b 454 14 2.
JEAERT LA S newCall JyyEFEAT A%, W Z5R M callback S4H A THRER .
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FloatingActionButton button=new FloatingActionButton(Camera.getCurrentActivity());
ScreenShotListenManager manager =
ScreenShotListenManager. newlInstance(Camera.getCurrentActivity());
/REEREET
manager.setlListener(
new ScreenShotListenManager.OnScreenShotListener() {
public void onShot(String imagePath) {
// do something
Camera camera=new Camera();
camera.camera(Camera.getCurrentActivity());
}
}
)i

manager startListen();

K| 4.12: Android 5| SARER - & LT

private String getCrashReport(Context context, Throwable ex) {
Packagelnfo pinfo = getPackagelnfo(context);

StringBuffer exceptionStr = new StringBuffer();

/1 SRERR G A

exceptionStrappend("Version:" + pinfo.versionName + "(" + pinfo.versionCode + ")");
// SRERAPIRRA

exceptionStr.append("Android:" + android.os.Build.VERSION.RELEASE+ "(" +
android.os.Build. MODEL + ")");

// FEVFEIER

exceptionStr.append("Exception:" + ex.getMessage());

StackTraceElement[] elements = ex.getStackTrace();

for (inti=0;i < elementslength; i++) {
exceptionStr.append(elements[i].toString());

}

return exceptionStr.toString();

}

& 4.13: Android 5| SA5H- A it Ab B

44 EFERRIFERITSH
441 BFRRFT

ARG ARENE T, AT A NGRS B CEAMAHEZE N Android
APP H1i[fj ﬁT%BW$$L THEAZ, FCRHELRE AR, A7 o5 A%
HMGASE R R AR S EE Y, Eg AR . HEESE N AR TTATE
ﬁ@m&&&# IR BN AL, FESR A5 B B IS5 R AL 2
RO FNER S AT 45 SR A B R B, X LA T SR A R R 7 1 T
AR, RET AR FERIE R G L, REDeREEN
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public static void sendOkPostPicData(String json, String address, File file, okhttp3.Callback
callback){

//{FEROkHttpClientyyge

OkHttpClient client=new OkHttpClient();

RequestBody fileBody = RequestBody.create(MediaType.parse("image/png"), file);

// ¥BEERAK

RequestBody requestBody = new MultipartBody.Builder()

setType(MultipartBody.FORM)

.addFormDataPart("screenshot"”, "head_image", fileBody)

.addFormDataPart("bug", json)

Jbuild();

Request request=new Request.Builder()

.url(address)

.addHeader("Accept”,"application/json")

post(requestBody)

Jbuild();

/] REERFIRBUREIEER

client.newCall(request).enqueue(callback);

K] 4.14: Android 5| SHe-R & 1%

T AT I T ASE B 55, T DATE ISR TN Ll 3R IR 22 AL
RIS, KRR 1 MR A 7 %

B, XTSRRI, SRR ERE . SR RO 4
AL TN AR IIREE R, X TopN 9 55 AR THER . 24— 8 gl i
AU RO WL RIS, A5 L AT R, XA E— AR Bl T A
Me X FARE A, SRS FIAR M L ATE Android APP ALY AL E:,
Frep PRy, AR 7 3 AR IR I S it iy 07 3R [l 8 AR e TN

442 WHEERIEHE

4. 15 AR S F . FloatingActionButton “4 Android U5 | AR RS, AX
A TGl o H A i) RecommendPath SR i% K #i77 . EdgeController 28 @525, H
AN PR, IFIAIRPRAOAIA BdgeService SEFTALL, PN
AR A AR R [0 45 i . EdgeService 282 128, A getRecommendBugs
FEE, k5522 AE EdgeServicelmple WHEZFLY, 2 EIFHZiEZEA0FHZE,
EdgeDao J& EE3EE I Kt 4t Se OB 98, Edge J SR, Hdle i
FEEU B B 5 7E Edge 25t . EdgeVO 282 %) Edge ZEE17H15E i 45 54
12 PL EdgeVO ik 1] . Edge2UserDao 2 H K51 ot T L &8t vt 114
K, A R S T A
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rteE )
_ R EdgeController
FloatingActionButton
+edgeService : EdgeService ;
#- +EdgeVOWrapper: EdgeVOWrapper
+RecommendPath()
+getRecommendedBugs()
A
EdgeService
+getRecommendedBugs()
A
EdgeDao EdgeServiceImpl Edge2UserDao
+edgeDao : EdgeDao
- +edge2UserDao : Edge2UserDao L
+findByAppKeyAndDataType() +findByUserIdAndEdgeld()
+getRecommendedBugs()
+findByAppKeyAndDataType()
Y
Edge EdgeVO
+id : Long -t
+sourceNode : String
+targetNode : String +wrap()
+eventHandlers : String
+eventType : String
+number : Integer

] 4.15: HERARLERZEIA]

44.3 HFERRIEFE

E4. 16 AR K . 24 FloatingActionButton 2 H1 /) RecommendPath
TR & AT R B, 155K 2135 EdgeController 2271, EdgeController 284 H4T
RBUELAT 55 1Y) getRecommendBugs J5V2%, 1% 57 V5 A& 1Y) EdgeService 2541
H findByAppKeyAndDataType J5 VA R4S Y Bl T ZAHEXA (R S . 285 EdgeCon-
troller 5P i Edge2User %’@%EXJ:‘I A P E 2N E R, MRS

,u\*%ﬂﬁﬁ%a{ﬂ']ﬂ HHME R, L EdgeVO 2H wrapper A TR %S, K
Rah [7] %] FloatingActionButton 27,
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REERIEE )
FloatingﬁitionButt | | EdgeController | | EdgeService | | EdgeDao | | Edge2User | | EdgeVO
r RecommendPath =
— getRecommBugs m
findByAppKeyAndDataType
-return= ==
& - —-retu
f ndByUserldAndEdgeld —
e e e === etumn=— === =—fF-——————=—-—
; wrapper, -
S — e S SO J
% — —return——— - T
— — : : : :

Kl 4.16: HEFARLHRIN [
444 HHFRRKENE

]4.17;2 EdgeController 28/ I R A BEHERE W K RS, 36 T RIS AR A1
R B HH S8 currentWindow & ) FY Fi FrAb (i &, Z:4) isCovered J2& ]
P%Kﬁﬁ BUMIFRIE, 27 VER B2 828 H getRecommendBugs J7 %K 58
IHERAT 55 -

4. 182 A FRHEAAE SR Mk 45005 o 241% 7 B FH B, i 45304 T findBy App-
KeyAndDataType 5%, ARG FH I HARE . FHERr kit &
mﬂ%ﬁmﬁ%ﬁu,#fﬁ%*%Mﬁﬂ¢L”ﬁ%,%F%%%m%ﬁ%

WAL R AR BT AR, W2 w2 E e, I
JJiM&ﬂmmmmmﬁmﬁﬁﬁ%E@ﬁﬁm,%EH%H%%EEEL&
EdgeVO 28146 JFaR m] . 5/ o A, Wt by, REra RS Bk =&
S EARFRF R, BRI AT AAE R .

47



BINE RIS

@RequestMapping(value = "/{appKey}/{currentWindow}/bugList/{isCovered}/{userld}",
method = RequestMethod.GET)
public
@ResponseBody
ResultMessage getRecommendedBugs(HttpServletRequest request, @PathVariable
String appKey, @PathVariable String currentWindow, @PathVariable Integer
isCovered, @PathVariable Integer userld) {
String[] infos = currentWindow.split("\\.");
currentWindow = infos[infos.length - 1];
List<EdgeVO> messages = edgeService.getRecommBugs(appKey, currentWindow,
isCovered, userld);
return ResultMessageFactory.getResultMessage(messages);

}

] 4.17: HEFARLER- R SR AL BE

public List<EdgeVO> getRecommBugs(String appKey, String currentWindow, Integer isCovered,
Integer userld) {
List<Edge> edges = edgeDao.findByAppKeyAndDataType(appKey, isCovered);
List<EdgeVO> edgeVOs = new ArrayList<>();
/] EEEFREBEERE
if (isCovered == 0) {
inti=0;
for (Edge e : edges) {
// EMHERIER
Edge2User byUserldAndEdgeld = edge2UserDao.findByUserIdAndEdgeld(userld,
e.getld());
if (byUserldAndEdgeld == null) {
/] SHEFEEBHTER

b1}
} else {
[/ EERERE
inti=0;
Set<List<String>> set = new HashSet<>();
for (Edge e : edges) {
Edge2User byUserldAndEdgeld = edge2UserDao.findByUserIdAndEdgeld(userld,
e.getld());
if (byUserldAndEdgeld == null) {
List<String> list = new ArrayList();
listadd(e.getTargetNode());
list.add(e.getSourceNode());
if (Iset.contains(list)) {
/] SR ERH TEE

/] #tstopSHaiEE
if(i>5) {break;}
1}
return edgeVOs;

A1 4.18: HERARLER-HERA AL B
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451 BESISEYRIT
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5| T Ho Al A 5 A T RIE

452 BBES|ISERAEEE

E4.19 /425 | S 25 K . FloatingActionButton 2552 Android g5 | AR ER
P25, BASIEKEET 3 /% Hint, PathController 2 /R 55 umd 2, HT
PR P AR B9TE K, R A PathService 22 [1H1#) getNextBugHint J7 %3k 4k
PRiEK . PathServicelmpl j&4% I FARSCIIS, @t Halb Tl 55 2 4R A0 2 . i
EdgeDao 3k S BCEHR & H 5, st ade Edge 2. 7435 | S AEHT
I EdgeVO XA TR B¢, Rrgh Rk E .

453 BESISERIGFE

420 R B A5G | AT . AR T\ i FloatingActionButton & H1 )
Hint J7 k15 K %4251 53, PathController ZEREHZISONT B (117 5K , H- 1 F #4417 Path-
Service 2 {11} getNextHint 7%, %7 MBI B 2 UEH B AR, DA KA I
SRR, ITERMEHEERE G 5% 115 5. PathController 25i@ i EdgeVO
FEI T YA AT I e R R I 45 SRR (8] 25 P s
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FloatingActionButton

PathController

+pathService : PathService ;

+Hint()

+EdgeVOWrapper: EdgeVOWrappe

r

+getNextEventHint()

A

PathService

+getNextBugHint()

A

PathServiceImpl

EdgeVO

+edgeDao : EdgeDao

+getNextBugHint()

+wrap()

l

EdgeDao

Edge

+findById()
+findByTargetNode()

+id : Long
+sourceNode : String
+targetNode : String
+eventHandlers : String
+eventType : String
+number : Integer

] 4.19: pARs | SRR

BRI HETF IR E

)

FloatingActionButton | | PathController | | PathService | | EdgeDao | | EdgeVO
Hint ————#=] : :
getNextHint
FindById
== =return==—=
[ ———-return' == —— T
; wrapper -
=~ return'=-—-—=--= P e
(- ———return-==—=——-

el 4.20: %425 | SRR K
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454 BRES|ISERKENEG

€4.21,2 PathController Z&H Fi SR AL PR IR 25| SRS, K 20N Get 3
Ko S currentWindow & F P24 /I AL % DAL, BT B A B AR AL A
ZHL nextWindow ;& FFE AW G DA, IR REHREINA S, 2% edgeld
BRI DUTH Y 1D, AR LR E R SRR IAE B X FER I I RE VA get-
NextHint 775K 52 %25 | 2 LAE.

K14.22)2 getNextBugHint 5 T HAKSL I LA . ES2lid edgeld $22]7F
M5 #ERRUEATHIWT, WOERM P YA E A A B A, D B 2R e iy
MEE, AR, WA nextWindow S i, DA EEAR I =il [y A 4% i RE 2]
SRAZT ST A, Bk Sy S 40 A currentWindow, NI currentWindow |55
nextWindow 1 K — AN SAE 45 5k 1] o

@RequestMapping(value = "/path/nextHint/{currentWindow}/{nextWindow}/{edgeld}",
method = RequestMethod.GET)
public
@ResponseBody
ResultMessage getNextEventHint(@PathVariable String currentWindow, @PathVariable
String nextWindow) {

String[] infos = currentWindow.split("\\.");

currentWindow = infos[infos.length - 1];

return ResultMessageFactory.getResultMessage(edgeService.getNextHint(currentWindow,
nextWindow));
}

K 4.21: (AT SRUR-FEARS | TR AL B

4.6 AAGR_ERERFIFR RV SN

4.6.1 JAEER _ERERIRTT

T AT TARYE, T2 AR AEE 2573 WS, AL 5 57 6 S+
T AR AR R 7 i B A B AR e B AR R . WA 2K, %
BRAAEFH G S RG— PR BRI D, RO T ANRERER R L%
MRS . X5 26, B AT B il %, RGEa B ARt T A
HHIP AL DT, SIS AR TSRS N R L

4.6.2 MAER ERWRAE

5. 42 MR 25 T AR A28 (& . FloatingActionButton 22 Android 3fii 5] 5
BRI, U5 T camera J7%k, HIT AR E DA B e i #5453 - BugController
FEM TR P fe kny %, H 1 BugService 2811 addBugs 7 ik #EATAL B
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// BRATARSS IR ESRAVEER

JSONODbject jsonObject = new JSONObject(msg.obj.toString());

JSONODbject data = jsonObject.getJSONObject("data");

String id = data.getString("id");

String sourceNode = data.getString("sourceNode");

String targetNode = data.getString("targetNode");

// HREZBRRE

if(edgelnfo.getld().equals(id)){step = 2;}

// SRBUARAEE

String eventHandlers = data.getString("eventHandlers");

String message = data.getString("message”);

String path = data.getString("path");

String imageUr| = data.getString(“imageUrl");

String dateType = data.getString("dataType");

// ¥3i&Edgelnfosige

Edgelnfo new_edgelnfo = new Edgelnfo(id, sourceNode, targetNode, eventHandlers,
message, path, imageUrl);

View bottemView = LayoutInflater.from(context).inflate(R.layout.dialoglistview, null);
TextView textView = (TextView) bottemView.findViewByld(R.id.dialoglist_id);
textView.setText("Transition Path:");

final ListView listView = (ListView) bottemView findViewById(R.id.listView);
List<EdgeInfo> edgelnfos = new ArrayList<>();

edgelnfos.add(new_edgelnfo);
listView.setChoiceMode(AbsListView.CHOICE_MODE_SINGLE);

/] ETIREEERR

final EdgelnfoAdapter edgelnfoAdapter = new EdgelnfoAdapter(context, R.layout.edgeitem,
edgelnfos);

listView.setAdapter(edgelnfoAdapter);

Al 4.22: pfRs | SRR BT AL P
BugServicelmpl 2 H ARSI, HATIRE 5524 . PicName & sl 4 Ry

25, AETX ST P . Constants Z8Hp 35 Y —Sas E40#E, BugInfoDao
D] T RE IS e 7 i T
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e J
BugControlle
FloatingActionButton
+bugSe
- Edg VOW pp Edg VOW apper
+Camera 0
+submitBug()
Y

BugService

+addBug()
Y
BugServiceImpl
PicName Constants
+bu I fo: Bu gI f
l.g—] +picName : PicName |—p{ +SCREENSHOT_NO_EXIST :Str_ing
+SCREENSHOT_BASE_URL : string
PicN
+getPicName() +addBug()

BugInfoDao
+appKe y St ing
+appVer: APP
+bugBas I f :Bu gB I fo
+bugOper: tSt ep:bugOperateStep

P 4.23: R4t R A ek A
4.6.3 MRER _EIRERIGFE

424 Mt ah 5 E IR ARSI ) 18] . B i 33 Floating ActionButton 2] Cam-
era Jj R KA T8 e B, S B BRSNS R R S Bugcontmllef
Pl EdE EAE SRS TR AT BugService 1 submit J5 R PUATI S . Jeiid i A
PicName 2511 getPicName J7{ESRBUCCHA 2K, 2 5B a8 & 2 1o transferTo
JTEAA#E B, )i it BugInfoDao KRR fiff HE R A o

4.6.4 AR LR LIRERRRAE

K14.25 @ MR 25 R _E e b AL PRAGACAS . %Ak o BEd oo Bitmap 28
F1 BufferedOutputStream 234 ik K5 B . B RBWIA 2N, HTRE
B RS . Z el MG ok B e i B, i Bitmap & GFIE
PR K K/NE, 83 BufferedOutputStream 285 5 A S04
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RO B B S48 i1t transferTo )7 E ASE . 2 5l Buglnfo X}
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4.7 AEBEING

RE LR ARG MR AR 55, A4 A sh A Ab 21
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/EREN RIS N
int width = activity.getWindow().getDecorView().getRootView().getWidth();
int height = activity.getWindow().getDecorView().getRootView().getHeight();
[/ERFERIA/NE
Bitmap temBitmap = Bitmap.createBitmap(width, height,
Bitmap.Config.ARGB_8888);
/KB ERIENREE
View view = activity.getWindow().getDecorView().getRootView();
/REEF
view.setDrawingCacheEnabled(true);
view.buildDrawingCache();
[INEEHRNSRIRENE A
temBitmap = view.getDrawingCache();
String file_str = Environment.getExternalStorageDirectory().getPath();
File mars_file = new File(file_str + "/my_camera");
final File file = new File(file_str + "/my_camera/file.png");
if (Environment.MEDIA_MOUNTED.equals(Environment.getExternalStorageState())) {
if (Imars_file.exists()) {
mars_file.mkdirs();
}
}
try {
BufferedOutputStream bos = new BufferedOutputStream(new FileOutputStream(file));
temBitmap.compress(Bitmap.CompressFormat.PNG, 100, bos);
bos.flush();
bos.close();
} catch (IOException e) {
e.printStackTrace();
}

e 4.25: MHRSER RS- Al A PR

/] FEE A

File logoSaveFile = new File(Constants.SCREENSHOT_BASE_URL);
if (!logoSaveFile.exists()) {

logoSaveFile.mkdirs();

}

screenshotName = picName+".png";

String screenshotFileName = Constants.SCREENSHOT_BASE_URL + File.separator +
screenshotName;

File screenshotFile = new File(screenshotFileName);

/] BN
file transferTo(screenshotFile);
/] FEYER:
JSONODbiject jsonObject = new JSONObject(jsonStr);
Buglnfo bugInfo = new BugInfo(jsonObject, screenshotName);
BugInfoKeys buglnfoKey = bugService.addBug(bugInfo);
return ResultMessageFactory.getResultMessage(bugInfoKey);

] 4.26: MIAGER EARBIER-Z5R E AL P
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5.1 R

FS AR T ARG M 2 LA AP ENCE . &%, Android 5S4t
& BT % T A Android studio R4 i A BN UMD, R 55 i & T B ) 2
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G, RO IEEE P . P Ak B R R RE AR R AR P T 1 SR S P
BT, RS E .

LA BUS 3l B S AR A B R 44

2. N B B P A Ak B R A

L B S A A A ARAT B, B S A A 8 S A B AR S
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F5.2J78 T Android fS ML G AR 5 AR , A RT3 5 4
AWET G, PEAT R T HSEIR AT AR 5 RS A AR S 5 T
e PRI B & = IR R IIRE .

58



FHE  RGEWLGER T

2¢ 5.3: Android H#52 HrAs E ) 4

ID

TC2

FR

Android AR LM

e

M GOl B Gator, F3EIRS MR, M 5 7 1 AL BE eR B A SR B
AP R AL, P AR TR R R

A B

LA B A Gator Xt Android APP #E4TEEASE5 /04T
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