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Abstract

With the increasing application of deep learning technology in various fields, deep
learning testing becomes crucial. The proposal of adversarial examples brings great
challenges to the robustness of deep learning. By adding subtle perturbations to the im-
age that are invisible to the naked eye, the adversarial example can easily make the deep
learning model make false predictions. The researchers therefore propose a number of
defences against the adversarial examples. Existing adversarial defense methods, such
as feature squeezing and HGD, have their own advantages and disadvantages in the
face of different attack methods, and cannot guarantee the effectiveness of defense. At
the same time, the evaluation of defense effect only focuses on the accuracy of model
prediction and lacks the measurement of the data set optimized by defense.

In this thesis, a DL robustness optimization system based on AE detection and de-
fense is constructed based on adversarial defenses at the level of data sets. The system
provides detection and defense services for adversarial examples, and provides targeted
defense for different adversarial examples. Considering that the effect of adversarial
defenses varies with the type of AEs, the system providess the detection model of AEs
and recommends the best method based on the table of adversarial defense effects main-
tained by the system. In order to evaluate the data set generated by defense, Structural
Similarity (SSIM) and Perturbation Sensitivity Distance (PSD) are introduced as the
evaluation criteria of image quality to judge whether the image distortion occurs in the
data set.

The system covers 9 adversarial attack methods when deployed, and the prediction
success rate was more than 90% after the training. After detecting the type of adversar-

ial example, the adversarial defense method will be applied. For example, when faced



il

with the adversarial examples generated by BIM, the prediction accuracy of the model
is less than 2%, After applying the feature squeezing method recommended by the sys-
tem, the prediction accuracy of the model can be improved to about 93%. The former
is more effective than a randomly chosen defense method such as HGD, which has an
accuracy rate of only 81%. Compared to a randomly selected defense method such as
HGD, its accuracy was only 81%. Through the evaluation of SSIM and PSD, the struc-
ture of the samples generated by the system is consistent with the original samples, and
the disturbance sensitivity distance is within the allowable range of the experiment,
which meets the requirements of the system. In conclusion, the system can provide

users with good adverarial example detection and defense services.

keywords: Deep Learning, AE Detection, Adversarial Defense, Robustness, Dataset

Quality Assessment
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3.3.3 HxRixit
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o webpack $& it i i TR IN BT B DI fRE, T S A o A AR R TR R ARORS 9%
Z, SRR IR AR 8 B K 25 AR B AR ko 7 PR A YR, AT ek 2D T T ) 1
KK, KRRIEERE.

o TIMAAEE Vue 1, Vue B, Vuex IRASEHA UT HAFE, A 24
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BRI S . G, ETHXEOE R 22 i, Ao I aRA e R . SeBl 7 HoRE
o 70 5 K PO A

% 3-10: file R FBRAHIL T

T 7 X KA ik
id At id int ARSI
user_id M id int R 34

file name | 4K varchar | AESCHRI 44 F5K
file size | 3CfFR/ZN int AR SR RN

file_path | SCHFERAE varchar | A& TR AT
md5 A md5 {H | varchar | XAfF mdS {H, AEIGAE—PE

is_delete | SCHZMIER | tinyint | BEMBIERRE

R 3-1048 | LA SO SEARR TR o SCIRAE B AR SE UG Rl s e
HFEARE R, WIHBATRAARAN,  FORAE S BT AE 8 A2 A% B B . md5 18
FH R A DR ST B E—

R 3-11M5R 3-120 A IR T IR JE 25 S ) EAB D s MY B AR D SR I
Bovkgnieit . RN YEE R TR T AR, B ST d HRE, P A
REVT M]3 B FH P AR S, DR3P P B HE 2 4 .

% 3-11: model XFEEM T

FE =P KM ik

id B id | int AL SR F
user_id A id int - 4

model name | #&%8 4FK varchar | 4 44FR

file id BRSO id | int XoF B AFAiE SCEEY id
size (RN NAN int RS SA R R
input_dim YR varchar | A58 % N4
output dim | fyH4EE varchar | 7Y 1% H 4
type Rt tinyint | BIAYRA
add_time VI s 1] varchar | Y70 (6]
status AR tinyint | BEAYACEDIRES
is_deleted R ERARIC | tinyint | ARLE TS SR

EABC K GRS 7 NPk, N T XA IS, TSR L
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2 3-12: dataset F FE R T

FE EPd Lt i

id Hm Al id int I AEHHR AR I R T
user_id H A id int FH P 38

dataset name | FHELE L FK varchar | BT

file id HPRESCMFid | int X AR A SCEEIY id
size B8 SCAFR AN | int BAETTE SN
data_dim Bl 2 varchar | F¥4E

label dim PR 4ERE varchar | hR2E4ESE

type VG STt tinyint | £ AR
add_time IS R [A] varchar | Hdf SE AN 7]
is_deleted BAREMERARC | tinyint | BHESEET S MIER

T 3-13MIFE 3-144004 T H QIR SR, B P AR S AR5 Fp
WSS o XU A AT 55 AR5 FH P 1 B ML 777513 atk_List A2 AN [R] B0
PUREARS; XS OBl AT 55 A5 T e BB A1 U7 V59138 def list H i #ERUR f i 1
iR E RS, M IE T A % LE i IO A Hde 2

2% 3-13: attack R BT

FB EP eyt ik

id XL AAES id | int XA 55 1 B
user_id I id int -

start time | JFURH[E] datetime | T35 FF 4RI (8]

finish_time | &5 HUH[H] datetime | {F:55 45 PRI [A]

model id | #% id int R o

dataset id | #¥E4E id int B 35

atk_list Wi 7153k varchar | & X HLBcE k53R
status fEIRE tinyint EHEPATIRES

is_deleted | f&7fHIER tinyint | MIBRARE
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AT 5510 sk R AR I TR, S5 A0S ) AT 50K %S, 1B N B R, 78 P ik
55035 . A id AR AE id X N AR BRI B R MBI FER, RoNESS K iZpE
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status R I tinyint EFPATIRE
is_deleted Pty ll]53 tinyint | MIBRbRE
F 3-15: atkresult FRFERIEAM T

FB X eyt ik
d XL AT 55 45 - X HLBCHAE 5 45 Rl )

10K id Fo
user_id HFid int P 5
attack_task id | XHrliifEss id int XS AR 5% B
result_json 45 RAE IR AT varchar | fE5545 R json RIFEAE FEAE
result file id | Z5H 3 id int A BRI TURE A ST A 324
is_deleted e 15 MR tinyint | MIERARE

R 3-15M1FR 3-1673 MR T X HUBCEATR 55 B 45 AN BT AT 55 11 45 R .
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K e WAL S AL —— X N ARZ5 s R—ME LA json ¥ X A7 A6, 5 (8 AT i 14 FH
JERIR . P AT DR HE B0 22 A7 i 1 45 SRR A2 P B B4R . X TR
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TR AR, ARSI, ERUESHRk, BRI,
AREE AR RS U R B . FERRIZ AR R, $AT — A S8 B R B
WAESS AR, R P Egh e MR REAREE b, Bixs s A m Bt .
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HIERAE S SRR AE B Nginx S ACERIRSS @, Pl I 57 B AR 1 SR 52 A
MRS A 8 TSR ARG A SEE, SR E AR AL RE T, W BLEEE 2 A
Nginx SE61. RGEAIEAHRERL IR G — & 8 AL N e 55 4% E, HIRSS Z 1) m] 22
Ho 9T FEARRN AR 55 S5 IO AR RE,  JFANEE L R 55 85% rh A7 filk 2 B0 1 Y IR
&, TR B A BRI ST A% . A ARG BUE A ] MySQL.

3.4 KRENGE

KRB FEN ARG TR P A Rt 755K B T R 75 SR AR T
REVE G SR AT R IT, JEXT RGN T REVAGI I B . B2 BT 65 284 i
b, B, R, #ERERTEAERE R, s E R R R,
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B, X HURIIRER, X HUB AR AR 55 1 75 AR

4.1 BIERLIBRIR

U e b T e S LR E 2 ST R R B S LA, Pt T kA ot
HATEEE, MIBRANT 4B, %85 3 29 & Model, Dataset I File =M
%, 5E UAE models.py 1, FEWUHBIHUR R

4.1.1 BFEE

RGNS IR BRI e B an B 4-1017R, 5 o EAR SCPE RS 2
PSR o FHPE AR SO BB AR I, Y B e Ak AR BRAE, R SCAF
FAERIR GRS Lo RGBS bR, AR EA R . [
I, RGP AT SCAF A, 2R AR SRR T AR Aok H A SR SO IR A il
oo e R, BdEE AT R, HRARG O, Rt
e s iga F P EARAE . SRR R G B IRES,  RIDR SO EAR IR 3%
AL BRSNS e B P SE R T, W B SO R AR e 4 45
M PEEW EARCSN, BT R IL, ARG AR EE T EiliRIE. =
W ah e e, BHATHEEE OB, RGRIUEE I R Bt i, USRI IE
AR 7 Fi B BRUE RSN, HP e ) DU BRAN T 8 2 _EAR I SCfF, i
P BRE 5 B _EAR A AR M BR R A SR AT IE A M B, B 500 P R b 1
is_deleted FBt BN E, AKHVIEMIER 2N 15 EHE KR -
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4.1.2 XEHKHD

SCAF AR D RE A O A RS SE I AN B 4-2 k. DA SR 1 B B, T
%, M HTTP Request H3RIX_EALSCAFIRIAAHR, 5 R G0 HC B 1Bl S A7 il AR 4.
SRR B H T HE SR — O RS, 8 chunks() J7 5 read() 75
1%, chunks() JHVEAE LA RSCIFRE R 2807, BRIAZPE A 2.5M I8k, fH
AT ULI T o 0 70 B SCARIR A T 5 384 F I ORAIE R SR EAR A 2 KR &
HAGHIALE, itk EAEDIRERITERE .

A AR IR, KA SO IE A EARIE S, SCPFE SRR Y. File #2A
K, A SCIFAE BB AR, R SER AT R SR KR . A Bl R i
ImdsgseRE, REAERRICS id, BISCH R, 1R BAEIE RS

£ Django HEZE N, AL ICE B AR ORM XS B¢ AT, il id A4 Y
1) 07 8 R FEAT B E ), TG SQL WEA). KRR A id A1 R M R AR
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def upload_dataset(request): :

dataset_name=request.FILES["upload_file"].name :
path=DATASET_URL -
with open(path+dataset_name,"wb") as dest: :
for i in request.FILES["upload_file"].chunks(): :
#chunks () 77 7F X X4
dest.write(i) :
B AFIEF
file_id=upload.save_file(request,path+dataset_name) :
# 1 EfFIE R

upload.save_dataset(request,file_id) :

return HttpResponse(" EAZm7") .

4-2: CfF bA%

FTERIE, RGP R IR json #3, Ll JsonResponse & 20k [B1 45 A o, 7E
AT R

SCAE TS ARSI B 4-3F R N T AL BEOR ST R G W N
file_iterator J7 %, rHBCE, AEHRKERZRERNAE, AT IR
PR RE, AR R I AR AR L2 2 JE :U4% 45 StreaminghttpResponse X .
StreamingHttpResponse %f G I /E H &4 UM KX 43 W Wi 4%, 5 HttpResponse
AL, X RSO SZFF 4, 1M HttpResponse 2 B3 FIEACE X %, B HN
BAFE TR, SR RISy 2 H IHURE 9% IR TR) A0 A A7 (R R o ST ) 44 FR B
& %€ 15 1% path, #id HttpRequest 3R H .

def download(request): :
def file_iterator(file_name, chunk_size=512): :
with open(file_name) as f: :
while True: :
c = f.read(chunk_size) :
if c: -
yield c
else: :
break :
#1E A
the_file_name = request.POST.get('path',""):
response = StreamingHttpResponse(file_iterator(the_file_name))
#HIF AR BGARL
response[ 'Content-Type'] = 'application/octet-stream' :
response[ 'Content-Disposition'] = 'attachment;filename="{0}"'.

.format(the_file_name) :

return response.

K 4-3: XT3
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Fe 8 E AR S AN #E . Content-Type $H7x TR MIME KA, 487465 A 2
[1)25%4; Content-Disposition & MIME W [ H &, 27 Ik 55 i 48 7~ 2 1 i Vel
REEIPRRITE R, T AL I 2 50R s AR R 20T 3 PR A
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if(check_scale(train_dir)): -
train_datagen = ImageDataGenerator(rescale=1. / 255) -
test_datagen = ImageDataGenerator(rescale=1. / 255).
train_generator = train_datagen.flow_from_directory(train_dir, -
target_size=(shape,shape),batch_size=BATCH_SIZE,
class_mode="categorical') .
validation_generator=test_datagen.flow_from_directory(validation_dir, .
target_size=(shape, shape), batch_size=BATCH_SIZE,
class_mode="'categorical') .

K 4-6: BFEES

M XA EHE, Hb target size T B @B 5 RS, @ bz g e
o e AR 2R /e ) sk E AR AR AR

def train(train_dir,validation_dir,test_dir,shape,class_num):
model = generate_model(class_num)
model.compile(loss="categorical_crossentropy"’, -
optimizer=optimizers.RMSprop(lr=1e-4),metrics=["'acc'])

history = model.fit_generator(train_generator,steps_per_epoch=100,

epochs=30,validation_data=validation_generator,
validation_steps=50)

test_generator = test_datagen.flow_from_directory(test_dir, -

target_size=(shape, shape),batch_size=BATCH_SIZE,
class_mode="categorical")
test_loss, test_acc = model.evaluate_generator(test_generator, steps=50)

B 4-7: BRI 5

N 4-T R R GRS SE B ESEMIEE SRR, H Ak a4 2K
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LRI, ARG RUE S5 PAT 56 B I AhiE e 4 H 200 SE B oK. 508 I T
SEER RS E S B MR AR 5E 4G . H ™ R LAFE P Sl e i i &l AE 55 1 5, Jd
SRR BT & BRI IR . AT IR, R Gon Al e it AT Al
TR, Bl R E A RAIR, RGEIRIAS R AR A £/ - 5l LA R P



4.3 FBEIHER 44

ErE—] :
. ZEEEE -
-< TR
FEAERE—
EETT— .
le—nTemmE— )
TR >
- SRS
saasmeie— | )
e
= GERIE
SEEERE—

4-8: XPUEFS 7

AR, MBS ERESER, SEFICRAR, RGN ET B
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def _ call_ (self, x: np.ndarray, y: Optional[np.ndarray] = None) -> .
Tuple[np.ndarray, Optional[np.ndarray]]:
x_normalized = x - self.clip_values[0] -
x_normalized = x_normalized / (self.clip_values[1] - self.clip_values[0@])
max_value = np.rint(2 ** self.bit_depth - 1)
res = np.rint(x_normalized * max_value) / max_value
res = res * (self.clip_values[1] - self.clip_values[@]) -
res = res + self.clip_values[@]
return res, y

P 4-9: Feature Squeezing #% 0%

KAE, —Mh 0,1) 5% (0,255) . Bit depth 2%~ E & FH T 4 A5 5048 1 47
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def run_defense(request): :

if form.is_valid(): # #7/7k&%.
data = form.cleaned_data:
data[ 'userid'] = request.session['userid']:
data['status'] = STATUS_RUNNING -
data[ 'start_time'] = time.strftime("%Y-%m-%d %H:%M:%S",
time.localtime()) :
models.Defense.objects.create(**data) -
defense_response = models.Defense.objects.get(userid=data. .
get('userid'),start_time=data.get('start_time')) :
# T AL F I AR
try: -
pool.submit(DefenseTask, defense_response.id,
data.get("model_id"),data.get("dataset_id",
data.get("dataset_adv_id")),data.get("def_list"), .
data.get("userid")) -
response[ ‘msg'] = 'success':
response[ ‘error_num'] =
except: -
return JsonResponse(response) :
else: # KX

return JsonResponse(response) .

K 4-10: XFPrBHMHEAT S5 A 2k

def DefenseTask(taskid, model_id, dataset_id, dataset_adv_id, def_list, userid):
#HR R A
model=models.Model.objects.filter(id=model_id)
dataset=models.Dataset.objects.filter(id=dataset_id)
dataset_adv=models.Dataset.objects.filter(id=dataset_adv_id)

detect_model=train_detect_model(model,dataset)

# I B9 P i 2 A
defense=get_defense(def_list,detect_model,dataset_adv) -

#IEFTRTFAE K7 B 52T

Defense(taskid, model, dataset_adv, defense, userid).run_defense() .

B 4-11: AR5 iR

S PUREA 55 4T 45 7€ UK Defense 25, 24284914640 J5 AT LAIA A run_defense
JriERIsAT, ARSI & 4-127R . ﬁ%ﬁﬂﬁﬂﬂﬁﬁ%ﬁ@iﬁﬁ%@‘@, (e
BARTARZE, BEMBRER, BT InE0NE R S HOy e 5, w2l
120 5% 20 PR A W SO R A, SRECH T B AR SO . AR DL EAE B AT R
M 2R 4%, T H SEELI % K FH KerasClassifier, J£if F fit T Re7E 5 46 5
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£ EEFIGERER, HERX R inEdESE, X HUEHRE AL 1L 5 2 5 10 T
MR ZERE, AT S B AIRCR o BT X PUBTAE 5 92 R B AR AT 55 DR RE &%
AR ERE, WAL BERSRBOS MR, JERREdRE TR AL, e
e i I I oy SRR HEAT 13K

def run_defense(self): :

# FRBIEFE 9 & T4 12

(x_train, y_train), (x_test, y_test), min_pixel_value, max_pixel_value
= self.load_dataset(dataset=self.dataset_adv) :

(x_train_adv, y_train_adv), (x_test_adv, y_test_adv),
min_pixel value_adv, max_pixel value_adv = .
self.load_dataset(dataset=self.dataset_adv) -

# FRAER

model=self.load_model(self.model)

BRSPS

classifier = KerasClassifier(model=model, clip values=(min_pixel_value,

max_pixel_value), use_logits=False) :

classifier.fit(x_train, y_train, batch_size=64, nb_epochs=3):

#E TSI L

defense = self.get_defense(defense=self.defense)

(x_test_fs, y_test) = defense(x_test_adv, y_test):

predictions = classifier.predict(x_test_fs)

accuracy = np.sum(np.argmax(predictions, axis=1) == .

np.argmax(y_test, axis=1)) / len(y_test).
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Jas R RGNAAE S5 R o X TAESS A BRI R A EE A, IR AR 8 000 RS 2
o BRAh, X ECJRAGAE AR A ORIREAS, I 25 R AR AU A Bl R it B JEAT
K. RGRAEFREAEESEEE, HHPESaE. E5REEM A
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4.4.2 XHEARE

RGN BT S ThRE B R0 T e BAG AT, i S B BOREAS T A B AR
EAT EUEAE T 8. AT REERGRI S A SR H IR, ART
1EE AR, 5 ANFEAR BT E VY 7712 SSIM Al PSD.

def compute_ssim(imagel, image2, k1=0.01, k2=0.03, size=11, L=255): :
€1 = (k1 * L) ** 2.
€2 = (k2 * L) ** 2.
filter = gauss2D(shape=(size, size), sigma=1.5)
filter = filter / np.sum(np.sum(filter)) :
if imagel.dtype == np.uint8: :
imagel = np.double(imagel)
if image2.dtype == np.uint8: :
image2 = np.double(image2) -
# FRNA T RATRAE
mu_x = filter2(imagel, filter) :
mu_y = filter2(image2, filter) :
mu_x_sq = mu_x * mu_x:
mu_y_sq = mu_y * mu_y -
mu_xX_mu_y = mu_X * mu_y:
sigma_x_sq = filter2(imagel * imagel, filter) - mu_x_sq:
sigma_y_sq = filter2(image2 * image2, filter) - mu_y_sq:
sigma_xy = filter2(imagel * image2, filter) - mu_x_mu_y:
# IR LA A H SSIM -
ssim = ((2 * mu_x_mu_y + C1) * (2 * sigma_xy + C2)) / ((mu_x_sq + mu_y_sq + C1).
* (sigma_x_sq + sigma_y sq + C2))

return np.mean(np.mean(ssim)) .
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def get_psd(original, adversarial):.
# AR F IR E T G I 5T
for channel in range(@, channels): :
for row in range(1l, rows - 1): :
for col in range(l, cols - 1)::
square = np.array([[adversarial[row - 1][col - 1][channel], .
adversarial[row - 1][col][channel], :
adversarial[row - 1][col + 1][channel]], :
[adversarial[row][col][channel], .
adversarial[row][col][channel], :
adversarial[row][col + 1][channel]], :
[adversarial[row + 1][col - 1][channel], .
adversarial[row + 1][col][channel], :
adversarial[row + 1][col + 1][channel]]]) :
psd_score = psd_score + abs(difference[row][col][channel]) / .

math.exp(square.std()) .

return psd_score.
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