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Abstract

Software delivery is an important part of software outsourcing. Traditional out-
sourcing software delivery processes often have problems such as opaque demand
changes, untrustworthy or falsified third-party evaluation results, and inconsistencies
between the delivered software and the tested software. Blockchain technology is char-
acterized by decentralization, traceability, and executable smart contracts. Applying
blockchain technology to the software delivery process ensures the trustworthiness and
traceability of the software and its critical data, in order to solve the problems of the

traditional software delivery process.

This thesis designs and implements a blockchain-based software delivery pro-
cess management system. The system provides order management, software certificate
management, test report management and software automatic acceptance for software
demanders, software developers and software assessors. The system adopts the cur-
rent popular alliance chain framework Hyperledger Fabric as the bottom layer of the
blockchain of the system. The system adopts a micro-service architecture, and the sys-
tem is divided into several services with fine-grained and business-focused services,
including user services, file services, order services, software certificate services, and
automatic acceptance services. Each service adopts a layered architecture, which is di-
vided into display layer, control layer, logic layer and data persistence layer. In order to
alleviate the pressure of blockchain data storage, the system stores software certificates
and other files into the interstellar file transmission system, and stores only the hash
values of key objects and representative file addresses in the blockchain. The techni-
cal route of the system is: the presentation layer uses the Vue framework ecology, the

business logic layer uses the SpringBoot framework, the cache database uses Redis and

iii



TiDB, the service discovery and registration uses Consul, and the user authentication
uses LDAP. This system uses Kubernetes for service orchestration and deployment,

with strong horizontal scalability and high service availability.

The system guarantees the authenticity of the system data through the irreversible
modification of the blockchain. In order to facilitate the user to compare the page
display information with the stored information on the chain, the order details page
has built-in hyperlinks that can be jumped to the Hyperledger Explorer. By comparing
the data on the chain with the page data, the user can determine whether the results
of the evaluation report have been tampered with and whether the delivery software is
consistent with the evaluation software, which ensures the reliability of the software
delivery process. This system introduces TiDB as the data cache layer of the IPFS.
After testing the read interface, the addition of cache makes the efficiency of the read
interface nearly double. At present, the system has entered the trial operation stage, and
several software evaluation structures have been successfully connected to the system.

The software delivery ecosystem supported by this system is being established.

Keywords: Blockchain, IPFS, Software Delivery, Microservices
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return resultUser;
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FileController FileService

+ fileLogic: FileLogic + uploadFile(File): String

+ downloadFile(String): Byte[]

+ uploadFile(MultipartFile): String + getObjectFromFile(File): Object
+ downloadFile(String): StreamingResponseBody + saveObject2File(Object): String
- multipartToFile{MultipartFile): File

¥

FileLogic

FileServicelmpl

+ uploadFile(File): String

+ downloadFile(String): Byte[] + ipfsServic: IPFSService

+ getObjectFromFile(String): Object

+ getob]ectFrOmF”e(Hle}: Object + uploadFile(File): STnng

+ Sa\feDbjecQF”etObj&m}: Strin'g + dﬂwnlﬂadFile:STring}: B}ﬂe[]

& + getObjectFromFile(File): Object

+ saveObject2File(Object): String

FileLagicimpl

+ uploadFile(File): String kL
+ downloadFile(String): Byte[] IPFService
+ getObjectFromFile{String): Object
+ getObjectFromFile(File): Object
+ saveObject2File(Object): String

+ upload{File): String
+ getFlle(String):byte(]

K 4.6: SCPFARSSAZ 2R
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AN 4.7 Ffs 2 SO IR SR AL SO At 5 30 S B e I R 55 1 FR IR <

TEAZE 2 B EARE K, FileController st i HAL A 777K MultipartFile X}
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K, b R AR M 22 17 7= A B i 5% . FileController/E 252 2l R #05 K5, =M
HiFileLogicHgetFile 5%, i HFileLogicifl fIFileService3k f4IPFS /1 [ S04 4
i, B ZAEFileController 144 77 5 it LAStreamingResponseBody X} %% %5 H 7 %%
J 3, F B AR SR DR AE 2% 7 S BRI b, SO 4 RN IZ SO AETPRS H Y
pe i7zpzithi S
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| FileLogiclmpl | ‘ FileService
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i

IPFSService
H
1

uploadFile(Flle)

uploadFile uploadFile

getObject

oo TEWUM
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424 MHTHSHRERKENAD

i 4.8Fs NSRRGSR EE D RERARED By, BLFE SO N hRE, PAK
YhIavaXt R XML 08 377 NIPESHI TN RS, AR 52, 1A a7 )
ZE 8, Y JERFileController 5 FileService § H &1 73 4% 0o A5
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/I FileController

public StreamingResponseBody downloadFile(HttpServietResponse response,
@RequestParam("hashcode")String hashcode) throws FileNotFoundException {

byte[] fileBytes = fileLogic.getFileByHashcode(hashcode);
response.setContentType("application/force-download");

response.addHeader("Content-Disposition", "attachment;fileName=" + hashcode +

" xml");

InputStream inputStream = new ByteArraylnputStream(fileBytes);
return outputStream -> {
int nRead;
byte[] data = new byte[1024];
while ((nRead = inputStream.read(data, 0, data.length)) I=-1) {
outputStream.write(data, 0, nRead);

/I FileServicelmpl
public String saveObject(Object object) {

String hashcode = null;
XmiIMapper xmIMapper = new XmIMapper();
String fileName = prefix + idService.genld() + ".xml";
try {
xmIMapper.writeValue(new File(fileName), object);
File file = new File(fileName);
hashcode = this.saveFile(file);
file.delete();
} catch (IOException e) {
e.printStackTrace();
}

return hashcode;

Kl 4.8: SRR A% AR Y
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fERequirementVOZE X G 4% # B AR 1% 0 R Y Hash {8, 7EXF T B AP 10T e
YERT, 7 ZH FHRequirementLogic #2114 [ HHash{E 3R 15 VOXT %

IdService

+ generateld(): String
+ checkld(String): boolean

*.| + associateRepori(String, String): OrderVQO
+ addTesters(List<UserVO>): OrderVO

+ addSuppliers(List<UserVO=): Order'VO
+ updateOrder(OrderVO): OrderVO

+ deleteOrder(OrderVO): void

+ getPublicOrders(): List<OrderVO>

&

Ordervo OrderContraller
- name: String - orderLogic: OrderLogic
- id: Stirng
- user: UserVO + uploadFile(MultipartFile): Siring
- de""ffﬂ"muei Langvcb .| + downloadFile(String): StreamingResponseBody Doc
- suppliers: ListsUsevVO> e et - multipartToFile(MultipartFile): File
- testers: List<UserVO> i (Multp ) - type: Integer
- acceptanceCriteriaVO: AcceptanceCriteriaVO
- requirementVO: ReguirementVO
- status: Integer
- softwares: List<Software> OrderLogic
- reportVOs: List<ReportVO>
- publishOrder: boolean + createQrder(OrderVO): OrderVO Order

+ getOrderByld(String): OrderVO - name: String
s, | +getOrderByUser(UserVO): OrderCollection - id: Stimg
", | + associateSoftware(String, String): OrderVO - user: UserVO

- deliveryTime: Long

- suppliers: List<String=

- lesters: List<String>

- acceptanceCriteriaHash: String
- reguirementString: String

- status: Integer

- softwares: List<String=

- reportVOs: List<String=

- publishQOrder: boolean

OrderLogicmimpl B
- idService: IdService
ReportLogic - orderService: OrderService
- i tLogic: R Lo
requirementLogic: RequirementLogic OrderService

+ uploadReport(ReportVO, String): RepartVO
+ getReportVO(String):ReportVO

RequirementLogic

- reportLogic: ReportLogic
- acceptanceCriterialogic: AcceptanceCriteriaLogic
- userLogic: UserLogic

+ createOrder(OrderVO): OrderVO

+ getOrderByld(String): OrderVO

+ getOrderByUser(UserVO): OrderCollection

+ associateSoftware(String, String): OrderVO
i String, String): OrderVO

+
+ addTesters(List<UserVO>): OrderVO

+ createOrder(Order, String): Order

+ getOrderBy|d(String): Order

+ getOrderByUser(User): List<Order>

+ getOrderByTester(User): List<Order=

+ getOrderBySupplier(User): List<Order=
+ updateOrder(Order): Order

+ associateReport(String, String): OrderVO
+ updateQrder(OrderVO): OrderVO

+ deleteOrder(Order): void

+ uploadRequirement(RequirementVO, String): Req VO +add List<UserVO=): OrderVo + getPublicOrders(): List<Order>
+ get RequirementVO(String): RequirementVO + updateOrder(OrderVO): OrderVO
+ deleteOrder(OrderVO): void
+ getPublicOrdersi(): List<OrderVO=
DocDao
AcceptanceCriteriaLogic

+ createDoc(String, Doc): Doc

+ getLatestDocByld(String, Type): Doc

+ getDocByKV(String, String, Type): Doc
+ updateDoc(String, Doc): Doc

+ getHistoryDocs(String, Type): List<Doc>

+ uploadAcceptanceCriteriaVO(AcceptanceCriteriaVO, String): AcceptanceCriteriaVO
+ getAcceptanceCriteriaVO(String) :AcceptanceCriteriaVO

K] 4.10: 1T HHRSAZ 0
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‘OrderControlIer‘ ‘ OrderLogic ‘ ‘ IdService ‘ ‘RequirememLogic‘ ‘AcceptanceLogic‘ ‘ OrderService

'
.

create(OrderVO)

generateld()

return J

saveRequ'\reme ntvo
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public OrderVO createOrder(OrderVO orderVO) {
Il B SH A
String orderld = idService.genld();
orderVO.setCreateTime(System.currentTimeMillis());
orderVO.setStatus(orderVO.getStatus());
I SR vo B4, T RARE vo BAE
RequirementsVO requirementsVO = orderVO.getRequirement();
String requirementRecordHash =
requirementLogic.uploadRequirement(requirementsVO, orderld);
AcceptanceCriteriaVO acceptanceCriteriaVO = orderVO.getAcceptanceCriteria();
String acceptanceCriteriaRecordHash =
acceptanceCriteriaLogic.createAcceptanceCriteriaVO(acceptanceCriteriaVO);
/I 48 1% OrderVO #% Order A5
Order order = this.vo2model(orderVO);
order.setRequirementHash(requirementRecordHash);
order.setAcceptanceCriteriaHash(acceptanceCriteriaRecordHash);
Map<String, Order> result = orderService.createOrder(order, orderld);
Il %W Order # OrderVO {15
return this.model2vo(result.get(orderld), orderld);
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SoftwareController
Software

.1 - fileLogic: FileLogi ]
teLogl: Mieogla + softwareCertHash: String

] + user: SystemUser
+ uploadSoftwareCertVO(SoftwareCertVO): String + orderID: String

+ getSoftwareCertVO(String): SoftwareCertVO + name: String
+ description: String

SoftwareVO

W
+ softwareCertHash: Stri 1
+ user: UseVO

+ orderlD: String SoftwareService
+ name: String
B N . P
+id: St(lng: Smng + saveSoftware(Software): Software

+ description: String

+ getSoftware(String): Software

SoftwareLogic

+ uploadSoftwareCertVO(SoftwareCertVO): String
| + getSoftwareCertVO(String): SoftwareCentVO

Q, SoftwareServicelmpl
' - docDao: DocDao

FileLogic

+ uploadFile(File): String
+ downloadFile(String): By

- ! . + saveSoftware(Software): Software
+ getObjectFromFile(String SoftwareLoglcimpl + getSoftware(String): Software
+ getObjectFromFile(File): - fileLogic: FlleLogic

+ saveObject2File(Object) - softwareService: SoftwareService

+ getSoftwareCertVO(String): SoftwareCertVO

+ uploadSoftwareCertVO(SoftwareCertVO): String ]

DocDao

+ save(Doc): Doc
+ getDoc(String):Doc
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Public SoftwareCertVO createSoftwareCert(SoftwareCertVO softwareCertVO) {

11 ZHOR 56 AR L4
SoftwareCert softwareCert = this.softwareVO2software(softwareCertVO);
String softwareCertld = idService.generateld();

Object softwareCertSavedInIPFS =
fileLogic.getObjectFromFlle(softwarecertVO.getSoftwareHash());

11X BB O 44 1
Map<String, Software> source = softwareService.createSoftware(softwareCert,

softwareld );
softwareCertVO.setCreate Time(System.currentTimeMillis());

softwareCertVO.setUpdate Time(System.currentTimeMillis());
String softwareld = (String) source.keySet().toArray()[0];
SoftwareCertVO result = this.software2SoftwareVO(source.get(softwareld),

softwareld);
return result;}
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Wk 4.1872 H B I AR 55 4% 02K 1F,  AutoAcceptControllerse A Al 55 1145
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AcceptResult TestResult
AutoAcceptController P

+ softwareCertHash: Stri| | + softwareCertHash: Stri

--1 - autoAcceptlogic: AutoAcceptLogic +testTaskHash: String + testTaskHash: String

wes” + acceptMap: Map<= + testMap: Map<>
TestResultvVOo + uploadTestResult(TestResultVO): TestResultVO + orderld: String + orderld: String
+ getAutoAcceptResultByOrderld(String) List<>
+ softwareCertHash: String
+ testTaskHash: String
+ testMap: Map<>
+ orderld: String b T A
acceptanceService
AutoAcceptLogic
5 + uploadTestResult(TestResult)
| + uploadTestResult(TestResultVO): TestResultvO - TestResult
W+ getAutoAcceptResultByOrderld(String):List<> + getAutoAcceptResultByOrderld(String)

AcceptResultVO ‘Liste=

+ softwareCertHash: String
+ testTaskHash: String

+ acceptMap: Map< [y
+ orderld: String .

acceptanceServicelmpl
AutoAcceptLogiclmpl - docDao: DocDao

- fileLogic: FlleLogic
- softwareService: SoftwareService + uploadTestResult{TestResult)

: TestResult

+ getAutoAcceptResultByOrderld(String
+ uploadTestResult{TestResultVO): TestResultVO Ligte=
+ getAutoAcceptResultByOrderld(String):List<>

AN

DocService DocDao

+ accept(String, String, String) + save(Doc): Doc
+ getDoc(String):Doc
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public String createTestResult(TestResult testResult) {
String testResultld = idService.genld();
TestResult result = (TestResult) docDao.createDoc(testResultld, testResult);
String autoAcceptanceStandardld =
getAutoAcceptanceStandardldByOrderld(testResult.getOrderld());
if(@autoAcceptanceStandardld == null) {
return null;
}
String autoAcceptResultld = idService.genld();
doAutoAcceptResult(autoAcceptResultld, autoAcceptanceStandardld, testResultld);
return testResultld;
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ID:

validation ~ VALID
Code:

Payload
Proposal
Hash:

Creator QrgiMsP
MSP:

Endoser: {"OrgIMSP"}

Chaincode docs
Name:

ENDORSER_TRANSACTION

2019-04-03T06:08:40.000Z

v root: [] 2items
>0 (b Zkeys
» 1 ( 2keys

Writes:
v root: [] Zitems

v 0 ) Zkeys
chaincode: "docs”
v set: [] Titem
Y 0 { 3keys
key: "5e683884-b17d-458d-8bf1-6beaaf3sbefd”
is_delete: false

value: "{"type":"0""name":"4 § 35 & — 8" "user":"(\"name\"\"user1\",\"dn\":\"company1.moo

c\'y, deliveryTime":"1566604373000", "supplier amel":\"user2y"\"dn\;
11" testOrganizations™:"[{"name\":\"user3\"\"dn\":\"company3.mooc\"}]""acceptan
mZFUNKZ0CYoavGua3HiSnY VQKSYLX3g3WTHZ21YYgaWe
entHash":"QmAJL7Fukrgyg6Rs00CMPWMLEQVSRVCSAdGysyf9ZLABMP3" "status":"2","
wareHashes":"null""reportHashes":"null" "testTaskHash':"[\'"QmQeBASBBnvkfwhz3CLvQ
5C3LcRpKLABjfanyogddiR1\']","orderHash": "null","isPublishOrder":"false"}"
» 1 2keys

K 4.23: 8 EiT BRI
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Transaction Details

666170107fe938822737

VALID

1239¢ 4843697

OrgiMsP

{"0rgImMsP"}

ode  docs

ENDORSER_TRANSACTION

2019-04-03T06:19:49.000Z

> 0 (b 2keys
> 1 () Zkeys

v root: [] 2items

P 4.25: % _F RSG5 B AR

47 KB

AT B A R GE P OB R S5 AT VRGBT R G SE A AR E S AR
REEMRSSAT R SS SCFIRSS T ARSI IR S5 AL B s gk 55 »
BN IR S5 WOIR 55 ZRAG RV 40 2K [ A5 T RO A BE T, I I AR AT S A
i SR JE& 7 DR IR 55 mh DG B 558 8 (1 SE AT . el 52 o A kA P A
BEATHR, JPRBE L5 RS s (8 BT XL, RIS R S e R B 22
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BHE BaEBEXUS RGN

51 RGBEzmEEBRITSH

51.1 BB RERT

A E A R P EE IR, KZG B Ansible. Docker. KubernetesfJenkins%s
TH, &irHscil 7 —EiEH T PEERH B R sL T K. & B Ansible iAW)
WA AR 5575, HiJenkins i 5T ACHS BB [F 20 5 8:14 478, HiDockerHubf 77 i 1%
I, 1t KubernetesfllDockerili 2 R 4 1 IR 5o

Ansible Controller

"‘ HHE Dockerhub Build Images _ Jenkins
& Push Images
T

Hook Push & Pull Latest Codes

Initial Servers Pull Images

Git

v Push Commits

Kubernetes Cluster 0 local repo

5.1 HaE i K

Kl 5. 12 A R 48 MACRE 21 AT 57 7] Ak 55 B3 i fE.  H P Kubernetes#E B
HZ GRS MM, — GRS % MMaster ™1 5, HAN—HNode ™5 fi. FER
5 3 B T APod, WS HIR %5 R SR % B2 1T EPod 2 . 1E RGHE
ZIHT, Ansibleds il 1 £t 77 1 i Ansible il 4 X} Kubernetes 8 £ H1 (AL 28 47 7 F
BwItE. A RGKHGIHENRASESR T H, EREFERREREE, HA
A 1A R R 3R AS AR, Jenkins /il 55 2% 7EGitdi %€ € 2 45 %€ 70 32 L HookfX,
B BB A Jenkinsi® i 7l 5 8 B BT 55 AR IR EEAT T PAT TR 4T L. B4R
BT, AR A5 1R 2 DockerHub/Ik 55 2% 554155, 4Jenkins 1 1Y & & A1 55 4%
fi &% J5, Jenkinsfdi Fkublet I H X} 458 & Mk 45 B 55 3£ 17 - 2%, Kubernetes£E i 2
MDockerHub i Bt 3§ 75 45 B AR AR I BT8R B AR ML 55 il 55 o
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5.1.2 Ansible#l54k @4

Ansible 1 57 A& & 4t *H Kubernetes 8 5 1 BT A 1 S W) ia 4k, T EAIEER
AL 2 B R IE A P 2% A B B B 2%, Kubernetes 5 8% 77 &5 1] 43 N Master i & fll—
M Node T 1.

Ansible ] % H /1 thRole X il 55 23 A TH145 40, Wl 5.20178, A& Ansiblef#]
ARIE 3N, 59 Aserver, k8s_masterfllk8s_node. serverff &%t BT iR 5%
st T WIUG AL, 5T R #Docker. FCE LA DockerHubth ik, FCE By k4.
BALRBEGECE. G TS TE, kS 88 ] i Kubernetesia
TR 55. k8s_masterf {1 Xf Kubernetes ' ff)Master &= 75 s AT ¥ U640, 157
Ji Z)Kubernetes£E #f.  TiC & Flannel W 25 48 14F. 5 3IngressZ5 Kubernetes 5 4t fiy 44
1A i 55. k8s_nodeff {4 % Kubernetes 1 ] — fNode 15 sl i AT M1 864k, 47 3
AKubernetes££#f.  deploy.ymI3CAFHR 8 UM G EAL B OC R, SR A A
FEPATIIAAET A 4 H 5% N rasks o

v ansible_playbooks X {3k
H deploy.yml YAML

v roles SR

v k8s_master Nk

v files pra =y

kubelet.conf X5

> handlers prg

> meta gl

v tasks gl
main.yml YAML

> templates prg e

> vars XK

> k8s_nodes g

> server ik

K& 5.2: W54 AnsibleiI A< 45 4 H 5% &

5.1.3 Dockerfilet5 5 2

KRG S iRk 55 8 - Maven @ AT OMUE B 5 100 5 4T 6, B AR B AT 4k
TRz {TfEDocker & 28 . A 24t 7, Dockerfilef# T-SpringBootTl H # H 3%,
SRR — RN R A G B, PR T H R AN RS 545847,
A8 T-Jenkins 7E AT BEARFT AT 55 1) SRHLI H AR,
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# Builder container

FROM local.dockerhub.com/mvn-builder AS builder
COPY . /root/workspace/services

WORKDIR /root/workspace/services

RUN set -ex && mvn clean package

# Runner container
FROM local.dockerhub.com/debian-jdk8
COPY --from=builder /root/workspace/services/target/order-service-1.0-SNAPSHOT.jar
/root/dists/order-service.jar
COPY --from=builder /usr/local/bin/docker-entrypoint.sh /usr/local/bin
COPY start-service.sh /usr/local/bin
RUN set -ex \
&& chmod a+x /usr/local/bin/start-service.sh \
&& mkdir -p /root/logs

EXPOSE 8082
ENTRYPOINT ["docker-entrypoint.sh"]

K 5.3: 1T 5L AR 55 Dockerfile il A< 75 A

WE 530 NAR RG] RS H T A BT $ IR 55 28 4 AR B Dockerfile
Ko T HAELZ2MEERE, ITHRRS RS ITES RERSFZIBITHMADH &S
g isAT, XFEEIEAT 4 b R A 6] e] PAT SO B A YR, AR
43 1% A it & A Maven 55 [fimvn-builder 25 1 A& H AT B E HF 8. NIRIE
BT G —, & R Gk Hdebian-jdk8RE N iz T Rl A 48, 7EH T Bk
ZB B, PRARRY 5 S fEbuildertR A8 H B 4T 6L BT PuATjar, A T
ITjartl B 45 NI RIS AT 518, A 38 DL 21817 548 I8 A IRk 55 Ja 310 A start-
service.shfll 25 4% i 2l J5 BRIA AT I A docker-entrypoint.sh. - 11 F0 iz 5518 FH 8082 iy
1, #iDockerfileHH 12 &% Hi 75 74580823 11 DAL FH A I %% 17 17

5.1.4 Kubernetesi& i Deploymentf##f

AR 7 g0 7 Mk 55 ik 55 35 15 A Kubernetes H [/ Deployment/E 20 78 4 5 H 3t 47 35
% . DeploymentjeKubernetes ' Fi Kz 47 TO R N B —F%F R, Deploymentifi
I YAMLFC B SCFR IR0 FH 2 P AR FPIRAS , XMtk AS B 45 mT Y Bl A AN 2
i I 5 RS R W AE 5 %%, 51 ADeployment)5, M55 iR %5 m] SEELF- ¥ T+ 2% 5
PRI K4 e
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apiVersion: extensions/vibeta1l
kind: Deployment
metadata:
name: order-deployment
spec:
replicas: 3
template:
metadata:
labels:
app: order
spec:
containers:
- name: order
image: order-service:20190401
ports:
- containerPort: 8082
resource:
request:
memory: "128Mi"
cpu: "1"
limits:
memory: "256Mi"
cpu: "2"
livenessProbe:
exec:
command:
- cat
- tmp/health
initianDelaySeconds:15
timeoutSeconds:1

K 5.4: 1T ¥R %5 Deployment it & 147 K]

SAFTRNA ARG8T B % Deployment it & S 2. YAMLA 3N
B R AR R T e N PRIEARSS = T A, ARG B SR T BRI 55 A SR
ARG EIA, HABAERH IR 55 — R N2EI AR, ARC B S it containers H %
JE TSR R RS R RS BEAR IR FIE AT 0 12545 B i i 55 48 TR A
2, SRR SH WS ANBLE. resourceHrequest J& MK %A 4 /5
PIRRACIR, # 5 Z1a17 a8 200 0 2156 R BRI AL request/& P 177 5 o
ResourceHH limits & P 1% 2 78 B o B0 0R I B PR, a8 fEis AT I BRI o5 58 Y
i limitsJ@ M ECE S8 RS M, [F B Kubernetes 2 87 H A2 — 1% R 55 52451 DA
PRAUEAST FH 250 SRR S R ZER. Dy Pl BT I 55 A B 111 3 B0 55 b W, R3S
BB EAARYAML A, 43S fR A R BB A JC R B, Kubernetes2y %
PZ AR 8 I — > S

58



FhE  BELIE RSN
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4

Ansibleds il JR 55 8% B W o= AR 45 %8, 14b B OS2GH TF, 20GHE £,
Centos7 &5t

Kubernetes& B 3 7 &1 5 W = IR 5% %, 164 FE 3364G 17, 200GTH %,
Centos7 &4t

Kubernetes 5 5 M F7 55 Fs W = AR % 28, 164 HE 3864GH 17, 200GHH %,
Centos74 48, 26

TiDBR 45 % N IR 5528, 24bFHERAGINAF, ITHEAL, Centos7 &
£

Redisfii 55 %% RS RSS2, AMbFEER8GNAE, 1THEAE, Centos7 %
4

IPFS ik 55 %% R = Mk & 2%, 44t 3 JR8GIN A7, 200GTE A,
Centos74 48, 26

Fabric 55 %% B W = MR 45 8%, 44k B OBR8GIN 47, 200GTE 4%,
Centos7 £ %5t, 26

FES. /N B A& Al B, M S BN T . 3R 5.2
B A R G0 &AMk 555 FE AT P 77 2 A R IR AN B E RGOS AR RGHE
ETBRE RS, 2 HCentos7THE RS Ansibleds il ik 55 28 R 7 47 il
AEGEE A, #oaT ik HBONE BRI S5 45, Dockerhubfii 55 %% TPFSHR 55 4%
FFabric/llt 55 7% K HA7Aif 75 K By DL A S /7B I B4R =7, Kubernetes®ERE 1 = &
M55 2R TFE AT MRS, BB 5 N A7 7 SRR
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522 Bk

BT A I Fh B 2 —3F,  BER] LSS UEARAS IEmf e, tn] DLORREAR
M EE A FE AT SR, A [l I A R S B B AR il AN R 48 3 ZAE H JunithE
ZRSE R TTIAR,  [E A 4y 5145 F MockitoHE 22 5 Moco T 2 R Tava il 55 1
SHupk 551 H [41]

KRG KRS AL, AT RS 2 Z5EM, — 5 NDao)z.
Service/Z. Logic/ZMController/Z. FRHE H Gl A S e/ N T Lo e i, 7E
WA FEA BAR RS, F FMockitotE 22 FiMoco 1 H T B A U At Al 25 58 5 6 U5
VSR A, XA R T R 2 AR B L 5518 55 (1) R .

A R G0 ITIAR 32 B M Dao/Z.  Service)Z fllLogic)Z 40 7l E F. [R5 )2 5t
M AR, IR S A A F. Dao)Z 5 U B S IR T A H,
AN S R BN M S TEVEIERI M. ServiceZ M BT AR E R E NS5, B
RE AR E G S A EHE . LogicZ Mt S 5 RS, SN 5
N5 S ER S

R 5.2: 1T RAIE TR Tl U R

BTG BT A

UT-Order-Dao-1 testOrderDaoCreateConnection()
UT-Order-Dao-2 testOrderDaoCreateNormal()
UT-Order-Dao-3 testOrderDaoCreateNull()
UT-Order-Service-1 testOrderServiceCreateNormal()

UT-Order-Service-2

testOrderServiceCreateUnConnected()

UT-Order-Logic-1

testOrderLogicCreateNormal()

UT-Order-Logic-2

testOrderLogicCreateEmptyName()

UT-Order-Logic-3

testOrderLogicCreateEmptyUser()

UT-Order-Logic-4

testOrderLogicCreateErrorTime()

UT-Order-Logic-5

testOrderLogicCreateDuplicateld()

UT-Order-Logic-6

testOrderLogicCreateEmptyRequirementVO()

UT-Order-Logic-7

testOrderLogicCreateErrorAcceptanceCriteria()

3% 52701 AT % Z BonllA Bl veit 38, vddm U el sitt,
TEIAEE A4 S n] B M a2 LAt 1 15 7 B AR R A, OrderDaoAH 5% #7011t
BB AAS I B P B 1 5 95 UE PRAF AR 2 48 OrderServiceAH 5% HL il i 45
BT ARAG I 1E LR 5 SR UEDao /& AN AT TS DL AL HEE . OrderLogicH ok #1T
MBI RIS AR 12 4, B H B OLE AT R B4, IR .
WA HIAAGIE WWHIdER., IR R, T RSG5
IR Wb VHE B4l e R

60



FhE  BELIE RSN

e 557917 A D RE TR 45 R 1B, DaofZ 4% 1 i T8 e 5 Bt Ittt
TR HAER K, HAR BTN IR S AN IEE TN e ARG R ST R,
BERM AT e AT ouiil, 2 B ocilaoR RE Al ad, 75 20 dr RaE
oL, MRS SERRE DB ol 55 AU B Tl A,

(¥ OrderCreateTest (com.mooctest.blockchainmiddleware) 3s254ms
@ testOrderDaoCreateConnection 424ms
) testOrderDaoCreateNormal 494 ms
© testOrderDaoCreateNull 917 ms
) testOrderLogicCreateDuplicateld 137 ms
) testOrderLogicCreateEmptyName 124 ms
@ testOrderLogicCreateEmptyRequirementVO 144 ms
@ testOrderLogicCreateEmptyUser 175 ms
@ testOrderLogicCreateErrorAcceptanceCriteria 172 ms
® testOrderLogicCreateErrorTime 195 ms
@ testOrderLogicCreateNormal 201ms
¥ testOrderServiceCreateNormal 125ms
© testOrderServiceCreateUnConnected 146 ms

K 5.5 1T A1 T RE Tl S R K
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I H Az DNRAT B s 11 A el 5 3R [0 R EAf
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LTI KIEPOSTIE K, fERequestBody3fi 5 IF % B 7 o Hi
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P B3R ] SOOIR A Al U i A
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B ) AT 3R [ & B AT A SR B8 AR R Gt i i ik [l S 8O AT A2, @
itcode F Bt R /RHTTPIR A1,
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B rass REH, EEIREEB401
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