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Abstract

Android mobile applications occupy most of the market with the rapid and iter-
ative development mode. The fragmentation of Android system and the diversity of
application scenarios pose new challenges to the quality of mobile applications. Auto-
mated testing and crowdsourced testing are two effective complementary approaches to
solve the dilemma of mobile applications’ quality. However, the current crowdsourced
testing still has some problems, like unsupervised process and uneven professional
quality, so it is necessary to introduce guiding technology to further improve efficien-
cy.

This paper proposes a technology of guiding mobile crowdsourced testing based
on fusing dynamic and static program analysis. Automated testing framework from
MoocTest is used as dynamic analysis. Based on runtime logs and component traver-
sal, application scenarios triggering exceptions are extracted to guide crowd workers
to recurrence exceptions on different devices and in various circumstances. GATOR,
an Android GUI static analysis tool, is selected to analyze the GUI changes from the
aspects of context-dependent control flow path in source code, without running applica-
tions. Static analysis gets GUI changes from source code. Window transactions which
are uncovered by automated testing can be extracted by comparison to guide worker-
s to explore new exceptions. This technology tracks the completion of test tasks, and
implements personalized recommendations for test tasks. The recommendation system
use different approaches to calculate paths from current window according to different
types of test tasks. Paths triggering exceptions are calculated based on pre events’ se-
quence, while uncovered window transactions use the shortest path calculation. Using

information combined with the screenshots and text, workers are guided to execute the
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sequence of operation events in a single window transaction, quickly completing test
tasks. At the same time, the test task recommendation system guides workers to form
a collaborative relationship, filtering the test tasks that have been completed for several

times and balancing the overall test effect.

This paper has carried out experiments on three Android applications, namely
”jiandou”, “jilebu” and ”QQ vedio”. The experiments include unguided crowdsourced
testing, dynamic and static program analysis guided crowdsourced testing, and crowd-
sourced testing only with guidance from automated testing. Results show that the
crowdsourced testing under the guidance from the dynamic and static program analysis
can trigger an average of about 30% more exceptions than the unguided crowdsourced
testing, among which the unverified exceptions are reduced by 50% more. The tech-
nique proposed in this paper improves code coverage by more than 20% compared to
crowdsourced testing only with guidance from automated testing. The results show the
necessity of introducing static analysis of Android GUI. A survey of crowd workers

shows that 86% of them are satisfied with the recommendation system.

Keywords: Crowdsourced testing, Automated testing, Static analysis, Recommenda-

tion system, Test guidance
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CAERMIT & BN HITR AR, BN 322SR
ARSI AT I 2 2. 2009 4, Chen%s A [28]1087 14 s 4 Hi 4 A BL B AR
FT-QoE (quality of experience) M, J¢T R/ AT AR B AR NNAAE 455
LAT A8 FH AR AL AR SR I 85 2 5 o 5 1) I, 3% 20 s R SR 0 3 R i A R
Z—o LivFgE N 291 B OIS 7T IR 256, SRie 45 R A (]
PR AT DL 25 PR AR A, H AR A AT FH 1A 1) o B ARG T4 e wT FH A 0K
JifE. Komarovi N [30]N&h 22 0 AR AL 55 58 Ut 8] 45 % 26 F0 — 8tk
77 THON EE AL GUT Mk 545 G 550 S S, uE B AV BLGUII R 1 n] 477, B
AREFAR RS SLIA BT RGUIN . A5 A 45 & A A F AT B T2
ARFHIFETE, FHIH LR B PG B B R, Tl FHz 422k A AL
BLA) 78 A 77 2. Chrome A =] LA B R & E 77 5K [31], WSk A RGBT
NP Rl e, BCRBERLER RS &, DU 2 . B RAER MR 7
SRR 7 B e ) e R AR B S 1 BRI AH S5 &, TR, Firefox 554
] O 58 R B S B (321 331, 77 i B FREAS B — e R L. Aok

2web.cse.ohio-state.edu/presto/software/gator/

i
1t
N




B OMRIAE

U, HArA B D% 0 N T AT QOB 1k, T HIENI . GUII
s PEREII S W 9] 2 Bl 22 T3 T o

B0 R8BI FH R0 A B R A i 5 % Bl BT AR R R R T 52 B DG, 2 7
2 sl R e I RE S PR G, Khan [34]7E Ax B AT F 1 A 52
fiti b, WEFCER R AL SR A AT I, RETAE BRI, RSB R 1
AR N R B N I Sh e 5 T IE, NS R b RS A
TNSERE s 5 VIR, Maria [35] AR N (R SE B A G A Fh dic 86
MR B, BOIRFE S, BIAH AN LT3, W RN R EA
SEH A R A

ST AAAEPAFIA P TS R B, R 2 (12238 T 06 5 A B I a1
St 5. Mantylad N\ IR A AR TN R AT I 8] 2 506 P alas SR s, se
W RRY], BN G RN K 45 R 0 B R R R AR B AL () R DUE
RIS, S22 AL TN R B AF A 30 A2 77 5 . ERANE N 3614
AR & A SCA, R — Rl T RER M A AR 5 72 5. Yang %
N [B7100 G 3t M o A It O, MY IR 3 BT BOR L 3R
ME L, GBI AR & PP TEESE N (38R SCA ik 5 &I
AlE, A SCRECAR IR SR AE B 0 BT SR AL PR RS AE, $R M —
b2 FRPAE R 15 B 3R T A FEAE SR, QuocEE A [391U 472 H —Fh i O Ik 3 75
Wb T HERICA, % THMM L5, Rk & bR, L& 5
RGN S B R, 51 RIS VAL, SRR AT SR UERI IR, RmE
R AL B i . T AR KA SRR I N S R, BT 3N (914K
5520 5 AR BMNKAR DR IR SCHR, bR 4 AT AR AN SRR et O, IR 3
AFEAREIM BT & P SEPRE RSO, SREMARE TN WHAES. Gty
BAFPPAS XA, A A IR U RE

HIBEE R, HAT, BF 70 4R 0 A2 A B IR e A A 8 735 IR T X
et Y ARER T, I £ SR Y i A Ak P AR AR YR T AN 58 1 AL
fille FEFIXFEMIUIR, ASCH RGEH — P AR IR AL, ook At
TARE TS AN 55 B URALE], A B RE M R PSRN T, D>
AL A S AL AR, SBEE AT RS S N A el i

22 HERG

LR R ERWERIPI & S ERS NP SN e v S VAR Ly (A =N DN ETES 3
H OB BRI M. W RRCR 15 B AR R e S iR KR A
BT XFEMIGOL, R RGNS A [40], W H P AUE BAEOCES, MR8 H 1)
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BE O MRTAE

ook M, SLIMEIEAE X SRR TME BIRELG

—HLUK, #HERGHW I ERZEA R RE, EEERGERER
8, Pazzani®y N\ [411/2 45, HNIERE RAE HB LR S JEH L, Breese®s A
[42] PEAAS [F] 3 38 55035 06 1 Bl [ 4 35 0000 S FE 0 528, Herlockerss A [43]1M\
HEAE I B AR 2R T F00I0 0] P A A B S5 D7 T, 0 A AN ()W ) o 0 4 e R vk
AdomaviciusfITuzhilin [44]/s 45 H i H#ERE KRG R EIE N, i BEERAN
AR 7T, AR FEISIEHEE SRR R B St R T NEHEER
VRO A IR T DA 4 B0k A P S5 e

EIE R KR, fEREERE Y I 5 kR, HEE RS
e, BRBAERHE-PWEE, BTHS. LM, E45 R U
A PTAE, XETTMARMEE RGN A R EER TSN R BRNA4
BRI A /] Bk BB AN N oA P ARZE VRS 20 B DL R N 22 4
GZATTI, XA, SO RLR B SR Bk TR & B SR

Hrp PR e HERE (Collaborative Filtering Recommendation) 1E4 H fi& A
F BB AERE SR, —ESREIR G| T 5 AR F A T ) 5

221 thREEGEHEE

ip ) e R AR AR 2 T L AT R R, ARSI I D seAT v il B
TR R AR 20, P OB, SRR R BE T, i
2T S S SRR FE [45]. PRI PR SRR N AR = A TR R B
L PEHERE, T4 b K O (R D8 HE 27 LA S 2k MR A iy (R e 37, T T s
A G LR ELE D 3R

VAT 2 P R PR (TtemCF): LA s, AR FH 7 1 3 56 4R
TFAT TR ok FoAh ) b (K R A R . TtemCRAR & P R F 46 3 T LRI 2K
B, D AR B AR m IR R, X Wi AR e i 68 DR 23 FH P o)
Yo BRI ls, DAL, P AR SBIRA T BEJE T R G LR R R 22
o APV EORE H P Fon i gy, AT T R SR A AT RE P A
FLT- W ot ) i R DB A R T IR AT JEAR, SIS B AH 570 i HE
T HAHEPIRAE:

(1 AP s sl se. R9E AT 8RB - s vFos 5§
Ko PR R TSCHEGEE LI AT O, A A FATONIRE, SRECH
XA R s 0l 4 R P

(2) THEY) G Z R, B TP 0 D[Rl e g SR s 5K
5E SCP) SR i TR R ARABA S w; [46]:
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B MRTAR

wyy = D AN 1)
ING) U NI

HANGORRERY S P EE, NGREZEXRD R HPES, FE
XA SR P SR A T HING NNGAER. WATURTRL, 75X dhil)
P, B2 NS, 20 i i AE ACh B ek ey o

(3) TR HAh A T ) E KA . A1 HT 7 7 S SR S AL, %
W U R AT RE A HERE L P R T A AR VA AR DL A A Fu
X i ) =R P [47):

Puj = Z Wity (2.2)
iENu)NS (k)

PN P W SRR, NAREH Pu g meES, SG.k)HE
AN i A AL KA ) B S, wp R R A S A LR, 3R s
Pt Y amif) SRR EARZAIGOLN, WA X EEEVR 4y, T I
WIS, SO EEAT MR SR oL, XTIk, HEFE SR & B, IEUETE{0,1} 2
6] [48), & H X omid B3, rg WL

(4) AR T, Top-N [4914HEFE 2 % WHIHER T2, AR 58 B ) =%
TRV AT HE S R TN bt AR BGHERE B 3R

2T H P A JEHEE: (UserCF): 53Tt R iEA R, 2T
P B R JEHERE DU P oG, tHE S P OGBAHRL PR, %
BRAH ALK FH P AR B O 4 (R P e e 2R i P . ok SROD IR HE

(1) A i dacsR. R4 0 1 P R SEHHERE 1 25— 22

(2) HIE2B4# % (Nearest Neighbor Search, NNS). %t F —FHAHALE A 7
%, S5 4HTH P Am I AR UK (5010 5 WA BLRE T AL dE AR o
FRABLEE . B IR BRAH OC RBUMAN R 18 R85

(3) M. SET Yo E e SEE— 2

3ET AR PR JERE. T H P 500 2 [ P e fm b 24, 256
AL A 22 o A AR, Fotill F A P 5 H A Y o TR B A 7 5% e G HHERE R
G5 SIS, BRI THER KRG K Byl ) BARAHE. REH
L RBEE, BIRETE, MM S,
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B OMRIAE

222 ARB®E

R — B FEE R SA T A i 2 o P R IE AT T
P S2AT 9 Bt 58 ons A e B ERE 82 e Dy — N P S AN TR A 9
T [FRE, B E e SR SR AR — AN ah R 4 FLAB T 7 T VR Bl R
g LR 7 58 LR W0 i ) 3 9 SR 1) o

UL R B 1) FE PR

(1) HPR RSN BT RUPAMEAE T 2 AT 8, BRI TEERSRBUE H ™ (1%
B, SEOA SR, AERXAEOLT, FTRLE e i B S RE R

(2) Wb R 5. RIS, JCHRE TV R RS AT,
WD ERABERZ LG, RGPS P KTz AT v EdE, Hit
Y it V% 3 SR P it P J K 0 it 7 45 T REREOS R A P

LI R T AL A

(D A PEME S, MR % R s AL B ENHE S Dok B 1
Al AR, Tk, R B AOSUHAER, WA RRE H P E 2RO
B ERE, B0 RGUEIRBUE S, S A G b 24T
Ne BTHBREMELR, HP BRI A REISER, FERYE B &S00+ oAb
FHP OSBRI bt S F 08T L (ROREDRE B3RS (511

(2) DAARMEACHER RO 7 v SR Bl i) dle e rb 5 LI — b0y Ul A2 17
B P AER AT 5, NetflixSE N [S2180 R A SR, w8 il BergHT 7 3 #4
IV S PRy, R HERE B A2 P IR K

(3) ALY GRS X, XA LA 7 dt oIl s, 1D
OB P IR L i S, T REET T IS, A D SR AT O e, SR
BUNHT I 2 0 B, e U SRS, TR, & BRI B
R %L, — BORUL, RS DB ) i SR B 2R AR
DXk A S — s AT

(4 a5 B, MRRYDE 7 R B . X 2 TP a6 ) A i 8 5
2, TR 0 53 S2AT N TS TRRACLE, P v R B AN O
FEE A, R R BERE S T, ARENCER R AT O EE.
v JR Bl i) FURT LI I T R s 2 T RO AR ADURE A DT et B HERE LR, — RO
Ay RV R, SR AR SEARLLEE (175 3005 2P dh 2 8] AR AR L [53).
Y it AR B IR AR SEARALLEE similarity 4p tH S U0TE -
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B OMRIAE

S A: x B,
A-B lgll

ANBI ~ (o &
EI(AI') X gl(Bi)

similarity,g = cos(f) = (2.3)

AN F B0 & 1k 5 SV ih, KW S ATIBIE 45 g oxd LI Je 1%k ) &2, A AT B 7>
AR FEANMFEBRA A&, LAREASRET, Py &k A 18] i R 52 (B AR
NEEWNAD MR Z B Z R RN, RZESLL, RABT0, RUIMA R
ML, RIZAEHGET0, RAET 0, RIS [ ik AL

2.3 EAENG

AR EEENFEGARCH RN LR, S, B3 8 sl
2 ST UL HERE R G A RIS IO 7T, £ AR, AR+
AN B U4 LR T R I Il o B 5 AR, XA i AR
Pett, el A ot TS S, HETE B 7N AT Ak
WEFC AR (AL, Al DA B AT A AR B I AL i A DAL N T2, B8 Ik bt 528 L 2
SRS T AN AR TR e AR, AN &S T
Hooptfr,  SEDUBME R A B B

14



B RG] SR

F=F AXBMASISER

K BRI T B SR o i 4 G R S A B IR 5| BRI TR
Bt BAMERR B AR W EB IR, 43 Bl SRS R P #1045 R 5
TPARENAR AT, DA B 7E B SR Z R, bl B e 5 N8R
RELAHRE G, HUKRAME, SCOlmE R @GR, R A I,

BBty (8 A HAHEZE S & o A A P AT S 00, SRIE 3l
M R i o 5 B RIS, IR DAOY E 2RSS, 51 AR T AEAR B
oy ANFMENRUER . FN, N5EE B Mg R, SeOlE s 7 8
I, ZEAREAPITEFHIHOL T, MAndroid GUIFFZS AT UM B, kT
REFP PRI BT AR P GURIRAS I A2 AL, SRIUH P S8 B i D AR O, IR 5 BE
AR B 3 1 Dot b, SRECE Sh AR B i A & Bk, DLH OV
BhINRAE ST, 91 S A D NIRZB 57 H . IZBORAEAL G0 At I it L=,
SEREEAN MNP0, FRmIE B %, SEI Android N FH R Py BE AN 4 T 5
T3

APK

SIEREIA
Wirss

o
[ompee e
5ISREIA
REHFRE

M 3.0 A SEAR MR

254G MRAE S5 0 IR LRI A SIS 51 S ER AR T 5, A SCIR T A B B FL Ak
TR 2P 7R, AL 551 K & $E 52 7l Android N ] Fjapk i, B AR AL FH 55
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FEE BRG] SR

P& H s HEZE AN S 20 M T LGATOR, 73 A MBS P istr H S AT
BHIMEIMAE, M T N AT HGUIERL, R A [ S50k N 7 O Bk,
AL S 3N Sy E AT R A i S T TR OBk A O SRRt
B B IEGERE  pEE R OBk CR SRR E E OBk LU GUIF:
0Tt B s bRk 78 10 & D BkEE CR SCRFR AR 78 55 6 1Bk D.

LI 9 A0 A 78 26 o VB N B RPN 5%, HHEFE R GUARAE AN [ SR AL 1)
T B R, 3l AR AT 55 HERE RGBSR B I R, JE AR Bl IR
FEEE, MAVEL TN I SEATE 45 SE B L, T 224 A7 Ak A AR LA 34T 45
Mm I FERE, JE T Top-NFI 7 siHHNNRAT SRS K. ZEAR NI AT
2 #R A A B AR, IRIEA JE O E SR 2 IR HIMTE S, ZRESRIEE R
G ORRN”, SRS AR R B A B S MR, R AR TN (A
TEBCHIME 5% Zo

R AR £ 4 UL Android SDK4E i T £ Il Android N F F2 /7 R, AR 48 24 5 I8
RS HIRA, ETFABETAMHSATE D, RAAREK A E OB 2,
H AR E OB N AL, S8R ER, 51808 T APATINRFE4F
FEA, 43 S SEELINE 48] 1) 52 BRI BT 53 (PR 2R

il
it A 51 @

D/, E 7 LI A
st B 6 GUI R NRESHE ESTHE
o
— RRRBEEN
=c)
GUIRAS M e o

K 3.2: T EE SR T E A R S AR B 5| S RORHESE

3.1 EHTFGUIER MK

G AR ITFE T, v T 68 B A AR AR AT 548 SR B 4R B sk
SO, F RIS IERAT e XRE G AT & R B RR KRR FRIR T35
SRSCRY B SCAR IR LA A A G A R 1 B K P AR SO H — e 4 A,
R BER: KET-5hE AT 0T 1045 B4 Android GUIELRY, DU g
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B ARG SRR

AN Ak 5 R o E BT SS, 51 RABE T AEARB 5 R
W5, DLEASGUI AT A 78 B R o5 i DBk AL N B T %, 91 @B T
NRZ B 7

DRI, 4 22 Android N B B2 75 FRIGULBE %% A5 28 2 38 AN 37 R S B (1) 268 Al
R332 M B Ab HE R FE s 7 B, AR 550 SR B EEAVE S & A% Android b F 2
Frapk, ZEARMHZENF G 3R T A 5§ S50 T EGATOR, 437l fi#
BT AR . FH R rapk, 2 BT HEACEE T B MENT &5 3R, A2 Bfer U B2 FH I GUILB 4% A
A, RBEALELHE B S A R AR R R il T Bk ok S
BRI LA R ER S At B S AR 78 1 R 78 55 1 ki, 1% =0 7E3.1.2,
3.1.3LL K2 3. 1 A vELR A 4H.

A 33

GUIB S BHO Bk REE
BOBE
B = ey
APK BFEAHE @ GUIEE!
@ @D izt A 451
B ZE R BEEHFES >
El TEEOBEE

BFETAS

3.3: Android ¥ F 2 GUIF Y 4 a2 i 2

3.1.1 Android#d%4351

R T A B AR SN A GUIFR S A et BB, 7 fe 4 TAERY
HIRFNE, AN — N Android F 4t I AH SRR

RABEDO: Android F 27 B £ > Activity HAHHERIFE R, ActivityfE A
U B, AR A A . AT —A>Android 7, MK (View) & H
ST AN [ B A 0 A A B, T Activity VB DN 24T LI A& H, SRS S
& X — N Fh1H 5 PR 45 WindowManagerService (WMS), & AF 42 1), 4
5 Activity 2 [A] ) 22 t.  HHDialogMIMenufE AP AP E WETZAE, X 5] HAD
B EEMENIE, FERE W AT N, A Re Ml 1K P Fh % AR 24 Ji At
[ s 5 B oK, Android 4 1X 5 i 2H A4 8 UM B A8 7E AL T T Activity _F i+
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F=E ARG FHEAR
W, HAHE DR SmE ST AwRIE A0 “Hwn” ARERMAEF
H Activity, DialogFlMenuff]SEA&ZE,

EH: Android N HETFHMABIERGEFMHMHP L HEM. REFEMHR
AT R A I, T RA N DA URR: bR RENE R 4ok IR (B b g%
FZHomeBa i [0 F ML [ L AR PR ER . 2 TGUUNH - &2 B NIER
YRR A, Bk B A TR R TR B AR,

ElEEE: FE T E R, Android N AR 7 P I REAN LA 7] R G it 2
L3RRS, RGNk 8 H S, S P PAT AR SRR,
fl R ARG T, ARG . RIS R, — DNFEAM AR — R
YRR ARG G E 1 Bl Bk 4L

312 LTEBEOME

BT Android B J A2 P AR SRS B RFAE, T 7] Android N FH A2 Fr 1 H 3146 1
BURE S P A E A M AR GE A, DN AR P T AFAE I . ey, g
AT B S A SRR AS (R P SRS 3 177 DT AL, BRI FH R P AR L
WRE, SRR L F AT IR 18] I GUIBE AR AL,

R R

|

[
[ NodeZk
i #HEdge iR 2EaE —— THENode e

BRiEE O &
X
SKERBURE S # bttt
B KL BIAGE iy EdgeidRA)
: TN AIEdge — BTEIBAKTF
i TR TRIR/NT
AT s IR Edge
l
HE#fimage_url

B 3.4: 538 T 1Bk ab 3 A2 A

AR FD 5 1) B SRR, ZAEZE LN Tl A 4 B,
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B RG] SR
Hﬁiﬁft%%EPEﬁiﬁ?)\%# KA LA et Py ik, Ay B RENS 3 I N2 FH A 1y T
A T R prA A, SREN AR AR SR AT, B3
ﬁ’ﬂ‘E;mE%{'ﬂJﬁﬁ%#Ff?ﬁJﬁ%ﬁ@lﬁﬁ{)ﬂhﬁ%#ﬁ% AiJ i) Android U IS AT &, 1X
L6 T T B AR SR AE (K A BT IN [R)BAn 4, ORAFAETR E AR H T R E T
H SIS S A AR, DT A B S A7 R 2 ISR X LS S, P
RN SRR PP R GUIBk L B, 113,40 o ke i AL 3RS, I THIKE 7
A 4B B B K BT A

{
"time":"2019-02-15 16:25:54,885",
"type":"CLICK",
"message":"Click widget //android.widget.ImageButton[contains(@index,'0')],
bounds: '[0,72][168,240]"'"
"activityBeforeAction":".activity.MainActivity",
"activityAfterAction":".activity.MainActivity"

&l 3.5: B F A% oX

B, A A SIS R B B HE 28 CAE 3. S A ol T 2
A “time” FBACKRIRAEE A KM E], “activityBeforeAction”
HI “activity AfterAction” 10 F AL R FHFE 7 ok 3 D484k, “type” FEL
REFHLA, “message” FBEMVEARH B EAEFAE RS, XN TARMERIESR
BN DA F Bk Rl R F A EME S, K318 Simessage T B 1) il
HH A% X0 B ) A R

R 3.1 HAI S H S

MHAE EHER xR

Click Return button because this page has done IR B gR [A] | —20 % O ARG HEM

Click Home button has tries more than 3 times FEFTEma R, 4%ZHome SR HHM | REFHF
FAREFF 81 2] F-HL 1

PL “Click widget” FF3k, 4Ll “Click widget FHEAME DAt AR | AP R

//android.widget.ImageButton, bounds:[0.72][168.240]” bR HE

WP FEAE A, R LA [ B 1 45 8 A7 1 B sh AT e sk I GUPIR 42
M. G =<N,E >, Hrh.
TREAN: AndroidNH EFTH & OES,
BEEE: HMANE OBk ES, XN TEFEE —%e;, HXTMAH
SR R E AR R 0 AN M, IX PN AR & T '5%/\N DL Rin N
B RS n,NERTT R, E RO RAEIE Z XA MIUE;; = {e1,ea,...}, [HEBETE
FKINARR P FHAAE BEBAH
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B RG] SR

B FARAEE S5/ 2R 3.2F17%,  source_nodeFlltarget_node ) I 77 A2 4 7
CFEHFRE T2 FR, event_typeid e FFFRAL, event handlers XN H B4
FHHH Hmessage, RAFFHAFFEAME S, image urlB 4 F44 5 R FE H Ag T
A AR B0 97, 6 T ik o S I A, message FBOILE 7 HE, create timefi
AR AR ], Bd A T B data_type 7B, H T X /0 GUIER 11 5 1
PRI RA, HpoRRARE ZE Dk, URITEE Ok, 28R Mk 751
I FH

R 3.2: GUIBLAL i S 1) B ARAE it 45 4

| 515 | sem K | &%
id BIGINT not null;PK
source_node varchar(255) not null
target_node varchar(255) not null
event_handlers varchar(1000) not null
event_type varchar(1000) not null
data_type INT(11) default 1
app_key varchar(255) not null FEFARIR
image _url varchar(1000) not null 5 ] Hh ki
create_time TIMESTAMP not null I 1) 2%
message varchar(1000) not null SR

Hk, R RS BT AT TR S R R 7
TR 75 BEHRAS R AR B, b TF R R TR B4R e o T
fe. BULATIL, WeiE— A RAAEE HIWEEE RS, TR E YR
SR MPAR IO, AN S AR B LR IR (S B — R E
PSR R, T BB R, MR TR TR A e R A T
MR AT A R

BIIE, 2R B AR P 0 S R . 1 B P TR 2 2
VRIS oA B PR R 2 RE AT RS, 6 DU BT T 5 S5 P A2
T AL RO AR RR, FRATHRE 2430 AR (7 CALRE, BN
STHLF P SR AL I B, SR R3] . RN, RS
PR 65— AT B R PR (5 , BEA Out T SRR S 1 2
. R RS B A ED I

(1) ISz IR ESIRP = (prpi ) T ALE— B
Blp,, FSCHE 4 Rns, HSTT DATE L R i S B R B — Feder, 36 e, TR
i 0 K Fon, LR s, TR py e IS 36 &
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B ABINAE SRR

(2) FRiER A HEA R M — A Android W & 1 HHAELS 2 ANH
PR, BB BATTAART 7 WA b 1) Ak 8 TN AR AR DG 2 AW 2 6T P 28 LA
H 2N IHRTE “message” 7Bt HP X R AR AL bRAE 2, FRATTAR B 48 B %t 2 1y
MARE A, FIRAMAFME R, B AN, B AR E B E
BRBH BTN T RGEMHA K AL, W EERAT A 3R
JRARE, AT A E

7853 R B A F2 o I RE P e AT R e HE R AT A AL TN
FRMARIAET, 2R 0 3 4R .

FI3.6/B RN LT “fiE” o, 3020 IR S Xt B )k

APXEEH
Click widget search_button, Click widget FrameLayout, Click widget FrameLayout,
bounds: '[372,87][516,231]'  bounds: '[12,1001][348,1582]' bounds: '[12,1001][348,1582]'
RGEH

Click Return button Click Home button because
because this page has done has tried more than 3 times

B 3.6: ARG AR L RS s AT 48 A

3.1.3 A B

Android N FH AR FPIg AT IR A AE =R, 3G RURE e i 5t -

(1) RuntimeException: Java¥ii 2 1TH 75 FEGjvmiB H, W4 75
&, TR H B 5t Javaifl FH k.

(2) ANR: %5 RGE93% s 7 A M B W DRy BLE], B 1 NI AE 3=
LA BRAE I Al A, R PP A IS [8) e I 82 7 A
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F=E RG] FEAR
(3) Nativef& 5 7% : JEJZAndroidHEZLH1 C/C++ 1A 1 1] T S AR Y 2]
HiRfET, BFHTRmBICROHERE S, ORFERES. FaraatRIBELL
IR AE B
WATREEN FHFEFig 1T 7%, B35RuntimeExceptionfTANR T . Nativelfi
&7 5 VE N Android HESR R TR e, AN B AR A B0l A o dr e, &
ANSCERAR IR 7 A
{
"id": 6913,
"type": W,
level": System.err,
"LOG": Caused by java.net.SocketException: Socket is closed

"time: 2019-02-15 16:26:06.246
}

& 3.7: BT R H S5 A

Hal MR AE S S R P 2T H &, &% 0 EK R E3.7 fix.
N FR T JE BB, Android R 48 8 H T R — AN E AT R, % AT LR
TER L= EHAM T LR, EFE&EYBITMHEF PR HMmE . £
T2 22 18] DR FEidAE e — AR R X . 27 H & LR FEdA bR IR AT, iE3t
AN TR 4 72 A B2 ot 72 5 72 )7 i 4T RS, “oype” FEOL AT HERW
REE, 2 RNULT52: “V” fLEVERBOSE, ANidJEHh i A2+ i A iR 15
B, “D” REDEBUG, #itifik(EE, “1” [REFINFO, i EE, “W”
RFEWARNING, #HiHE5{ERLN “E” {CEERROR, HiHHiR{ER. “LOG”
FBIECKR B2 F AR E M BARGE R, “tme” 176575 7 A4 1 T

A B i A R AR an 3.8 e AT AR/ H &, SILOGAT i I FE
JFigfrE 5, HA Ll “Caused by” FF3k FILOGH HiJavadii 2 )7 18 1T 7 i 1 1E 40
Z8, 4% “Timeout” HILOGH ! Androidi oM B & 145 B, B3k B A 251
FRER H &, MAOZM AR SE HEEAL = (ILb,..}. M TFLHEE—%
HEL, HXINEENG, R T UESEY, LEMFE—FKle, HKRAER
[FAE /N T i gE i . SER N  H E S N L FHAHE B
IEEOR N  BF ke 15 B, % B data_type T BUON2, ¥ HETLOGHE B
Fmessage 7B .
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{
"sourceNode": MainActivity,
"targetNode": Launcher,
"type": press_key
"event_handlers": [<com.lhr.jiandou.activity.MainActivity: boolean
onKeyDown(int,android.view.KeyEvent)>]
}
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Algorithm 1: f R 42T H

1 queue « currentWindow

2 distance « 0

3 while queue is not empty do

4 v « queue.poll();

5 foreach edge in v.adjEdges do

6 if edge.targetVertex.distance is MAXVALUE then
7 edge.targetVertex.distance « v.dist+1;

8 queue < queue.offer(edge.targetVertex);

9 edge.targetVertex.preVertex < v;
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