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Abstract

The rapid development of mobile Internet has brought a lot of convenience to peo-
ple’s lives, but the problem of personal information being abused has also become more
and more serious, in order to ensure the safety of personal information, the state has in-
troduced a number of laws and regulations to regulate the development of APP privacy
policy. Compared with ordinary APPs, financial APPs are subject to both national and
financial industry supervision, so the privacy policy of financial APPs not only needs
to comply with national laws and regulations but also the requirements of the financial
industry. At the same time, because financial APP involves a lot of sensitive personal
information, the relevant regulations also provide the necessary scope of personal in-
formation collection for different types of financial APPs, such as financial finance,
mobile banking and online lending, and the privacy policy should not arbitrarily collect
non-essential personal information. If the privacy policy of a financial APP does not
comply with the relevant regulations, it faces the risk of being taken down, business

suspension or even huge fines.

To this end, this thesis designs a privacy policy compliance detection system for
financial APPs. Compared with the privacy policy detection of traditional APPs, this
thesis designs a set of detection indicators specifically for financial APPs according
to national regulations and financial industry regulations; this thesis collects and orga-
nizes a large number of privacy policy texts of financial APPs and builds a high-quality
dataset for machine learning; this thesis also provides special data sets for This thesis
also provides special testing for different types of financial APPs. This system provides
users with two kinds of tasks, text compliance detection and permission compliance de-
tection, from the perspectives of content compliance and permission compliance of pri-

vacy policy. The text compliance task only requires uploading the privacy policy text,



il

which includes two functions: privacy clause detection and financial specific detection.
The privacy clause detection will first process the text through NLP technology accord-
ing to the financial APP detection indexes formulated in this thesis, and then use the
BERT model to classify and determine whether the text content meets all the detection
indexes; the financial-specific detection will detect whether the personal information
collected in the privacy policy meets the necessary collection range according to the
type of financial APP. The permission compliance testing task requires uploading the
privacy policy text and the installation package of the app to be tested, and detecting
whether the permissions used in the app are consistent with those declared in the privacy

policy through static analysis and the semantic matching technology based on SimCSE.

The whole system is developed with Django development framework on the server
side, Vue framework on the front end, and Python language on the algorithm part. Af-
ter testing, the system can effectively detect the violations and missing items in the text
content and permission description of the financial APP privacy policy, and summa-
rize them in detail through the result display interface, which can help users efficiently

complete the self-examination and improvement of the privacy policy.

Keywords: Privacy Policy Detection, Text Classification, Machine Learning, Static

Analysis
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B TTHZNET, angh e inldi (Jieba) FIVE A SCRVE 1A ¢s (THU Lexical
Analyzerfor Chinese) .

AL 2 Jieba 7)-ial gl 7317 TR, Jieba g —Nifiid Python SZE)
W SCor il HEA T A L R (1) gl s, AR Ak
P, WA RO A O E . (2) (ERZIESHTERYE, SRR
KGR (3) Xl A I, 68 HMM BAL Viterbi S804 7T 21l 4k
Po (4) BETRIGER.

Jieba 73 ZR & T =M, 2@k it R CATIR 2T [ R. K
R BB DI A1, AETURIE; 2RSSR a) 1 i irg vl o
ok, ATRESA TUR IS s R A TR iR U Al X I i 45

2.2 TF-IDF &%

TF-IDF [20] /& —FhH T8 B R SERIZ I8 15 AR R, SCAR b #
#; F TE-IDF {5647 2 42 . TF-IDF Hy” §J” (Term Frequency, TF)
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I W SC 4452 (Inverse Document Frequency, IDF) PA4NERA 25

TR JEGE T AT SCA P I IR B BRI [ A 1Rl A BEAR R
EITMEENE—, R EE Wimc .. HIFRE— I SEOR EX AN
T B DL TR X Z A S ] o SR FEANREAE HAt SCAS AR A L, (BAEIX
AR Z R, 2B AT REEE S TR SCARI R, R SCA ) BRI
PR, 55 A AT Sl b X R A1) A3 L — AR, B LA TRA L, 3
A R 196 ORI 244 TF #11 IDF )5, 3tn] PARS3]— 6]/ TF-IDF 1)
{l. TF-IDF K17 ir] s 2Pl 2 s

TF-IDF {11 58— M AR LA 22 5%

(1) HEHLTE.
ij
i = 5o @.1)
AR ny SR ATE SCAS F AR, 3B A TR R B ORI
(2) #KHLIDF,
idf; = log __ P (2.2)
H] iy S dj}‘

Horp, 1D FoR A RS RN ST 6 BSCARH o ARIIE AR
BUER, 2SN E, A AT A

D
idf; = log 1Dl (2.3)
1+|{jlti€dj}'
3) ﬂ‘%: TF-IDF
TF —-IDF =TF xIDF (2.4)

2.3 BERT &%

BERT /& Google 7£ 2018 /3 FF & —Fh il Zr ) i 5 SRAEEL AL . iR e
SC[21] AR, BERT 7 11 A4 H R 5 AL BT S5 h R lH 7iesk, #15H A
BT IEATSA TR KT

BERT #2248 W1l 21077~ , BERT BIBUFEHFRA ] o) py B ah b, (A
W] Transformer gaiS#y [22] #£47 B X2, WMAEESCAR M EA RN
Transformer J&—/Mli f] B {13 ) 1Y Seq2Seq #5514 [23, 24], Seq2Sqe A5ZLiH ¥ Hy
ST RS AN AR S8 A0 AU, SRTS RS AIVE F R K T AR 3 AP 5 10 A
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K 2.1: BERT ##5 A

R B 1) i, AR AR 4 B ] 5 1 ) R A B BRI AR ) 4t )7 91 - Trans-
former HHgRtt s B4 B RE X S A EAR B R A] ) E I TR R R, s
BRIV T G SUEE RSy £ 20 Re 2 M i as i i i i &,
HABEE Y. T PSS . AR S T 2 LR LH, RS MR R 4E 2
FZIEPEE, IRz FE, PEOEE S TaERE, s
B % B4 FFHIE, Transform i85 A T IH—(LPIRE, AT RAMPBIRL YN ZR340 %

BERT #ZL{fi ] T Transformer B4 () gt , 4T 2 )2 gt R #EATHE
fEPEH . BERT % AR T Wordpeice [n]fg. /) J [ s ANALE [ &EAH 0, H/A)
T AL E AR P IZRN s R Wordpeice [ 2 A DAE iR 4% B FHE A
DS RIEETF, MR T 3R

AT GRS ARY)TE LRNEE ST, BERT $2H T BAP I 24T 55 -

(1) i ih F A (masked language modeling): X —>4] 1~ FF Y 1] T 04 T i
PLHESS , S8 )5 H B im eHE TG 1Rl 2E1 T 7l . BERT R HLIESE T 15% WYin], 5
TrECR AN oG - 80% HI [MASK] AUE:, 10% HIFEALIAACE:, 10% fRFpAZE.

(2) F—/A]ii (next sentence prediction)): Hid— "Rk T R —4)
T, SRFNETEN A TR E T LT UK AR,
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BERT [ B2 WA v - SRR AR AE BRI o] =8 2 3 R 55
HEA A X PR TN, SR IEEN R BT S R S RO TN g R AT, B
THAEFE R 72 23795 A BERT, HU BERT fiJ5—/Z8(£ )2 Transformer
() AR 20 6 B IR R ), SR R 3 A RRAE 1) i F A LA 45

2.4 SimCSE {&#!

27 2>] BARTE 1 i SRR —Eo2 NLP AL 45 2 —, SimCSE [25] #|
T2 > i AR, AT DA T MBI Bt 46 vh A R AR ) 11 L e &, K
R4 TE T A Jo B E ST RLIC SR o ANy 2 Heay > 1 H AR PA B SimCSE
anfafaz 6 beas ) AR AT o B o .

X EAE > 1) B AR 2 AR AR A Y [F] I A FF SRR AR, ¢ SR T A er A i
(i, x7) IEFEARE . PRI, SF sy ) S R IR T T AL e, R T R T
H, BB X7 A, s Es . B . o ERE
G R B, XA RS BN IR G xRS X AR EZ R —
BORE g R Oy =X, Al SRR R . TR IR RS, (HiX AR S 5 IS Tk
AFHRAST AR W™, X BUT AU DA IE 0] 2 2] B IR R TE XAE R -

X b ) A B 3] — AR R e LFRR A5 ], — Rl A alignment F1 uni-
formity JX PN ERRXT T 7 25 (8] B i S #EAT RO

alignment 7175 x; Fl x; (EEES:

lalign = E(xx+)~ppos ||f(x) - f(x+)||2 (25)

uniformity 51 5161 LR AR AN 109 SRR

unitorm = 108 E(yy) gy, €xp (=211£(x) = FOIP) (2.6)

Horb pawa HITABAEHI AT . X FEARBARBES , — 7 T e A BIEAR A B
BAG G, I3 — 7 THi A BT ) B SR ] e 2 A BRI b,
Ay o) (5 SR R0EGS , PRE IR ER0EZE . XTI E bR “BiekeAs,
TFREA” SEhs Bl AL AR

EH M) BERT A al i) ) o) ARG B o ORI BT AR 2R 22, W
AT, HiREA BERT RBUR A A HI U EMR R, JRRFET BERT 74E1)
[ AFAEAS [ et [26], WETT 2L 704 A3y 2R, BERT-flow [27] iiflid nor-
malizingflow F§45 i) ) BERT [a] 5840 5 — e w0 flizS[E], BERT-
whitening [28] 7 BERT-flow [ 5L |, XJ[a] 011 T~ PCA FR4ETHERTUARIE B,
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HARBEFHEERI AT 0 DYERE, HARERFEEE N2, RN AL B Tk
PARLANE I I

SimCSE i BhX b2 > RIS B ML SR 2SR RCR , (HX S8 e 2 7 IEREA
AP X — e, SImCSE B3¢ i 1 o BB AR 1F T Y IEREA A 2L . [ 2250
SimCSE Ay IEREAY 7 % . SimCSE il FEd/L R AF: dropout mask SRz sl FEAR

ERRBIREERERA
[ElfYdropout mask

sentencel p—» m'

\
1\

- —— —_————

I ' (1Y TV
I sentence? J—b Encoder ——H\\/ \//i‘ |
I

r T (,—~_ =N/

.......................

K 2.2: JoisE SimCSE 2 #5K|

1T BERT {94 i /2 — 1 BEPLAY dropout mask Zifhas, HULHEA— TP
R AFRIPIAA ] A 1), 77 A2 A A 1) VRS I At Ao EEA IEREAS (]
—> batch HHAR AT AR A R AR TUREAS, AR 1% ez~ i e
WS, BRI H Ao

sim(hj" h;i ) /7
e

g3,
2?1:1 emm(hi’hj )/T

Horpsim Z2AHLETTE, v 2— M TR eRERE T, BNAKXWE 2

TEIEREA Z R PR B/ )S, [ BHE IE AR AR At S AR 2 [a) i BE 2 B K o
XA 2 dropout mask Af IR AEAS Y A A] DAFR AR 2 B 5k 1 B /)

B, N Rl — AN iEa) i AN [F] 1) dropdout P2 A1, B W] DACRIEAE W) & 1Y

{; = —log (2.7)
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257, [AE SXBRIE T A e X B 58 42— 2

25 RSO

A AT R ARTEA T5 22 AT IR D0 R AT - AT A I i 7 ¥ 1291
APP HYHRZS/ T R GR ES S, TR APK SO T4 4. @
BT R T B R A ) A M B RN APK #EAT R g, IRBUR i RS B
Android Y55 . & B8 91F T EA APKTool,. dex2jar #1 AndroGurad %5, 2%
25 FE X Smail 4 F1 AndroidManifest.xml S04, Smail X4 APK [ %
PEAY Java YRR A RS s AndroidManifest.xml i F45HE R A RIS B, 24
APP j2A7h R 2L AR I, 75 %4E AndroidManifest.xml FPEfT, SRA MR
ARG A VAR .

APP AT A TR ELEAT APP B4l APP 94T R, KRB R 4niet5 3]
(PR RS FIAH 6 SO THRAERI AT, ATRCE T S . A SCRFfi A Androguard X4
il APP AT AT o

2.6 PEFABLSRVERIE

X RRALBCR AT B S i i — A R e i @B R E SO 4R, A
TTREXT [ S — L2844 1) B AL BUR TR A B S A T T4

OPP-115 {54 [30] 2 115 MM FRAABORINE S, BURABORE H =
PR A AT AR, 2B AR Pl R ST R 2R A g Al S
B, HEMZBORES) 2 H T AR . APP-350 15} [31] 2 H 350 4~ APP
IR FABCR R TE R . B RHE &1 H 192 8 TIF5E APP /S A5 Bk
R 5 R BT A H IR AA R H B iR i WScAR (0 ARV, %0 H i i 3 iAoy
Mok 58 I m FABUR I A /M . MAPS FaFLBUREREAS [31] f 441626 FaFAEL
) URL A X EFRAMYBOR &8 2018 4 4 H 2 5 H s R 7 AL &
4t (MAPS) 5258 Google Play 75 I HIRE 7 /AT A4 @& . PrivaSeer 15
BHEE [32] @RI T4 0 BRARFN {1 A AL BOCR i KRB PR FABUR K. B
PR RS AUEL I KT 2 v AR iR, S T —E D aeE M vl
[ B FAK

H i SCE R 2l FHA T B FABCRTE R, A SCRF B C IR 4 APP
[PIRRAABOR SCAS , A T WL > B9 TERHE
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2.7 Django

Django x& — L 75 1 Python W ZEHEZE, BRAE I & 4 4x H 5y 4E 47 1) P i
Django &— MTV 13Tz, MTV 2 Model. Template FI View ) 157 FE45
5, srnlREERAL, BBCFIALIE, B4 B 5 A0 4E:

Models: 157 & X Python #AU2EX 5, R HEBOR 2R BRI SR IO RE .

View: 5SS 2 4, A HTTP 35K 2% bl Y. .

Templates: 7157 TUIH R~ . 55255 AN AR

Django H) URL WLgT2Ea] DLKF HTTP 35K 52 B A IR . 4Tz —
AN RIS, SRFX AN KA url FEBRIpHR TP T ULEL, FRBI A, RIS
TR R K

Django FPFEH, (7, WA ERMAHXFER SR, &G Web I
H By PaE I %

2.8 AEING

AREE T ZORA RGBT TARA U 5 5EX P S0 i BAR LA
ARSI BN Jieba )i ge AT T8 ARG T4 T TF-IDF 553k, ZHEFE
BERPRGEHAS, RS 28, Z IR G TAESOR GRS I AR
AR I v 75 2 21 BERT A5E84RT SimCSE BLAL. S J5 /44 1 ## S/ Al
— R W R BORTERNE , FFXt R GE0T A& B 21 (1) Django SEALIEAT 1) Bk
i



B=E RENTRSITSHER

TN ARG TR AT SRR BT AT U . SR R SR TR DA
T LI PN REREAT THEIE , B AT T ARG BET R MARTIRETR K, I
BT RGO RFRIGFTRTRIER, N T RER SR BT LA K 4+1 L
K. wIasih 7RG TIARZ I R AR ER &, HRE ER BT 7 8du k.

3.1 RGBEFHILR

fEE DN R LAENER, ENXTRARIFREFRASRISEL G, S
APP [ALBUR ) ] € A AHBOR B % . — I AN SR B ALBORA (AT R B0
Al APP B IR N A, BESIEARNIGE S, WA TH R A HE
R B, M EE RIS AR o O TR — R, AR SCRTT 1~
Gl APP Y EAABOR G IR N 2R 58, REASHE DAl APP Hus & IR BUR
HHE IR, 58 R FA SR ) A

ARSI AR P THT ) 482 APP I BRRABSOR G MU R 48, R4 T SCA G L
AL AAS R KA N P DD BE . SCAS B MU ASL AT 55 73 DAy B A SR 0 A
R TG, BRURA 2R AGHIN DA | G AR UM < B Ll (R R L A A Hl , x
GRS APP (Y RALBOR Y & MU T— > S A RHAG I, % Py A
sl R BEATIE R Rl L TS N X BB S . FHLRATIEDA I M 4t
PRRIX = Fh R il APP JEFTAGIN, I B AL BOR A oS AN A5 B 2 1
I TR o AR A LA I AT 55 SR BOGECR T R IE AT, -5 APK S
SR FR A BRIEA TR EE , SR —BOUEEL, A S PG I BReRr 47
KRERKEIMEAR, b SORG MR B T3 RN ER 2, fedit TR &
T3

WIETRMIAM B AR, WIIRE LA, SRl app B RALBOR G MER I RS
AT PAZS R A R . SCAAE PSR | SCAR SRS AR | ASCRR A LA
BB SRR A . Ji A AR ) P PR SO A%, AT S5 BT 55 &
B AE. SCAMBIRLER 0157 25 H AT HL G {1 — LB SOAR K B T i 2 T e
WNEETARBRE, Bagse i, o0 ial DA S RAS A S5 SO AL IS EAR
PEAH RIE R il APP 1) BAA BOR HEA T KERA 2% 30k DN 46 i & TAS I . AR A&
T A T ASTHOGT B FA SR Hh A B AL R 55 APP (14 S B4 A v SRR A FR A 7 %08
P SR A R RAR A I 45 R A FUAGE I 25 5 B, I Dby SOAS A AL A 2 £
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TR, R BT R

MR 55 B AR BA, H AR5 QI AU e 2 AL 5 SR, 1255
ik, APP ZFK. SRIGIRFRAT ST R, AT 552U 75 SR G R A I FIAL KR
PUPERI o X5 SCAR G MERIIAT S5, P 75 S B I < fl APP 9221
AL gl APP RS FABCR ISR SCAS, P AT DA SCARERIBUR T, LA
FABL B W G AR AT AL BOR AT SCAS; X AR S AT 55, &
2P AL 4 APP YRR ALBUR SCAHT APK SR BT AL i SCPEBRRE A7 it e IR
st LARNISCEE, R QUEAT S BRI as A A I o

FESCAG MR INAL 55, B el T AL ARG, RGO P A%
AIRSARLER, SRS TR T SCAR A BERSHR B AR, 135 MU 2R 1110 SVML A
B, REARREEAT ERU IS, K — ERR WAL . AR SR
Y B SR, REST BERT Ry e i 1 5¢ f 1 VT A 07 200 N A b T 0
Ko WG E G RFABRAT I Ha bk I W R AL BUOR 2 AT & A R, HEXF B AR
FAZRFHIATIC SR o 58 BURERA A5 R I ) BT g il & ARG, 5 S gk 245 2R
N MR NEEZER” WIS, SREIRYE APP BRI G R2ER, R IR
) BERT 7 K480 X LE N HEAT— 0028, WX 28 A5 B2 15 2l
< SIVMON YISO I =R Spr et ioallNDEAS Y ek C LR

TERURERLPERIN . RS S B BUR SR PR RER O “HiE
M ALER” AN, O HIRRSE . SRJEAS APK SCF AT S oA, ZRI
S B B AR EURAN R, 3 5 2 MR A R IR R & TV A oA X 7 (R s A S A
EIALIREE , ZJE AT SImCSE Wy SCRHBLEEAG I, - I A A R 46 T iy
TR RS AE BOR PR SE 3R BRI R TE ), AR AR B M &R, & A
e KA A RAT BN R

GER A B R B B P ISR B R, R R AT 55 2 USSR R
THT, X SO A IR IAT 55 i 4R At T A I i B BE

32 RETKROH

R E AT BB — AN EIRAY, AT BN ARG I RETE T R
o ARSIREEF R AT A KT B A

321 DRERBR

RGN BEVETOR AN 30K, RS T 8sRk. BORSUREREL. B
FBRSCE B . APK SUfF Efe . BIEMTESS . BELFIIR. ERMFERLA
B A AR o
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7 3.1 TR RS2

wiRGS  HRARR iR A%

R1 iTRE= S PR SR O O A IS R A T 5%, B G
AR .

R2 ORISR P AT RAsd 2 i A RS RA R I DT e SR RIS

R3 FRABOR Bt fERUET S, 1 RERS T B A% APP R FABOR UL -

R4 APK SCfF BA% (ERIEMTS I, P RERS T EA% APP i) APK SUfFS

RS QLS PR AR BT 55 R BOFQUME 55, AR SR IR ARG
RPAAS: DI AIAS SR A ARG o

R6 BEEMESVIR  HPREAEEHCBLES, A EsEds RPN,

SR —F TR R — MES I AT A A 55 91 36 T il
TS5 AN O, BARAT 5 F PR, APP 8K, {155 EBAUTSS
WEFFEE, FFRETREMND 6.

R7 HELIF 4G Pl RAAE s SR B “AET R, nAERL S
R, WIREFMRER, ALSFIITIIE], AL 555 U] A S AT 55
RS R AL .

R8 TERRE TSR GRS, TP RT DATEAL 55 45 R B i BLE i

CRB DR R BRI
322 FETHREMFT RO

RGN REET SR UNSE 3.2k, ER AL, al k. W9 e,
S ER ] A B2 RS X LA 7 TR ) E - RGERYARTIREVERR SRORBE 15K 1414 o
HmEE T AR

323 RGRABLRT

AR b3 R RETERR SR Ar, FTLARSEI AN 3.1 Ry RGN B
TEAE T WS BOROURRI. [RALBUOR BEZ . APK SCff B2, f8HE
55 BELFYIR, BEEMLFER. TERMHREX 9 RGEMHBI.

324 ZRGRBIHER

XA D RERB I T AT, XA B TR E . SR IR
5%, MOEE. Aot BB JREAM. R RS iR

335 T PSR BIEIE . P REACE SR T, RS AL
IS, e AKE B AR S ARSI S 8 Fe ke A e 0w, 4
RIS B BT A R, RS T IER R .

P 3AGH T PRI AL B SCAR ) I I o Al DAL A B
FABCR W1k () 7 IR BRAL BOR A . i ZE M SRy “SORZREC HEAM
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7 3.2 ARhREIEFR ORI

WRBR dRAE

EEE ARG K EALBOR IR Y A DA SRS E B SCPRRY A, TR A AE R
IREERETCR, SRR AR A, R GEN T AL BRI 2 )

S RGRRERE AL, S ARG SN S5, W P B &
RoRHEEESE, TP RIEAE S5 N G S BN AT 55 AT 5 I

YR RGRAE W ROZI T B, DT R A RS T RERR
() 7 E AR, O B S h e e S ot

WARZIE] T ORI AR R T, EOE G YRR o A0SO B A R
SOBHERS AN T 1R, G e B i S (A 1S R, SR
A M RN TR AN 2 R4

HEME ARG Web VT, WARE A RN GIAS

7 3.3: [P sk Bilfid

ID uc1
#iw H SR
Z45% il
B SEBUH PSR
fis K %A HPHEA TR
Hii 2R H PR S
Ja B AR o
B R R L P A R R
20 el SR
SR la. MR AL, S8 1 PANTFAE

1b. AR P AATAE R A i, SRS R

DU SO BT, AR AE A AR BOR I ML, X5 sy “RBOCCA”
AL, TN S H Bl e fg 0T R3S AR

2354 T P EAR RALBCR SRR I B iA . P EA BT 55 AT S
TERRFABDR b —A, iy “EBOCHE” Hel e 2 BRI IRALBOR SO, 24
Jamidy BRSBTS B AR SRR T 1 B EAR xt SERLR S
PEEfent, REsitiriin, SUF b h SRR AR TR R .

#3645 T B AR APK SCPFRI I Bt IR . P ARIEAE 55 S S, AE
APK Efe—Ar, iy “HelOCE” Hel e s LRy APK 3CfF, AR5 rid “ b
S HHIEAT A, P AR SCPRRIORT 1 Bl APK A SO B
ey, RASUATIR . APKAE EAL )G 21 mdS 15, WA Efilx
TR APK SO, &P
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FARpIE J

RR

KR AIRER

PRFABGRIIM L&
AR

NASHIEHNES
<<include>>

<<include>>

0t

RUREHUEACIES

BEESTIE

HEESHE

TEIEURS

K 3.1 &G HBIE

T3 N T AP RIEES RN B . P EREAFE WG, Add
SR O S5, BV AR5 B i . P MRS AT 55 24 7K
RS AT APP ZF5%, H AL A FRH APP 2R S0, 5 I PR 2k BT
FRM, SCHPIRRELAAL 5 AT AR, 7352 SCA G LA INAT: 55 AIASURR &
PPERIAT S5 o X5 T SCR G RUMEREINATL 55, P S PR A < i APP p) HLAK
KA, It EARRRRLBORSCA s XETABREMERIAL 55, P 2 B AL RALECR
SCPERT APK SO EARSEXT ISP, TP s “ BT TS S A TG
5

384G T ERLSFIIEM MBI HPREIES S, rAEE A
SRR CEEUESS” REEITA CEIERES . AT AR, Rk
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7 3.4 BORSUR SR Bl ik

ID ucC2

#ix B RL ISR SCA BRI

54 A

JBIBEW 3 5 e RT3 B RL B ) S
fish K %A HPHEA SRR

Hii ELAR A o

Jr AT o

IEH R L P AR ARL R Y g ik

2P R CERBUCAR” e
3. AR DA txt A% B EREI A
SR 2a. WERMHEAS A REUTCIEITIT, RGHm M EER TR

% 3.5 BaRLBORE b A6

ID UC3

e Vo FABL SR SO A%

5% AP

FAf L SEPLA P BR AL R S AR

fiu K 2 FH PR AT 45 B 2

B A G

Ak R FABLSR SOA EAE BIRSG5 2%, BRI HHgIc %

IR L PHEMR SRR Sl RIS Bk A Qa5 FE

2. HIPHE R SCAR BAEY i, iy “uREUCH e

3. P REIBCCAR B SO, SO A B T AR R A%

4. PRl © BB SO HHL, S SR SO SO FABERE, HERE
KE 100% J5, REER “RFABGR SCA B D)7

SRR 2a. ARC A FEEEIT S0, RESPRHP “ HAEER—
A A%
3a. QRSO txt 580 RESHIRA P U2
A txt 277

ARSI o e, P n] DA AT 5 SR G e, AT S IR IR a8 AL 55 44
PR RIER B HARESS . AP RT R TR —FEFICR, BR T
B HEAEE, Wl EFAM. 5L, L5538, Gl APP £F8. Bl
IR A S ARG o s AP IS A =Fh, e st "B Mk
W7o MFasfrIREHR “C5e il RS, HET AR REE MR “ER” 4%
HARERLIFHER . MTATEMLS, Wl bAsd e L 55 2t
FrimBs .
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% 3.6: APK S |- A0 F B4

ID uc4
e APK ({4 A%
SYH% HF
BB SEEUH P R AL SR SO A%
fis ke 2k FH P e AT 55400 e
Wi A TG
Ji A APK U FAZ RS54, Fds o id sk
IEH R L PAEM R i fih BRSBTS B A
2. HIPHE “APK SO bA%” —#2p, S “alBoeer” fied
3. P REHC APK B SO, SOt IRE S P A A%
4. PR < Ao Hie, AUET SR APK SCPRRY AR R,
HEREIRE] 100% J, REER “APK SO A&
SRR 2a. MR CAZAFPCEEIT X, RGP “ HAggi—
AN A%
3a. WSO AR APK 881, ARG SR “ SO
Mk APK 247
da. QIR AL APK SO mdS BOTERIR R R A D%, RESIR
F P “APK SCUFEAEE, ok LE”
% 3.7 QUAKAE 55 1 B4
ID ucs
E4:3 BT 55
S 5% il
AW F PO A AT 55
fi ke Z 4k WP s
il A FH P 58 B 55
Jii A BAR PSS 058, AT 45 ks
TR L PAEM R i sl OIS e
2. F P AT 55 44 5
3. H P A SR
4. i HA APP ZFK
5. AR 55 B v s B A A A R AT 55
6. ARPER PRI 55 A% 7R Z Y SCF
7. P BIEMT S Rl REDR TSI
SRR Ta. QR M P AREHBES AR, REXPR THHEL5 AR

7o GRS FURIAS APP £5K, RESIR A APP #4557
Te WER M IRBEFAT 5 AL, RE SR TIPS R
7d. QRS PBCA EARAIR RSO, RE SR g B S
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7 3.8: AR M BiHL

ID uce

Y HELFIIE

554 A

B LAl ASRIR H O B ) BT 55 AR 5511k

2. 1 AT RASE 1 O et AR R AR IR R HARE S5
3MTAIAMGE CERT RHERLME S LS AR
A PRI ARGE: MR SRATARM RS

fish K %A MRl SR

Hil B2 AT P SEoE SR

Ja BT o

IR R LW PAEMID SR Sty AR5 8 H4i

2. S oy A AT 55 51

3. T D 9 1 g I AR AR B AT 55

4 AP REREIUE S SRR TR AR R, BRI
0L

5P R RIUE S AR TR HERT R4, PRE B
B, e e IR AT 55 R

S i 2a. WERE SRR RIALSS AAE, W &R ] — 25813
da. WIEARAEHSALT “asfTrh” B RGBT RS, TSR ER N
SR

I T ERESIMEA R M OIHRE . H AL 559 R i AME
55 “BART AL, BIHEAGZAT S WAL 5 SR B . AT 55 B & R AT 55 B SE AL
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def extractTitle(content, s1, s2):

global flag

restrl = s1+'(.¥?)+s2

restr2 = s1+'(.¥)'

try:
s = re.findall(restr1, content, re.S)[-1].strip()
s=s.split("\n")[0]
return s.split(" ")[0]

except:
s = re.findall(restr2, content, re.S)[-1].strip()
flag =1
s=s.split("\n")[0]
return s.split(" ")[0]

def extract(content):
#.....
#H TR A
while 1:
try:
if tag = 0:
tag = tag +1
str = extractTitle(content,"—., ","—
break
iftag=1:
tag =tag +1
str = extractTitle(content,"—."," _.")
break
except:
HREUPREL
while tag=—1:
string = extractTitle(content,"—, "," =, ")
Heve

")
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MR E VAR BUZE AR
def extractSegment(content,titlelist):
segments = []
for 1 in range(len(titlelist)):
s1 = titlelist[i]
if i == (len(titlelist)-1):
regex =sl +'(.*¥)'
else:
s2 = titlelist[i+1]
regex = s1+'(.¥?)'+s2
ss = re.findall(regex, content, re.S)
s = ss[0].strip()
s="\n',join(s.split("n")[0:-1])
segments.append(s)
return segments
#i% B A W 1770
def extractSentence(segments):
for 11n range(len(segments)):
sentence ="
flag=0
for s in segments[i].split("\n"):
sentence +=s
if s.endswith(": "):
flag =1
else:
if flag==1 and (s.endswith(", ") or s.endswith(", ")):
if s.endswith(", "):
flag=0
sentence ="
else:
flag=0
sentence ="

4] 4.9: SCAR B AL BT

4.5 NASHEENER
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# AR5 TR 2R SO A R A 2
def stopwordslist(filepath):

stopwords = [line.strip() for line in open(filepath, '', encoding="utf-8").readlines()]

return stopwords

# XA REAT 2 1A Ab B
def seg_sentence(sentence, filepath):
sentence_seged = jieba.cut(sentence.strip(),cut_all = False)
stopwords = stopwordslist(filepath)
outstr ="
for word in sentence_seged:
if word not in stopwords:
if word !="\t":
outstr += word
outstr +=""

return outstr
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class BertClassifyModel(nn.Module, pretrained="hfl/chinese-bert-wwm-ext", num_labels):

def init  (self,nums):
super(BertClassifyModel,self). _init ()
self.model = BertModel.from_pretrained(pretrained)
self.tokenizer = BertTokenizer.from_pretrained(pretrained)

self.classifier = nn.Linear(768, num_labels)

def forward(selftext list):
batch_tokenized = self.tokenizer.batch encode plus(text list, add special tokens=True,
max_length=512, padding = 'max_length')
input_ids = torch.tensor(batch_tokenized['input_ids'])
attention_mask = torch.tensor(batch_tokenized['attention_mask'])
bert_output = self.model(input_ids,attention mask=attention mask)
cls_output = bert_output[0][:,0,:]

output = self.classifier(cls_output)

return output
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% 4.5: BERT #RRE S5
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05N CWEMNN N R BiEA], X SEA) R T R AL EOR T B A
MEE . 5 E—"7R, [FFEICR A RS R)# S Tokensizer Y)43 ili— N F4F
H| 5 Tokens, FFAERTTH NI _EARFIRTFAF [CLST, HoK2 ) BB TE LR,
BERT #i8 [A] 2 iy A B ) B9 A2 il — 1l i T=(Ticrsy, Tis Ta, Toseess Tisepy),
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EF’ T[CLS] FH?%{E/@ ﬁ%; @‘E T[CLS] gﬁﬁﬁi‘@ﬁ%%%ﬂ softmax Iglib&, ﬁﬁﬁzﬁ
MR y, Hp oy FoRiEa P IR NE BRI ER, yo FORTH
GCIL e SN IS PRE| VAT 3: 18

454 BHFHE

SCAE HLEAG A B S AR AR ) IR P AN P 4. 15 vz, SR ERE A T SCAR A
PRI 55 BB RS BN BE , BRBGZAT 55 A2 Y RAABOR SCAN R T b, IR )57
93 FMR 55 AT RREIY 02K, SRR S5 ool ad SCAE B H It A T b S
WA 205, 3RS 2SI SVM 4p 2R - TR 2K
TP RGE G ST ERARAE AR BUR 0 25 T 0ERR , F2 0 ERR FR T SCAR AL BEAR
GRS T W Y SCAR NS, ARG PR 20 26 55, MR 95 2 R B 44
TR, R O SR DU 4 5 YRR T o0 SR B TR B F2E Y BERT 73 3848
XFNA BT 328 RFEMIG , SR RERIATET, LB AFRM
WTER)BL. MG IERII D AR EZEAL” Rt Bte s KR53 3-lik
SoRYEE Rl APP F2RHL, P AR H) BERT 0 2Kds, FIMxLe M AfFEE R
AREAT E L BCRRIVEE, k[ 45 R 45 TR

SEMIA RN, R S R B A A I ) 45 2R A 5 2B A PrivacyResult 45
R, fri#E] MySQL .

4.6 BPREH MM R LR

PR A ML S 1 W AL O v P B B SRS R )2 77 5 APP 52
P FR 37 (R BRAS BR— 2K

4.6.1 FEBRMPRBIRE

AR A WP I 5 A 0 AR BR A4 B, 0 AR A4 RIE R B2 Ry B
filiid. 5o Android B B AR O BUBAR . L5 T 10 AR A K
27 ARURS o ARG AR PR AUER AR, 4 5 B R BER PP i s AR 1
KA, EEE T USSR W AR A . A R R PR 4.7 FroR

4.6.2 PPREDERERAZE

(DAPP SEB5 8 ] A SURAN R

APP 1] DA B AT IS AT BTG, S TN TR AR s T
REVEAT, PATRICR S ShaS el BAERR P as A T I TR)dEA T AG I , A fy HEAff 3 B
e, (EARRIE NS . H BRI ARG TR EHR UL APP B IF I UEALR , A
s TR AR SE L, ISR TS i ik
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A AUERMESHEFE J

i i

smEtinE -

i RERIZER :

] :

: — :

TRERS 2 FrERghE

SRR SRR :

I [e—

SVMsy e :

- —— e — _F' :

i

ROFE TR —>

: FSEIRE :

e

i -
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alt )

IRERRTN K :
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Z=ESET) HEREBERTS 288 :

| e———— H
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—

i AR BB

BERT 43388

e —

BF

&l 4.15: SCAE R LR 7 4]

R EZG S ] T Python [ Androguard [ 3E fifi#r APK S04, 14 Androguard
[¥] Analyze APK J7 7% 0] DARERTAS 2] = DX15 2 a, d fl dx, 7 5l3R APK X4 .
154040 DalvikVMFormat F1 Analysis %42, i a Xf 4, #in] AHE K APK
MFTAEE T, Pl 45k, B, AndroidManifest.xml 5 H %8, i B
a YT 41y get_permisssion ¥4 R ASKEUZ APP Fir HITE AR, AR5 R BT A H
W IAR S 27 MPUBAR AT L8, BRI 3RS APP J B A AU .
APP U R IR ARG LA 416775

(2) FRFABCR Hh s W A i A AR

TERFAS R E bRt ) PR S 8 A% “CHIERR S
FURR” BRALAGE, Bl WS, RS iR, ISR
X =ANE AT T BERT 20 254%, X BRI DAHEA] “UdE S50/ ) BERT
GrRAS, RAIRBUTREE RN HITEMIR AR BB . Boh—A~ i m) B
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4T RRA TR

UL B A4 bt ik
CALENDAR READ_CALENDAR SV - H D
WRITE_CALENDAR AFBAMFH I EdE
CAMERA CAMERA FOVFE ARGk
READ CONTACTS FOVFEEHOR Pl RGR
CALL_LOG WRITE_CONTACTS FFH AN iR
GET_ACCOUNTS SOV RS T P R UK 5 3=
READ CALL LOG SOV P TE ISR
CONTACTS WRITE_CALL LOG B A FE LR
PROCESS_OUTGOING_CALLS &G ek B i a3 i 55
LOCATION ACCESS_FINE LOCATION FVFERIUES T GPS S5 (R HEH B
ACCESS_COARSE_LOCATION  FRVFKBUET IP SRHL s A HbBE (7
MICROPHONE RECORD_AUDIO SOV 2 T Rt TR
READ PHONE STATE FeFAREIMSI, IMED %% 45— i 5 B,
PABFHLE TR AS
READ PHONE NUMBERS PV AL IS 5
PHONE CALL_PHONE AT BT HIE
ANSWER_PHONE_CALL POV R AR LIS
ADD_VOICEMAIL FOVF ] HR A TP s v A
USE_SIP FOVFHRAT BT SIP 25 i
ACCEPT _HANDOVER FUVFARSE AT AE H At APP A AR T
SENSORS BODY SENSORS FUVFUT IR B 1A N FIIR DU X 1) A e K
SEND_SMS o RIEER
RECEIVE_SMS RV RIE
SMS READ SMS AR F R FE N
RECEIVE_WAP_ PUSH IS WAP R B
RECEIVE_MMS NTFEZEAE
STORAGE READ EXTERNAL STORAGE  A43HUAMNEFEGE
WRITE_EXTERNAL STORAGE  #i45 A\SNEFEf#

def extract_danger_permission(filename):

a, d, dx = AnalyzeAPK(filename)
permissions = []
for p in a.get_permissions():
p =p.split(".)[-1]
if p in danger permission:
permissions.append(p)

return permissions

[l 4.16: APP AUERFZHUA AL
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ARER T%’Mﬂ BRAH AR ad , PRI BLEAT A AL B, TS fe /M1
DIRIAF S BEAT 38, ARl ] SRBGZ R A BUR A A R R A 4R

4.6.3 EF SimCSE BYBPREHEAEN T3 7%

% RS B BB IR 2E 2 2208 27 B, A BRAL R SCAS iy K R A R A 3L
RZ, IR A W 1532807, NTATHRER) 7 sSUREA G o PRI A S e
R AT e B SORMBLEE P FE 1) 5 SR HEA RGN o

B APP RSB BB BRARERA SR & A=[ay, a2, a3, as,..8,], n LS
G A FRERLEEG BN BARBCR PSR AL R4 1) £ B=[bi, b, b3,bs,....b,], m
REEA B HIiEEE. A BT T o 5 B EA P ITA T
PEATARZAMU T, HFECE A BE, PR B A e — T b; 5 a R
SEARMABE R XA BEL, XA AL, st I APP (2 Ji] A FRAE
FABCR A RN A . — 0T n RAGTN, %7 A SR RIERANEELE B S A
FENHMLLEA), RN 7% APP BURUR G AL

PRI o0 R B XA R EE T3, B AR BORBGR AL A il S Ty i, AR SO
T JCHiE SimCSE [25] ZEA 74 R i ZRHL . A R AR AP 4177

FEMUREAE

FRRARER LRI

— SORSEIRER | BfIEER §smamzna
= mA; IR
= GiEE: gmz@ wx
4 S = ) ~—_ 1
BERT# i §§L K
=
EHFSimCSERY a pe
BELE E
APKSZHE APPHRZIHERIROIRIR APPERIEIF RO
1READ_CALENDAR LISVFEEN AR B R#E

YRR,
S SN

i
|'| —> EES

Il 4.17: BURA LRI iR

NS SimCSE B R A T R

SimCSE @& — T X 22 T AL, W L2 ) TR JIE B, SimCSE i@
WAl S PR R dropout 52 A~ R) [ 8 HAHAE N HR IR0, 1 7]
—> batch H HAWAY ) EACH 71651, SimCSE fii ] T BERT [ 4figs, 7EI%%
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1A H Y dropout mask #ZFEALEY, BTG EMOHARE R TAE, RG24
batch F AT I PT G EIR] . IR R GRS AN ] 4.18 7 .

class CSECollator(object):
def _init__ (self, tokenizer, feature list=("input_ids", "attention_mask", "token_type ids")):
self.tokenizer = tokenizer

self.feature_list = feature_list

def collate(self, batch):
new_batch =[]
for example in batch:
for i in range(2):
new_batch.append({fea: example[feature] for feature in self.feature_list})
new_batch = self.tokenizer.pad(
new_batch,
max_length=50,
padding = 'max_length',
return_tensors="pt"

)

return new_batch

 4.18: 1F S BikE ARG

FN R A E SimCSE B2, X B AL B B L 1 chinese-BERT-
wwm-ext O FAL P, Ak 7 SR EFEAE ] T encoder F i 5 — 2 H) [CLS]
i fE, dropout PARRIER T 0.3, BIRMHEUE AN 4.19F7R.

class SimCSEModel(nn.Module):
def init (self, pretrained="hfl/chinese-bert-wwm-ext", dropout_prob=0.3):
super(). init ()
conf = BertConfig.from_pretrained(pretrained)
conf.attention_probs_dropout_prob = dropout_prob
conf.hidden_dropout_prob = dropout_prob
self.encoder = BertModel.from_pretrained(pretrained, config=conf)

def forward(self, input ids, attention mask, token type ids):
output = self.encoder(input_ids,
attention_mask=attention mask,
token_type ids=token type ids)
output = output.last_hidden_state[:, 0]

return output

& 4.19: SImCSE A7 44 3L il
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PR H)| L) loss pRETCH

sim(hjf Jhf ) /7
e

N osim(nh ) It

J=1

{; = —log 4.1)

1 PR B A TR B i 3l TR AR AR IR B 1) (] R BB S AT 25 A4S . loss bR
BL B ARSI 4.20%, S SCH AR 8, XHEMA T torch 1 H
) cosine_similarity P ST FAHUEE Y TTEE, o tao RRIREH S 1,
BUEH 0.05,

def compute loss(y_pred, tao=0.05, device="cuda"):
idxs = torch.arange(0, y_pred.shape[0], device=device)
# 4 Y IE IR idx
y true =idxs +1-idxs % 2 * 2
# WERAFRME, K similarities 5%
similarities = F.cosine_similarity(y_pred.unsqueeze(1l), y_pred.unsqueeze(0), dim=2)
# FRRON FARERE
similarities = similarities - torch.eye(y_pred.shape[0], device=device) * 1e12
# RIS X PIREIMEE S «
similarities = similarities / tao
loss = F.cross_entropy(similarities, y_true)

return torch.mean(loss)

& 4.20: loss pRZH BAAD

GEA TR PERE DA S 2 R S M I 25 5, BT SimCSE 18 S5 1) 5
A3 4.8 71

% 4.8: SINCSE #iB i S5k

SR SEE X B
batch_size MANGAEA S 64
epochs ERKEL 16
learning_rate )R le-5
Dropout M2 TP TEHE AR 0.3

4.64 BIFE

R SR A B AG: AT 45 (R s B A ] 42177, b Sl ad SCAR A PR 45
R, PSR WER S EA” AR, AR5 PR SCARAE PR il
PG TS, RBUIADRER N SRR AR G B,
XL TE A BHEIE ST OIH], PR B AR SRS, R TR Bk P A
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WA RR » 42235 T HERE PR A APK AT R S5 , a3 B0 AHT i) J 3 KHL APP H
SR BRI, A 2 A RR 42 R Rk LA BIR 44 5 bR S A . SRS R R
T 255 iy SimCSE 81, $EF 7 SURLEETHARL

RIMEE G, RS KR I A 45 515 B 4 i PermissionResult A2, 17
fifi %] MySQL .,

SRR IES R J
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SERERE : :
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svmumrn—e] | é :
SimCSE
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B 4.21: SUARE AL IR 1) 14

4.7 HERERER

2R AR E ] PSS “BRT BRI MR, RIS EE,
fE55 S RAG B R IR g Bl Ui, [R) Bs)3B 25 SCAS S B PEAS I AT 55 AL 77 4G I 41 54k
T #G

471 BFEHE

g AR A I e R AN R 4.22F 8 . ELRT BRI DA A YE S T AR B

PrivacyResultShow 171 77 &/~ SCAS A FLPE ARG I AT 55 11 45 A5 5. PrivacyRe-
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sultShow M R HttpRequest i 3K HAEMTIZ AT 45 1 =5k id, AR id MEL
s EF’%‘?EERX]‘TL PrivacyResult B K (5 B, FRRFRBUR S5 KR8 i JsonRe-
sponse 1% |1 25 Hil ¥ -

PermissonResultShow 37 &7 £ B 3 BLIE R M55 92 15 L. Permisson-
ResultShow M Hiji it HttpRequest i 3K AT IZ/F 55 1) 48 1D, #R$EX 4> id M
BOdE 2 rPARBUM B PermissonResult A7 Sy Ak, PR U 45 SR RE T 5
JsonResponse 1% [1] 25 Hil i o

ReportGenerate [ DAk 374 LR WIAT 45 2 L it 45 ReportGenerate
AR HitpRequest 353k FRAT T 45 19 368 i, HRHEAS id MBS R R 3RO
Ji/ PrivacyResult 24115 B, Z J5¥ A python 1) docxtpl FEF (] H & 145 R

HRABIIR, RS 1) word SCIF, SRIEA% word BEBUR PDF sk, It
FileResponse & ik 25 il dtiT N 3% .

EREREREFE J
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el 4.22: GERA BRI Fr ]

472 SRERXR

K 42378 T “HRITWE" APP SCRGHMAAL AT 55 (4 R 5w, 1)l
Wiy “ER” WIS AR S .



4.7 HERERER 59

LR BEBRZAEF LT AR, APP ZFK, SAATHRERT AL 5e 1l
Al “EREHEARIN " EOCRR TR RALBOR A E AR oA A ) T, A
Ol DA AR T & APP I ERAABORERD T AR AR T 30 X — A AR A
HE RN T IRALBOR B DML AL A1, I u] A AR DT W s APP (A
BRSO Pk Z X T “AaMIRAE T, RS AEE, DA EERZ S
PRIPHENG” POTEIE , RTTHIZL 52 iR R AL 26 s B R 4 A8 s it AR 5 45
AP, KRS pdf 288, il & WAL I o e /R 1 RIEHMT S IE, e
A APP 258, SR XFZ% APP 2 IdE 1 AR EA NF BT T3, A+
n AR Ei% APP YR TARL B AR .

T SCR SRR 55 10 R BN N AR Z , S5 R T AR L 1T AR
FEPER RS P AT DA R B R A PRI OO, RO, B
RS Y R, BRI ARL AT S I OLAE , AR 5 AN 4.24 7R

MABHWEHEIHESER

#5E8

ESBI: Task2 APPEFR: RAME PUTHR: 365 SERAYIE):  2022-04-05 08:49:45

Eezovl]

BROEEFE (1) BEHR
BRORTUET (1) BESR - AFWEEAR (2) B - MERRAOAER (3) FESRP - PAEERLARIMEE

SRIETEN

APPXEL SRGENIZE
AANERMER: WETIEZEDAER

MRS

Pl 4.23: SCARGRLPERIINAT 55 S5 R A iH

K425 T “EEAR” APP ARG RUERIIAT 55 i 5 2R s St ,
Wiy “ER” I AT RS

MESEET BRI R SRR S5—FF, BoR THES SR, APP 77,
PATFEIT A S S8 U a) o “BR G RPN ™ i Fers g Il AT TR, 5%
PR AR 2 APK SO i i S S R AR, “BOR A BIALR” 2 M
FERABCR SR IBCH AR , AR BRI 1 A —AT, P WA - aidbfr 1
ZERULH], RS T AL BORBCA T S A0HE APP i IAOAL R . IR AE 2],
% APP — LA T L IR R, HE v 5 TR VA7 B X — A BROR A RRRA BB
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BRFABURI MR &

fEF 4R task2 MAAFR: RITME

< 1EE

(BRARGT A EBWEREH RGN, KA RUAFANKRETR]: (FHS5HR1E
BRENE, R [REZEEBUEETTR] ; (AR ] R E A4, R [0
fIEHKS] RBRBURHEERT [FEBEMAER].

& bR

PR Xt B2 E R
BATIAHERS B SR
AT fEH Cookie Beacon. MSHEHEFHA fEH cookie FFEHAR
BATAFRERRTER SRy
AT AR 5 B hESER
BV SMREE R HEEHE
B RAEEE CHER F AR
B R RBREARNE R RBENSHRET
F5| MBI REH BRIAMET
HihEE At
x BRI
< REFE bR
BEREER i)
BURE F 7= R R % i)
BURER R EH R H HE
BEMERMAGERRER i)
BENERNABRRTR i)
e LI E i) Ha
BE A B A AR i)
A NG B AR AR R i)
PAE R REHTHER THE
RAEZLFHAIFTR Ha
FHEMABEBHER #E

Pl 4.24: Kl

48 AXE/NMD

AT 2 BN T 1) 4B APP B8 BERA BUR & REMEAG I R G 0EA T T S B Y1
A, EIE A T B S A e AT A RRAT AR SCAS A A B
W REREAT T UHE IR L 70 DACRY , 35X P A% D BB SCAS B L P AG T A
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BOREAMHGINES R

ESER

HESEIR: Taskl APPEF: EiFF HITHERS: Imintds SERRRIIE):  2022-04-05 08:26:55

—Eitkiain
FS  EARGERIE TREHRIEE BERERRIR
1 android.permission.GET_ACCOUNTS REKFER BIEFEFIF
2 android.permission. WRITE_EXTERNAL_STORAGE BN B FEER
3 android.permission.READ_PHONE_NUMBERS HERERIERS HIEIMSIEG
4 android permission. ACCESS_FINE_LOCATION TR 7

5 android.permission.CAMERA Bk FRFRILMERARRTIEE

LERIER
ACCESS_FINE_LOCATIONSKTERSFABERFRERE]

Pl 4.25: AUERE AR AT 55 S5 2R 5 1

B DA KA R A B A ISR A R AR T R SE DA P AT T8, I
JE XA AR IEAT TR, 4R T R R S A



FRE REWNASEBISH

AT TR HARRIRETEE, AR IKUI AR, B0,
AR R RS T W

51 WidESE
511 WK B4R

AT [6) <l APP ) S RA O A IS I 2 276 B A P AT T £ 0
W, HRBEEMERRMEL, Wi TET SVM BT a2 iR, il T =
AU B BERT 28U R HERG R, 5 HAL LA > SRBRIEA T T XFEE ;U
B AR Rl APP 1) BERT — /0 R 0 RIERG R, 5 HE LM
BT TS EE s PR T Je i SimCSE AL SORMBLEERIN_ERHERIEE , I
5 BERT-whitening B HAT T XF . HEE X LR RO BEAT 704, M=AK
R EHL T 9 SRl APP JEATSCA G AL LA BAUBR S MR . B X R 4
PEAT T I REMIAFIAE L REM I, DO REI i T B2 AT X 20 = F bt iy R G I
FB, AR RE I a3 BT W R P i) 40 3

512 ARAIRE

KRG HMIAIAE U 51078 . RETREFE 16G WA S 4 L, 7
AEAFHN 16G 1) NVIDIA30 RER, HREFI Wi ittt A wE. 250
Je >R Fl Django HEZY, iR A Vue HEZE. RGEIE R MySQL. T
HiH & T Web H , ffi ] chrome Y Ya#s #4103k

2% 5.1 PR

AR %525 16G P§71¥, NVIDIA Geforce GTX 3060 12G

BAER S Windows 10

B MySQL 5.8

Python % Python 3.8, Django 3.2.5, torch 1.8.0, Transformers4.1.5
WEas chrome

B i Node.js 16.14.2, Vue 2.6.10, Element Ui
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52 HiRtEReais
521 EF SVM By#rel 53 Fea8 sl

VT 10 il APP JLT1 103 MR8 4R, AT 1 100 >
XM R, SHERGR O 97.1%, HARFRIIE LA 5. 2P0R.

R 5.2: bR IS IS R

e bR B T e £ HIRITES
Wk S 17 17 100%
Lifit SR 11 11 100%
e ks 13 12 92.3%
3511 cookie S5 FIRELAR 9 9 100%
ARBAE NFETR IR 11 11 100%
JH P BUR 11 11 100%
HEIAYELT 12 11 91.7%
Y IE 11 11 100%
A 8 7 87.5%
L} 103 100 97.1%

522 FRFASRFRAEN P A BERT #EE 4 HEN

1. kAR

VT 15 3Rl APP HYBSALBOR SCAS, AR5 SCAS AL SIS BRI 21 it
R, HEIEEE T AT, 2SR RSN TR AT i B
WA RIE AT “BEREHAT . AHHS ORI M ISR X =AE
U B TR R BO B 1 B AL Al A TR . B S8 B ) SOA R T A ER
AL RN AL, i — 2 5 RFLATE RINE, I T —A> “3
b AR

X USRI NS, b 1 SRR A NS B H 7l
AN NERR T PRI D NEEIA . RS ER” . “fF
SRS =7 ARECT R < HAR AN

X A SRR TN RS, AR T AR EA R NI ER L <A
M BRI AR ERE T M CHA” PSS,

X IR NS, AT S AEERERT, <t
RN NEEZER . RIS S IERERAR R BN A
FES LRI U I A HAl SN
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A EB N AR ISR 53R

7 5.3: B RA AR Fr) Bk 4R

bgiE ] | Bk
RIS A B E 98
RN A A B 5 119
e SN ESE ii 163
WA S5 5 BRI =R 172
HIE IR A AR 131
HoAt 225
Jil- 913
AN NAE A HL S A3 R 39
MMNE B LR 62
peaiAstrSal Y R o AL U S B 29
HoAt 46
e 176
HEZANEERE T 76
=R NG R 24
Bl 28 T B By 38
W HiR TEAS B [ = 51 41 56
MWNEIsNzrgig iyl 13
HoAth 87
I3 294

2. MR

X 2RSS, wERATEO R85 8RR BT, R =
T IE AR RO / B

3. MR

N TIEMIERRAREOR, RT3 B UEA TR FE SR g

fastText [35]: i Facebook $i tH i — gL~ Ik LR, KF3CARRY 1A L n-
gram [i] 5 B P RF ) SCA ) B, SRS B % 1) B A softmax £ 732K

TextCNN [36]: KB4 45 CNN B | SCA > RAT 55

TextRNN [37]: i J JEERHH 22 M 45 RNN [38] Bl — 228 Ffi L 41 LSTM [39].
GRU [40] S5 f# P SCA > 2R

% SAR T AR RRIRLIER, NERZRE, BERT £ “YdkS
" “AEiES R M ISR X =AY SR BT R
AL
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% 5.4 BRI SL
R N\ E

WA Ffif PR RSt 7
it
fastText 0.783 0.794 0.782
TextCNN 0.865 0.879 0.877
TextRNN 0.874 0.868 0.872
BERT 0.918 0.923 0.917

52.3 SREEDUENPAY BERT EE I HEN

L BRI T 20 SRR, 20 FFHUARITIR DA 20 3R 2 A b
SR FERLBOR BT BT A 5 A5 SRR GBIV AR, 2% (I
Mo sl LRI Y R 7 e A A5 STE B ALEY W BOR b AT 7hndE, Bikdn

2 5.6/,
2% 5.5: b ORI A Bk S
APP %%l BB NG RiEN BB EEA MG il Lt
SRS 124 83 207
FHUERFTI 142 117 259
BE SR ES 138 105 243
2. W ¥E TR
XFULCEEIIN NG B R D R DL —A T R, AR SO B ALK

Pyt 2 XU A DU SR B PP FE AR A0 FE - WERASR . KRR, A 138 PA & Fl-Score,

TR PA_ AR PRI TR A
TP: 1B NG B HIW b 240 H
DN (A S NS BRIl W E | A I A = 8
FP: {E R0 24 N5 B A 2% H .
TN: B R ZA N5 B AR ZAEH .
WA Accuracy = =it

TP+TN+FP+FN °

) 27 . f s _ TP
FEHf%: Precision = —— .
2 _ _ TP

E”E]% Recall = TP+FN °

F1-Score: F1 = 2xPrecisionxRecall

3. ISR

Precision+Recall  °
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N IEIBCR R RCR , RAT TextCNN I TextRNN A2 JEF T3 5%
By, SCERASRANZK S.6FR. MEHHLAEER], (] BERT B R E=

7 5.6: Rl L WAL L IR 45 R

APP 4 B NHTES T TES kS F1
TextCNN 0.889 0.917 0.887 0.901
SRR TextRNN 0.908 0.941 0.895 0.917
BERT 0.935 0.958 0.927 0.943
TextCNN 0.919 0.923 0.929 0.926
FHEFTE TextRNN 0.896 0.908 0.901 0.904
BERT 0.934 0.943 0.936 0.94
TextCNN 0914 0.927 0.92 0.924
B EEHES TextRNN 0.905 0.905 0.934 0918
BERT 0.93 0.929 0.95 0.939

A RSN PR S s _L AR I T AR AL
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