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Abstract

Data provenance traces the origin of data by documenting the data transforma-
tion process. The provenance information generated in the data provenance process is
crucial to data provenance. Storing provenance information through blockchain tech-
nology can improve the credibility of data provenance to a certain extent. At present,
most of the research related to blockchain data provenance adopts the way of defining
provenance information as smart contract variables for storage on the chain. Due to
the lack of security checks on the variables defined in smart contracts, developers can
introduce smart contract defects such as asset replication, asset reuse and asset loss.
Once the contract defects are exploited, it will be difficult to guarantee the security of
provenance data. In addition, the current data provenance is mostly implemented for a
specific scenario, and it is difficult to support data provenance in other scenarios, and

the generality of the provenance system is low.

In order to further improve the security of provenance data and avoid the destruc-
tion of provenance data due to the security of contract variables, this paper proposes a
provenance data storage scheme based on Diem blockchain platform. Diem blockchain
introduces the concept of resources. Diem native digital asset Diem coin and the vari-
ables defined in smart contract can be regarded as a kind of resource type. The re-
source belongs to the account in diem, and the resource cannot be copied or implicitly
destroyed, but can only be moved on different program addresses. This feature of Diem
blockchain solves the protection of digital assets from the perspective of program lan-
guage and ensures the security of digital assets in smart contracts. Based on the PROV
data provenance model and the idea of abstract template, this paper solves the problem
of low universality of data provenance. PROV model is suitable for data provenance

in many scenarios. In this paper, the PROV model is expressed concretely through the
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provenance template, and the provenance template is used to represent different data
provenance scenarios, which improves the universality of data provenance to a certain

extent.

In terms of technical implementation, the Diem blockchain platform is used for
storing provenance data in the storage layer, the Springboot framework and IPFS, an
interstellar file system, are used for managing provenance logic in the provenance ser-
vice layer, and the Vue framework is used for modular development in the front-end.
Docker is used to deploy system services to improve system availability and scalability.
Functional and performance tests were finally carried out on the system. Functionally,
trusted data provenance with a certain degree of versatility was achieved. Performance-
wise, the system interfaces can meet the availability requirements in terms of through-
put, concurrency and other indicators. In summary, the system can provide stable and
reliable services for data provenance in multiple scenarios and improve the trustwor-

thiness of provenance data. It contributes to the development of data provenance.

Keywords: Data Provenance, Diem, PROV Model, Secure
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TaskTemplateService TaskTemplateController ObjectTemplateMapper
+ saveTemplate(String,...:Map - fileService:FileService
+ getTaskTemplateDetail(String,String):Map - taskTemplateMapper:TaskTemplateMapper
+ serialization(List):String - taskTemplateService:TaskTemplateService
+ deSerialization(taskTemplate):Map - objectTemplateMapper:ObjectTemplateMapper
+ processDataAndLinks(List):Map
+ downloadTaskTemplate(...):void
+ saveTaskTemplate(Map):Map _ .
+ getTaskTemplateDetail(List):Map FileService
+ getDataAndLinks(Map):Map
ObjectTemplateService + deleteTaskTemplate(Map):Map
+ saveTemplate(String,...):Map
+ deSerialization(objectTemplate):Map
+ serialization(List):String
+ getObjectTemplateDetail(String,String):Map -
TaskTemplateServicelmpl TaskTemplateMapper
- taskTemplateMapper:TaskTemplateMapper
- taskService:TaskService
- tXMapper:TXMapper
DiemService - diemService:DiemService
+ uploadFile(File):Map
+ uploadPeriodData(String,...:Map + saveTemplate(String,...):Map
+ submitTask(String,String):Map + getTaskTemplateDetail(String,String):Map
+ getDataByHash(String):Map + serialization(List):String
+ getTX(String):Map + deSerialization(taskTemplate):Map TXMapper
+ submitTemplate(String,String):Map + processDataAndLinks(List):Map
He ~
5. 10 AR5 L ]
— AVATN He it - H- ‘ N
P S.2f%0R TR BB H s Al BERY T BT . TaskTemplateCon-

troller 14z M) TaskTemplateService & H saveTaskTemplate() 1 {5 E .

R R 45 U8 F R S AR R 55 2 B S 15 T BEARAT AT AR
SRR, TR AR AR B2 7] DiemService H1[) upload() 773 & JH ] -
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| TaskTemplateController I
T

I TaskTemplateService |
T

| ObjectTemplateService | |
T

DiemService

|
saveTaskTemplate ()

return

saveTemplate ()

upload ()

upload ()

return
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return
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public Map saveTemplate(String username, List<List<Map<Object, Object>>>

dataSourceList, String dateTime, String templateName, List<String> periodNames,
boolean flag, String desc) {
HashMap<Object, Object> map = new HashMap<>();
String dataSource = serialization (dataSourceList, periodNames);
String hash = 77;
try {
ArrayList<String> list = new ArrayList<>();
list .add(ConstantUtil. TASK_TEMPLATE_TYPE);
list .add(dataSource);

File file = xxxService.generateFile(list );
Map<Object, Object> objectObjectMap = xxxService.uploadFile(file);
hash = ((String) objectObjectMap.get(”certificate”));

} catch (IOException e) {
log . error (" # JEE AR L4 & K!7);
e.printStackTrace();

¥

TaskTemplate taskTemplate = new TaskTemplate(username, templateName,
dataSource, dateTime, desc, hash);

return map;

A1 5.3 W RARAR T BE O B AU RS

K 5.3~k saveTemplate 5 VA A0S . saveTemplate J5 ¥4 TR0
VERIAR . T IR AR A E S A 2 A, X DA B R 22 8 R AVBUR I
W A SCRFI IR TR 1) 2 A B AR AT B 361 7 S AL A, el g k4 7
PP EIAT o LECRAFITIEAEAR I, BRGE SRRt e fid, DAIRBIBT LI
[ H K. saveTemplate J5 A B SG R AR B IR B IR P 904k . 205, R aI4k
FE R R mi . fes, VA uploadFile J7 AR BUG N SC 41 IPFS_HASH,
FERF G A (B 22 R IRBE

52 MRBIEEIEER
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52.1 HIEREFRIT 5
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K 5.4Pr s MR R 440 JE K . ProvDataController 32U i i & i IR H >R
AR, RIS Hitp 440153 1) )5 A B 4G A HOR A5 6 24 A AR 1 4%
FE3K . ProvDataService +& ProvDataController [1) % 71 28 & . ProvDataController DA
HE W) 2 EE B ProvDataService 28 LI5S H . ProvDataServicelmpl 22 Prov-
DataService f{) EfRSZH . fF ProvDataServicelmpl HE:T TaskTemplateService ik
%5 L. ProvDataController TR B I ip it , DX 70T B ASH 2 AN AR e it 28
B A T S 2 A B A i AT B R

ObjectTemplateService ProvDataController

+ saveTemplate(String,...:Map - provDataService:ProvDataService

+ deSerialization(objectTemplate):Map - taskTemplateMapper:TaskTemplateMapper
+ serialization(List):String - taskTemplateService:TaskTemplateService
+ getObjectTemplateDetail(String, String):Map

+ getOriginalData(Map):Map
+ uploadData(Map):Map

TaskTemplateService ProvDatoService
+ saveTemplate(String,...:Map
+ getTaskTemplateDetail(String,String):Map TaskTemplateMapper
+ serialization(List):String + getData(Map):Map
+ deSerialization(taskTemplate):Map + uploadFile(File):Map
+ processDataAndLinks(List)::Map + uploadPeriodData(Map):Map
ProvDataServicelmpl
- taskTemplateMapper:TaskTemplateMapper
DiemService - tXMapper:TXMapper
- diemService:DiemService XM
+ uploadFile(File):Map - taskTemplateService:TaskTemplateService apper
+ uploadPeriodData(String,...:Map |
+ submitTask(String,String):Map
+ getDataByHash(String):Map + getData(Map):Map
+ getTX(String):Map + uploadFile(File):Map
+ submitTemplate(String,String):Map + uploadPeriodData(ArrayList, ...)Map

] 5.4: Bfe R AR
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ProvDataController | | ProvDataService | | TaskTemplateService | I ObjectTemplateService l
T T

T T
! ' |
getOriginalData () |

getData ()

Y ————— =

getTaskTemplateDetail ()

return

return

return

&1 5.5: Bd R A

public Map<Object, Object> getData(Map data) {

if ('objectMap.containsKey(”child”)) {
WE-Z:35F
String objectValue = String.valueOf(objectMap.get(”info”));
Object info = objectMap.get(”info”);
System.out.println(info);
line = objectName + ”:” 4 objectValue;
} else {
/] BHEAR
List <Map<Object, Object>> child = (List<Map<Object, Object>>)
objectMap.get(”child”);
StringBuilder stringBuilder = new StringBuilder();
stringBuilder .append(objectName + "&[”);
for (Map<Object, Object> objectObjectMap : child) {

stringBuilder .append(objectObjectMap.get(7info”));
¥
stringBuilder . deleteCharAt(stringBuilder.length() - 1);
stringBuilder .append(”]”);
line = stringBuilder.toString/() ;

Kl 5.6: Fida R AU
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Bt R AR TN E 5.5 o« Bdi R AR 1 3K 15 Y59 ProvDataController Hr)
getOriginalData J7VE$28#,. 2 )5, FE getOriginalData J5 ¥4 H i ] ProvDataService
2 L H ) getData 57k, getData Jy kT getTask TemplateDetail 75 y25 7k B AL
MRIGTELNE B o A AR h A S 0 G Asit, TR — 201 X R A e
PEo 4, IRIEIEAARAE S, SRAE BN 2 K8 F e Eic ol m oA 8 fr i 4a &
[PA%

Kl 5.6t/ >A getData J7 & H &R 43 & T Al R AR Z OIS . AR HEE ob-
jectMap "B child JEMEXR A EAX RN X5 . i info J&MHEIRIUCR
LM IREEE . ARERNEIR PESEIR S, T EX R RN R TIRE
SR, PREUH S A0 R p A F B SR . B, SRR I G B 4 5
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oG BN . TEE i A 2 K 5, RGERF R 5 e A7 0 17 Mt
{H. FE/eZ8dmiRn T, H P AT AR S Motk {8 58 B A 2 e I R L.

Kl 5.7 & B850 2K K], DimeController Kf 4k #i %1% K 4% & &
DiemService filk 55 . DiemService 4% 171 %€ . T uploadPeriodData, submitTemplate
S5 R K JTYR . Horp uploadPeriodData J7 VA T AL RUIR% R, sub-
mitTemplate J] T A& EHE . DiemServicelmpl 1>k DiemService ffSE I 25 5L
LT B g HIFE . A, DiemServicelmpl 3 i3 TaskTemplateService
TaskService ZRICE TS 4R IR {5 5 . DiemUtils J& ] T #4F Diem X
Peikny THZE . DiemUtils 5 T queryTx 7k I T A #1525 {5 B, . accountCre-
ate flT4F Diem J 87K . upload I T 52 ilidds 4%, download f T FRH4E
F#dE . mintCoin - T#:4E Coin #H5¢. updateAccountInfo FF 5 #H K 52 .
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+ serialization(List):String
+ deSerialization(taskTemplate):Map
+ processDataAndLinks(List)::Map

TaskService

+ uploadFile(File):Map
+ getTaskDetail(String,String):Map
+ uploadPeriodData(ArrayList, ..)Map

+ submitTemplate(String,String):Map

DiemUtils DiemController TaskTemplateMapper
+ queryTx(String,String):TX - diemService:DiemService
+ accountCreate():List - taskService:TaskService
+ upload(String,String):boolean - taskTemplateMapper:TaskTemplateMapper
+ download(String):String - taskTemplateService:TaskTemplateService
+ mintCoin(String,int):boolean
+ updateAccountinfo(String):Account
+ uploadPeriod(Map):Map
+ traceField(Map):Map
+ submitTask(Map):Map
+ getTask(Map):Map AccountMapper
+ getAllFields(Map):Map
v
DiemService
- + uploadFile(File):Ma
TaskTemplateService + ugloadPeriodData(Etring,...):Map
. + submitTask(String,String):Map
+ saveTempIate(Strlng,..l.):Ma'p ) + getDataByHash(String):Map
+ getTaskTemplateDetail(String,String):Map + getTX(String):Map TXMapper

DiemServicelmpl

- taskTemplateMapper:TaskTemplateMapper
- tXMapper:TXMapper

- taskService:TaskService

- taskTemplateService:TaskTemplateService
- taskMapper:TaskMapper

- accountMapper:AccountMapper

- diemAndIpfsMapper:DiemAndIpfsMapper

+ uploadFile(File):Map

+ uploadPeriodData(String,...):Map

+ submitTask(String,String):Map

+ getDataByHash(String):Map

+ getTX(String):Map

+ submitTemplate(String,String):Map

&l 5.7: Kt EAESR

DiemAndIpfsMapper

DiemController | |

DiemService | |

uploadPeriod ()

return

Kb baEmt )7 K 5.8/ 7k . DimeController 44

uploadPeriodData ()

return

] 5.8: Kt

TaskMapper
TaskService I DiemUtils

T T

| |

| |

| |

|

|

upload () ﬁ

return
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TaskService ZREGHI AR 55 EIH-1F BRI E T8 . )5, id1d DiemUtil
il TR JEr upload J7 R 5E iU EAESRAT . Bt BESe 2 Ia, KUK LiE
SRR 8 2 A DU TR R o

public Map<Object, Object> uploadFile(File file) throws IOException {
/| Rt v A E
String hash = IpfsUtil.add( file . get AbsolutePath());
file . delete () ;

/] AEKF
List <String> strings = LibraUtils.accountCreate();

/| BlE L

boolean upload = LibraUtils.upload(address, hash);

[/ EFKF

Account account = LibraUtils.updateAccountInfo(index);
[/RERZ

int sequenceNum = Integer.parselnt(account.getSequenceNumber());
for (int i =1;1 <=5;i++) {
TX tx = LibraUtils.queryTx(index, String.valueOf(sequenceNum - i));
if (tx != null) {
txMapper.insert(tx);
}
¥
/] EH A % R
xxxAndIpfsMapper.insert(new XXXAndIpfs(address, hash));
/ /iR B 5 b 77 i Sk
map.put(” certificate”, address);

return map;

& 5.9: B I o gAY

WA M BE 4% 7 uploadFile (B4 4% oA TG o Kt 4% Bl At
BN woe, R REE B A e, PAAE R Ipfs $Rfit. Hak, 7E
Diem Hr 8/ Z MK P F T8 _EaE. kP18 58 iz 5 BT I upload 77 58 BUEL
W LAk, Bk AR SE i 5 TR BRI S S PR s R R AR R R
SRR R RAGIRE T . &5, 52 Ipfs Ay A1 Diem ik it WSt H-KF Diem
otk [\
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5.3 WRESERER
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FRGETH M B PR T R 7 P AR AT 55 e . A P e T R I R R A
ZHI T L IR S5 R . HAR R AR AT 55 A PR . WA AR R
B R A 5 MU UE DA SCBHE FAREGUE . A 4 iR Al 8 28 52 BB SR 4R A
s FEEERS, H P A A Q@R IR 55 . teAh, BUEIEAT S R, &R
G KT I EAT: 55 B AH O AR S A7 2 X B

A 5. 107 S I IR AT 55 A B2 1A hw%m%%%ﬁ&%%%%ﬁ
.U, TaskService $ft T WEAT 55 61 @ I 4% A 7 AR B RAT 55 145 B i
J7¥% . DiemService °& TaskService $24E X HEEAH AR 45 . TaskTemplateService j&E
BEIAIEASAR R 55, TaskService if Jf| TaskTemplateService iz 45 2R B E AL AR5 . -
TaskMapper. TaskTemplateMapper DA J TXMapper 43 51| T W0 5AT 55 8005 . 075
BB DA S 52 2y B ) B ORI A7 o

TaskService

+ uploadFile(File):Map
+ getTaskDetail(String,String):Map
+ uploadPeriodData(ArrayList, ...)Map

TaskController

- taskTemplateMapper:TaskTemplateMapper
- taskMapper:TaskMapper TaskTemplateMapper
- tXMapper:-TXMapper

- diemService:DiemService

- taskTemplateService:TaskTemplateService

TaskServicelmpl

+ getTaskList(Map):Map - taskTemplateMapper:TaskTemplateMapper
+ deleteTask(Map):Map - taskMapper:TaskMapper
+ gen‘?ral:SFlle'(llzgaP):M;p' M - tXMapper:TXMapper
+ getlaskDetail(String,String):Map - diemService:DiemService
N . . TaskMapper
+ getFieldDetail(ArrayList, ..)Map - taskTemplateService:TaskTemplateService I ascranp I
+ getTxList(ArrayList, ...)Map |- |
+ uploadFile(File):Map
+ getTaskDetail(String,String):Map
+ uploadPeriodData(ArrayList, ...)Map
TXMapper |
DiemService TaskTemplateService |
+ uploadFile(File):Map + saveTemplate(String,..):Map
+ uploadPeriodData(String,...:Map + getTaskTemplateDetail(String,String):Map
+ submitTask(String,String):Map + serialization(List):String
+ getDataByHash(String):Map + deSerialization(taskTemplate):Map
+ getTX(String):Map + processDataAndLinks(List):Map
+ submitTemplate(String,String):Map

K 5.10: WHIEAL 55 B PR

B S L R AT 55 & BRI o AR T — R TRAT 55 0 8 ) i
SRBUTEAT 5540 {5 B3 i . #55Hl#% TaskController 1 Jf] getTaskDetail J5 % %
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EIRBUT 55 SR B 0K . TaskService FER R I /5, 1 id DiemService Iz 55 1
H get TX ¥R IRBGIIRAT 55 _E8ER = A A2 515 B o 1LAb, TaskService HRF3E 4
TaskMapper ZEHRBUFAAif T ¢ 2 BUBUE e P WA 9515 6L . ie#X, TaskService
FEFRIE A2 5 15 AT 5515 B %% J5 — Ik [a] 25 TaskController,

| TaskController | I TaskService | | DiemService | I TaskMapper
T T T
| |
getTaskDetail ()

getTX ()

getTask ()

return

_____________________________________

___________________

return

___________________

.,
)
2
£
s
3
i ESSS S ——

B 5. 11 JIEAT 55 B P 1A

@Override
public Map<Object, Object> getTaskDetail(String username, String taskName) {

Task task = taskMapper.getEntireTaskByUsernameAndTaskName(username,
taskName);

Map<Object, Object> basicInfo = getBasicInfo(task);

Map<Object, Object> taskUploadInfo = getTaskUploadInfo(task);

Map<Object, Object> fieldInfo = getFieldInfo(task);

Bl 5.12: AT 55 8 PG B AU RY

B S 127 A IRAT: 55 8 PR BR AT 55 5 EERIBUY) S B AR . TaskSer-
vice 4% H 2 fit T getTaskDetail 7774 TR IEAL 5515 B PIUEAT 55 108 i AT
FHAGE AL FEHE R FBAGEEAE R AR5 EAE B T
L55 I RIEEI ) L AT 55 240K Bl A DA . (T35 LAk (5 B2 SRl UL 55
AT EEER A SRR T BB IR A5 BEALA
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P ATHE S B AT 55 R BT HE N S TR U . P e R
FE AT Ak BRI PRSI vh o SO B F B i I B . 1 ﬂ?fmu@ﬁ%‘feiﬁﬁ‘*%{

Pona Ay IR H PR BE ) Ak % £ DA K B bR Bds EEELAER T AR A 5 B
TARFTREAN N 2 B IR B T 5 SE B

Bl S 3R MR IR R . EiiE i 28 18 DA DataProvService %Ly, il
SR AR 4% AR B Fhi (5 B, . DataProvService $2fiL T traceField. getRe-
alData, getTxBySender = fj /7%, traceField 5 il F- Bk AW E, AL T/
TEAE AT {5 B . getRealData M DX s ihopR BRI B e A - RF 1
ArEF AL R F G %R . getTxBySender AT RBUS in 8RS A HEE™ RS 17
B . DiemService “A DataProvService &L X 4% R 45, i DiemService 3kHL X
Hea PG B » TaskService KRB a0 I8 2 -5 W AT 55 48 % - TaskTem-
plateService 45 R EBIAN 5 WIVEAE S5 98, FRAL T 24 mi g5 e i U iih g mT Atk
PR H AR 2 By . DataProvController K3l Y545 B, 1% 9] £ i i U1 1A -

DataProvController DataProvService TaskTemplateMapper
+ traceCurField(String,...):Map + traceField(String,...):Map
+ getDataOnChain(String):Map + getRealData(String):Map
+ getTx(address):Map + getTxBySender(address):Map
FileService
DataProvServicelmpl
- taskTemplateMapper:TaskTemplateMapper
DiemService - taskMapper:TaskMapper
- tXMapper:TXMapper
+ uploadFile(File):Map - diemService:DiemService TaskMapper ]
+ uploadPeriodData(String,...):Map - taskTemplateService:TaskTemplateService |
+ submitTask(String,String):Map - fileService:FileService
+ getDataByHash(String):Map
+ getTX(String):Map . X '
+ submitTemplate(String,String):Map * tratCR?FITIDd(tSt{ISr;g".‘.)jTAap
+ getRealData(String):Map T>M
lapper |

+ getTxBySender(address):Map

DiemUtils

TaskTemplateService

+ queryTx(String,String):TX

+ accountCreate():List + saveTemplate(String,...:Map TaskService

+ upload(String,String):boolean + getTaskTemplateDetail (String,String):Map

+ download(String):String + serialization(List):String + uploadFile(File):Map

+ mintCoin(String,int):boolean + deSerialization(taskTemplate):Map + getTaskDetail(String,String):Map

+ updateAccountinfo(String):Account + processDataAndLinks(List):Map + uploadPeriodData(ArrayList, ..)Map

el 5.13: R I 2E ]

B s s ity K &l 5.147 7~ . DataProvController 15 41 [ traceField 45
5V In) DataProvService & HE R IR 154 . 2 )5, DataProvService i 1 get-
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TaskDetail 5% M TaskService HHEEI BT 5515 B, i1 getTaskDetail J57EM
TaskTemplateService H1 3k BUIIEA AR AH 515 8. . Bl)5, DataProvService F) F i
5505 BRI S S A5 2 2R E B AR B, FFifid e DiemService i ]
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| DataProvService | | TaskService ‘ | TaskTemplateService | | DiemService

| DataProvController |
T

T T
| |

traceField () , ...

getTaskDetail ()

getTaskTemplateDetail ()

return

__________________
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Pl 5. 14: Bt IR e 4]

public Map<Object, Object> traceField(String username, String taskName, String
fieldName) {

/] BT H 5 B A xd B R IR

Map<String, List<String>> fieldNameAndPreCursor =
getFieldNameAndPreCursor(templateMap);

/] BB s B

Map<String, List<String>> itsPreCursor =
getItsPreCursor(fieldNameAndPreCursor, fieldName, templateMap);

E RS EEAL RS

List <Map<Object, Object>> relation = generateRelation(itsPreCursor,
templateMap, username, taskName);

Map<String, List<Map<Object, Object>>> dataAndHashXY =
generateXYAndHash(itsPreCursor, taskName, username);

retMap.put(”data”, dataAndHashXY);

Bl 5.15: B o A ag
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B S ASErR AU TR A 10 TR R B AR AR . o, ARIRE M ETH
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public Map<Object, Object> getDataByHash(String certificate) {
String hash = LibraUtils.download (certificate ) ;

hash = hash.substring(0, 68);
File file = new File(”/home/usr/Files/download/target.txt”);

file .createNewFile();
IpfsUtil .download(hash, file.getAbsolutePath());

String line = bufferedReader.readLine();
if (line .equals(ConstantUti.OBJECT _TEMPLATE_TYPE)) {

/] Xt EAEAR

} else if (line.equals(ConstantUtil. TASK TEMPLATE TYPE)) {
/] EH B

} else if (line.equals(ConstantUtil.SIMPLE DATA TYPE)) {
/] EAKERA

} else if (line.equals(ConstantUtil. COMPLEX OBJECT TYPE)) {
/| BRI ZRA

Al 5.16: JRUREHRARIOR SEA TR

NP 5.16 7R il Diem ik Sttt SREUS IR BRI 3% . 165, @5 Diem
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